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String Encryption 
Introduction 

 Android is an attractive target for attackers (especially malware developers) 

 Security analyst are interested in the functionalities and goals of Android malware 

 Malware developers are hiding their malicious behavior with different obfuscation techniques 

 

http://pctechmag.com/wp-content/uploads/2012/08/threat android.jpg 
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What we want: 

String Encryption 
Motivation 

public static JSONObject m64b(Context context) { 

 JSONObject jsonObject = new JSONObject(); 

 try { 

  jsonObject.put("imei", C0012m.m68c(context)); 

  jsonObject.put("imsi", C0012m.m71d(context)); 

  jsonObject.put("uuid", C0012m.m49a()); 

  jsonObject.put("net", C0005f.m37b(context)); 

  jsonObject.put("channel", TextUtils.isEmpty(C0012m.m61b())? "channn" : C0012m.m61b()); 

  jsonObject.put("existPackages", C0012m.m76f(context)); 

 } catch (Exception e) {} 

 return jsonObject; 

} 

Decompiled excerpt of a sample of the backdoor Android.OS.Triada2016  malware 
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String Encryption 
Motivation 

public static JSONObject m64b(Context context) { 

 JSONObject jsonObject = new JSONObject(); 

 try { 

  jsonObject.put(C0012m.m56a(C001b.f17I), C0012m.m68c(context)); 

  jsonObject.put(C0012m.m56a(C001b.f18J), C0012m.m71d(context)); 

  jsonObject.put(C0012m.m56a(C001b.f20L), C0012m.m49a()); 

  jsonObject.put(C0012m.m56a(C001b.f21M), C0005f.m37b(context)); 

  jsonObject.put(C0012m.m56a(C001b.f19K), TextUtils.isEmpty(C0012m.m61b()) ? "channn" … 

  jsonObject.put(C0012m.m56a(C001b.f22N), C0012m.m76f(context)); 

 } catch (Exception e) {} 

 return jsonObject; 

} 

What we get: 

Decompiled excerpt of a sample of the backdoor Android.OS.Triada2016  malware 
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public static JSONObject m64b(Context context) { 

 JSONObject jsonObject = new JSONObject(); 

 try { 
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DeStroid 
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Roadmap to DeStroid 

 How? 

 implement a tool to automatically decrypt the  
major String Encryption types 



 

© Fraunhofer FKIE  

R 23 
G 156 
B 125 

R 242 
G 148 
B 0 

R 31 
G 130 
B 192 

R 226 
G 0 
B 26 

R 177 
G 200 
B 0 

R 254 
G 239 
B 214 

R 225 
G 227 
B 227 

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig) 

7 

String Encryption 
Roadmap to DeStroid 

 How? 

 implement a tool to automatically decrypt the  
major String Encryption types 

DeStroid 



 

© Fraunhofer FKIE  

R 23 
G 156 
B 125 

R 242 
G 148 
B 0 

R 31 
G 130 
B 192 

R 226 
G 0 
B 26 

R 177 
G 200 
B 0 

R 254 
G 239 
B 214 

R 225 
G 227 
B 227 

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig) 

 Malpedia APK dataset 

 Maintained and updated with new families as they occur 

 96 Android malware families (as of October 2019) 

 50/96 Android malware families using String Encryption 
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String Encryption 
Dataset 

https://malpedia.caad.fkie.fraunhofer.de/ 

Want Access? 

Talk to Daniel Plohmann here at  
the BotConf? 

https://malpedia.caad.fkie.fraunhofer.de/
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String Encryption 
Taxonomy of String Encryption Techniques 
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String Encryption 
String Repository: <clinit> 

.field public static x:[B 

.field public static y:[B 

.field public static z:[B 

  

# direct methods 

.method static constructor <clinit>()V 

    .locals 8 

 …. 

 new-array v0, v0, [B 

 …. 

 const/4 v1, 0x5 

 const/16 v2, 0x22 

 aput-byte v2, v0, v1 

 sput-object v0, Lcom/android/system/conect/test/b;->y:[B 

1 

Android.OS.Triada2016  malware 
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String Encryption 
String Repository: <clinit> 

2 

Android.OS.Triada2016  malware 

 sget-object v0, Lcom/android/system/conect/test/b;->y:[B 

  

 invoke-static {v0}, Lcom/android/system/conect/test/m;->a([B)Ljava/lang/String; 

  

 move-result-object v0 
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String Encryption 
String Repository: <clinit> 

2 

Android.OS.Triada2016  malware 

 sget-object v0, Lcom/android/system/conect/test/b;->y:[B 

  

 invoke-static {v0}, Lcom/android/system/conect/test/m;->a([B)Ljava/lang/String; 

  

 move-result-object v0 

.method public static a([B)Ljava/lang/String; 

    … 

     invoke-virtual {v0, p0}, Lcom/android/system/conect/test/j;->a([B)[B 
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String Encryption 
String Repository: <clinit> 

2 

Android.OS.Triada2016  malware 

 sget-object v0, Lcom/android/system/conect/test/b;->y:[B 

  

 invoke-static {v0}, Lcom/android/system/conect/test/m;->a([B)Ljava/lang/String; 

  

 move-result-object v0 

.method public static a([B)Ljava/lang/String; 

    … 

     invoke-virtual {v0, p0}, Lcom/android/system/conect/test/j;->a([B)[B 

  

     

    aget-byte v5, v5, v6 

  

    xor-int/2addr v4, v5 

    … 

  

the actual decryption routine 
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 const-string/jumbo v1, "DES/CBC/PKCS5Padding" 

  

 invoke-static {v1}, Ljavax/crypto/Cipher;->getInstance(Ljava/lang/String;)Ljavax/crypto/Cipher; 

 … 

14 

String Encryption 
String Repository: <clinit> 

2 the used decryption algorithm differs between 
families and sometimes even between different 
versions of a family 
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String Encryption 
String Repository: <clinit> 

3 

Android.OS.Triada2016  malware 

 sget-object v0, Lcom/android/system/conect/test/b;->y:[B 

  

 invoke-static {v0}, Lcom/android/system/conect/test/m;->a([B)Ljava/lang/String; 

  

 move-result-object v0 

 

 # const-string v0, "android.intent.action.SCREEN_OFF" 
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String Encryption 
Taxonomy of String Encryption Techniques 
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String Encryption 
Pass String: Encrypted String 

1 

Trojan-SMS.AndroidOS.Prizmes.a malware 

const-string v1, "7O9L5MxPf92ieYmDMGGpZIYAa0k3q/kQCI1amkd4ulrebFJy0bLs8PyOkJCdmu4L4U99b5FJ1d8=" 

  

invoke-static {v1}, Lcom/android/support/utils/g;->b(Ljava/lang/String;)Ljava/lang/String; 

  

move-result-object v1 
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String Encryption 
Pass String: Encrypted String 

3 

Trojan-SMS.AndroidOS.Prizmes.a malware 

const-string v1, "7O9L5MxPf92ieYmDMGGpZIYAa0k3q/kQCI1amkd4ulrebFJy0bLs8PyOkJCdmu4L4U99b5FJ1d8=" 

  

invoke-static {v1}, Lcom/android/support/utils/g;->b(Ljava/lang/String;)Ljava/lang/String; 

  

move-result-object v1 

 

#const-string v1, "http://play.xhxt2016.com/logcollect/log-information" 
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String Encryption 
Taxonomy of String Encryption Techniques 
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String Encryption 
Native Library: Native to Bytecode 

1 

flexispy malware 

MOVS R0, #0xA6 

BX LR 

; End of function ox11105561640 
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String Encryption 
Native Library: Native to Bytecode 

2 

flexispy malware 

STRB.W R0, [SP, #0x68+var_59] 

BL ox11105561640 

ADDS R0, #0x19 

STRB.W R0, [SP, #0x68+var_58] 

BL ox11163188672 

ADDS R0, #0x19 
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String Encryption 
Native Library: Native to Bytecode 

3 

flexispy malware 

.class public Lk/v/F; 

… 

# virtual methods 

.method public native fpu()[B 

.end method 
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String Encryption 
Native Library: Native to Bytecode 

4 

flexispy malware 

.method public static a()[B 

     

    invoke-virtual {v0}, Lk/v/F;->fpu()[B 

  

    move-result-object v0 

  

    return-object v0 

.end method 
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String Encryption 
Ground truth 

 Labelled dataset 

 APKs from                     with String Encryption 

 number of deobfuscated strings of each sample 

 location of the deobfuscation routine 

https://github.com/fkie-cad/destroid 

https://github.com/fkie-cad/destroid
https://github.com/fkie-cad/destroid
https://github.com/fkie-cad/destroid
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String Encryption 
Ground truth 

52% 
48% 

Android families  

String
Encryption (50)

No String
Encryption (46)

Details  in paper 

21 
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String Encryption 
Ground truth 

52% 
48% 

Android families  

String
Encryption (50)

No String
Encryption (46)

24% 

56% 

8% 12% 

Distribution of String Encryption types  

String
Repository -
<clinit>

Pass String -
Encrypted
String

Pass String -
Static Method

Others

Details  in paper 

21 
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DeStroid 
High-Level Workflow 



 

© Fraunhofer FKIE  

R 23 
G 156 
B 125 

R 242 
G 148 
B 0 

R 31 
G 130 
B 192 

R 226 
G 0 
B 26 

R 177 
G 200 
B 0 

R 254 
G 239 
B 214 

R 225 
G 227 
B 227 

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig) 

23 

DeStroid 
Static Analysis: DeStroid-Heuristic 
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DeStroid 
Static Analysis: DeStroid-Heuristic 
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DeStroid 
Static Analysis: DeStroid-Heuristic 
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DeStroid 
Static Analysis: DeStroid-Heuristic 
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DeStroid 
Static Analysis: DeStroid-Heuristic 
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DeStroid 
Dynamic analysis: Dynamic Deobfuscation 
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DeStroid 
Dynamic analysis: Dynamic Deobfuscation 
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DeStroid 
Dynamic Deobfuscation 
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DeStroid 
Patching 
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Evaluation 
Setup 

 ground truth used as dataset for evaluation 
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Evaluation 
Setup 

 ground truth used as dataset for evaluation 

 

 

 

 investigate performance of different string encryption deobfuscation approaches 

 deobfuscator 

 JMD 

 Dex-Oracle 

 simplify 

 DeStroid 

 deobfuscation details (in paper) 
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Evaluation 
Results 
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Details  in paper 
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Summary 

 A taxonomy of String Encryption implementations  

 usage in current Android malware 

 identification of their major String Encryption types 

 A labelled dataset of Android malware samples 

 number of expected deobfuscated strings 

 location of the deobfuscation part 

 DeStroid 

 our solution on automatically deobfuscate decrypted Strings 

 works best for String Repository and Pass String 

 online at https://github.com/fkie-cad/destroid 
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Thanks for your 
attention! 

https://github.com/fkie-cad/destroid 
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