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Tracking botnets
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▪ Botconf 2017: Jarosław Jedynak 
and Paweł Srokosz: Use Your 
Enemies: Tracking Botnets with 
Bots 

▪ mtracker system at CERT Polska
▪ Reverse engineer malware in order 

to create a bot emulator
▪ mtracker workers downloading 

injects, new samples etc. directly 
from C&C servers

https://www.cert.pl/en/news/single/mtracker-our-take-malware-tracking/



Operational costs
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▪ Reverse engineer sample
▪ Create bot emulator
▪ Revisit code
▪ Address changes in malware 

behavior
▪ Time of analysts!



Could we do it without this effort?
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Long Term Sandboxing
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▪ Black box approach given by sandboxes
▪ No need of reverse engineering
▪ Observe malware over long periods
▪ Monitor its behavior to track it
▪ Focusing on human analysis extended 

with automatic systems



Long Term Sandboxing

Sample execution

Current 
behavior 
analysis

(automatic 
systems + 
analyst)

Long term 
observation

(analyst)
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System 
architecture
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Architecture
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● External snapshots
● CPU usage limitation
● Emails never leave the 

sandbox environment 
● Network bandwidth 

limited
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Botnet 
tracking 
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Experiments

▪ Analyzed about 20 malware families
▪ Focused on longliving types
▪ Examples

▫ spambots - Cutwail, Gamut, Lethic, Necurs, Onliner, Phorpiex, 
Pitou, Sendsafe, Tofsee, Varenyky

▫ bankers - Dridex, Danabot, ISFB, Panda, Trickbot
▫ clickers - Miuref, Kovter
▫ DDoS bots - Nitol

▪ Some of the families stopped working (Necurs)
▪ Other have changed (Emotet)
▪ Other stay almost the same (Tofsee)
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What we have learned?
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Operational delay - Necurs

▪ At the beginning only interaction with C&C and other bots
▪ Only after some time started sending spam
▪ Observed periods of activity and inactivity
▪ Hard to observe in a standard sandbox
▪ But also: how long to observe it? When is it really dead?
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Tofsee SMTP network operations 06.2018 - 09.2018



DGA detector

Domain Generation Algorithms (DGA):
▪ Provide means for bot communication with C&C
▪ DGA creates a various number of domains 
▪ C&C registers under one domain

Methods used by DGA detector:
▪ Quantitative 
▪ Linguistic 
▪ DNS traffic analysis
▪ Comparison with DGArchive data
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Pitou DGA
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DGArchive data - reversed algorithm Quantitative, linguistic, dns analysis



Pitou DGA
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Network Traffic analyzer
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▪ Detects different protocols i.e. SMTP, SSL/TLS, HTTP, POP3...
▪ Detects protocols on non-standard ports
▪ Retrieves commands, credentials supplied etc.
▪ Creates statistics for each protocol
▪ Input: pcap_file Output: json_file, easy adding of new protocol



Network Traffic analyzer - 
Tofsee
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Network Traffic analyzer - 
SMTP characteristics
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Tofsee abused SMTP ports Emotet abused SMTP ports



SPAM analysis

▪ Malware propagation
▪ Constant source of new samples
▪ Current botnet targets
▪ Malicious or phishing domains
▪ Insight into psychological manipulation used
▪ Can be extended to social media campaigns etc.
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SPAM analysis - Lethic
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SPAM analysis - Phorpiex
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SPAM analysis - Tofsee
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Source: urlscan.io



SPAM analysis - Tofsee
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https://twitter.com/malware_traffic/status/1184520519275728899



SPAM analysis - Emotet
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SPAM analysis - Emotet
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Tracking HTTPS traffic

▪ Inspection of HTTPS traffic
▪ Main objective: monitoring of typically 

“unseen exchanges”
▪ Observed C&C traffic, blockchain domain 

names or IP checks (Trickbot)
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▪ Also: fraud traffic



Tofsee’s ad fraud traffic

Śledzenie zaszyfrowanej 
komunikacji - Tofsee 
adfraud
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Trickbot - tracking 
commands with HTTPS
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▪ Command to grab password from Chrome browser
▪ In next commands: PuTTY, RDP



Lethic - tracking changes 
in behavior with HTTPS
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▪ In some variants 
Lethic behaves as a 
proxy

▪ Our sample only 
spammed

▪ In one moment some 
fraud traffic started



Tracking HTTP - Emotet
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▪ Tracking behavior with classification of HTTP requests
▪ Created request fingerprinting mechanism to group the messages

IP check

C&C request



Tracking HTTP - Emotet and 
Trickbot on one machine
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Emotet

Trickbot



ISFB Spam?
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▪ One event: 100 e-mails sent during 20 minutes time
▪ .doc with PS, dropping PS with reconnaissance capabilities 

Analysis found on app.any.run



Emotet change in URL
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▪ Observing change in the URL 
▪ Some request with old format, 

but other with new



Feeding external systems

Extracting static 
configuration

Decoding C&C 
exchange

Artifacts 
extraction 

(webinjects, 
dlls)
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Static configuration 
extraction
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▪ Needed for communication 
keys retrieval

▪ One approach - use standard 
sandboxes

▪ mwdb.cert.pl



Extracting artifacts from 
PCAP files
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Injects in one place - 
injects.cert.pl

41

▪ New, free service for financial organisation or national CSIRTs
▪ More info on the website. Please note that injects.cert.pl does not feature open 

registration.



Feeding external systems
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▪ Saving Emotet docs from 
spam

▪ Analyzed automatically 
by our analytical backend

▪ Extraction of dropped 
payload and URL-s

▪ Available at mwdb.cert.pl
▪ Also we are working on 

sharing through MISP 
and n6 platforms



Summary
4

43



Similar systems

Project name Description Difference

https://github.com/jbremer/long
cuckoo

Cuckoo Sandbox fork for 
longterm analysis

LTS is agentless, with own 
instrumentation and analyses

https://www.stratosphereips.org Bare-metal hosts with 
continuous execution

LTS - virtualized environment, 
periodical execution, other 

monitoring systems

BotWatcher - T. Barabosch et al.

Monitoring of memory dumps 
and network traffic to infer 

malware behavior and 
reconstruct it

LTS equipped with less 
sophisticated analyses, focused 
on longer periods of monitoring 
and more operational outputs
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Problems with sandboxing
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▪ Sendsafe - problems with making it operational
▪ GozNym - closed by LEA when we started experiments
▪ Working families going dark - Necurs
▪ Other families which were latent - probably due 

imperfections of sandboxing process
▪ Hard to get fresh samples - many older samples sinkholed



Open problems
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▪ Impact of execution model and 
sandbox environment on malware 
behavior

▪ Decision when to terminate 
execution of sample - lack of 
operations could be temporary

▪ Limiting impact of sandboxing on the 
Internet versus letting malware work 
normally (and be used maliciously)



Conclusion

▪ Long term sandboxing gives unique insight into botnet 
operations - without reverse engineering the sample

▪ Our approach focused on analysts’ observation 
extended with automatic analyses

▪ Enables to compare behavior on different timescales 
and periods

▪ Good source of data for other systems - spam 
analysis, web inject retrieval etc.
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