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Signed Windows update

Downloads and installs a 

legitimate KB3033929

Rootkit

Downloads and installs rootkit. 

Why this bot?
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Light 20-minute adventure

We thought

Why this bot?
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Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 
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5Dropper-Roller-XORer

MD5: 41E87A529B62E9AE5641F46D8B2BF65C



6Dropper-Roller-XORer
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Decrypt data

The data is decrypted and 

becomes a code starting with a 

prologue

Transfer control

Dropper transfers control to 

decrypted code with a pointer 

to the struct

Craft a struct

A kernel32.dll handler and 

decryption information for next 

stage

Dropper-Roller-XORer
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Stack strings

Windows API names are 

constructed on the stack

Dropper-Roller-XORer



9Dropper-Roller-XORer



10Dropper-Roller-XORer



11

Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 
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Total logging

All code is nicely commented 

with debugging strings

Loader: let the party start!
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Check OS version

Stop executing if:

• Windows XP

• Windows 2000

• Windows Server 2008

Check keyboard layout

Check language against one of 

CIS languages

Check loader presence

Create a mutex

Loader: let the party start!
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Check OS version

Stop executing if:
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Check keyboard layout
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Crypt32.dll check

Checks if crypt32.dll exists and 

version is greater than 

build 7601 rev. 18741.

If less – install legitimate update

Loader: let the party start!
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https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2015/3033929

… an update … to add 

support for SHA-2 signing 

and verification 

functionality.
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Download Windows update

If update is needed, it is 

downloaded and installed.

After that malware sends logs 

to CnC, deletes itself and exits

Loader: let the party start!
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Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 
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Check IP

Checks IP via services like 

myexternalip.com

Request rootkit or bot

POST request with RC4-

encrypted and Base64-encoded 

information about infected 

machine

Say it right: loader communication protocol

Response

RC4-encrypted PE-file
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Hardcoded 

directory

Random partHardcoded 

string

Say it right: loader communication protocol

/b/bb180dab2322c40b8d628dea3b8c7c60PtDAZRN9ojq5agaM7SIcS4HPu9i7b8gpxAqJ4nHsJT4KNLW6

P – is x64

G – is x86

M – is x64

S – is x86

for rootkit download

for bot download

MD5 

of 

following

substring
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JSON

Contains basic information. 

Some values are hardcoded

RC4 encrypted

Base64 encoded

RC4 key

gJypA9RWUlYpnBbzujVqE6fDc

EAk0zoz

Say it right: loader communication protocol
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Rootkit response

MZ header is checked

Service is created

Say it right: loader communication protocol



24

Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 

24



25

Necurs commands style

IOCTL-like registry keys

Rootkit: remembering Necurs
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Registry access intercept

Receive commands based on 

registry keys

Rootkit: remembering Necurs
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Rootkit

Checks the key

Gets the data

Saves it to registry key

Rootkit: remembering Necurs

Bot

Downloads update

Saves it to registry with key 

0x220008
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Rootkit

Checks the key

Gets the data

Saves it to registry key

Rootkit: remembering Necurs

“\REGISTRY\MACHINE\SYSTEM\CurrentControlSet\services\*driver_name*\S02”

Bot

Downloads update

Saves it to registry with key 

0x220008
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Update rootkit

Signatures blacklist

Update payload

Rootkit: remembering Necurs

0x220004

0x220010

0x220008

Target process to 

inject

0x220014

Names blacklist

0x22000C

Protected registry 

keys

0x220018

Commands
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Process creation handlers

Rootkit monitors process 

creation to check them

Blacklists

Rootkit receives blacklist of 

process names and signature 

names

Rootkit: remembering Necurs

Process termination

If process found on the blacklist, 

it is terminated and EP is 

overwritten
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Process creation handlers

Rootkit monitors process 

creation to check them

Blacklists

Rootkit receives blacklist of 

process names and signature 

names from loader

Rootkit: remembering Necurs

Process termination

If process found on the blacklist, 

it is terminated and EP is 

overwritten
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Process creation handlers

Rootkit monitors process 

creation to check them

Blacklists

Rootkit receives blacklist of 

process names and signature 

names from loader

Rootkit: remembering Necurs

Process termination

If process found on the blacklist, 

it is terminated and EP is 

overwritten

mov eax, 0x0C000001, STATUS_UNSUCCESSFULL

retn 8=
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Payload update

Rootkit decrypts DLL from its 

body

Reflective loader places the 

payload in the memory

Rootkit: remembering Necurs
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Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 
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First run

Disable notifications

Delete shadow copies

Delete service CryptSvc

Reboot

Bot: knock-knock, who’s there?

Not first run

Create monitoring thread

Create two working threads
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Communication thread

The same protocol

RC4 and Base64

Bot: knock-knock, who’s there?

Commands

“2” – update bot

“3” – download and execute

“5” – update rootkit
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Communication thread

The same protocol

RC4 and Base64

Bot: knock-knock, who’s there?

Commands

“2” – update bot

“3” – download and execute

“5” – update rootkit
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Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 

38



39Here comes the miner!

Dropper

Rootkit Bot and … miner

Dropper

Decrypt 1

Loader

Decrypt 2



40Here comes the miner!

Bot puts miner’s configuration

Miner receives and parses it
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Watchdog thread

Pauses miner if analysis tools 

found

Pool changing thread

Stops miner, changes 

configuration and runs it again

Here comes the miner!
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Watchdog thread

Pauses miner if analysis tools 

found

Pool changing thread

Monitors new miner 

configuration

Here comes the miner!



43Here comes the miner!

Rootkit MinerWindows 

update

Bot

LoaderDropper

DLL Registry
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Dropper-Roller-XORer

Loader: let the party start!

Say it right: communication protocol

Rootkit: remembering Necurs

Bot: knock-knock, who’s there?

Here comes the miner!

Retrospective

Agenda 
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02/2018

XOR-ROR8-ADD decryption

TOR C&C

No driver

Miner

08/2018

Driver added

IOCTL codes

Bot is run with CreateProcessW

Miner

Retrospective

2019

Windows update

IOCTL-like registry keys

Different decryption algorithms

Miner
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02/2018

XOR-ROR8-ADD decryption

TOR C&C

No driver

Miner

08/2018

Driver added

IOCTL codes

Bot is run with CreateProcessW

Miner

Retrospective

2019

Windows update

IOCTL-like registry keys

Different decryption algorithms

Miner

02/2019

06/2019
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New updates are to come

Lots of debugging strings

Search for efficient ways

Some attribution

https://habr.com/en/

company/pt/blog/475328/

Multi-staged miner

Payload can be changed in 

future, but today…

In conclusion

We have sent you a new video card,

by the way



Thank you!

Let’s talk!

Alexander Eremin Malware analyst Alexander.Eremin

@kaspersky.com


