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We test email security products

✓ ✓ ✓✘
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We test email security products
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Spam filtering 101

● IP, domain blacklists

● Sender verification (SPF, DKIM, DMARC etc.)

● Content filtering

● Link/attachment scanning
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Spam filtering 101
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spam scales badly
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Better spam

compromised mail server

compromised web server

legitimate content
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Harvesting email addresses 1.0
me!

left in 2006...

?????



martijn_grooten

Harvesting email addresses 2.0

spain leads.txt
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Harvesting email addresses 2.0
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Things we have learned

● Most of today’s malspam (malware, phishing) focuses on 
quality rather than on quality

● Block rates vary a lot but easily can be 90% or lower, 
compared to ~99.9% of more traditional spam

● Emails with malicious links tend to have lower block rates 
than emails with attachments
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A tale of two emails
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A tale of two emails
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Advice for defenders

● Your email security product is not perfect

● Your threat intel feed is going to be incomplete

● Don’t focus too much on APTs
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Advice for researchers

You want (mal)spam fast, accurate and of high quality.

Pick any two:

● Fast + accurate: ‘old’ spam traps

● Accurate + high quality: malware repositories

● Fast + high quality: ‘mixed’ email feeds
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spam scales badly, but
malspam does not need 
to scale

Conclusion
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Thank you for listening
Questions? Ask, or martijn.grooten@virusbulletin.com

(or martijn@lapsedordinary.net)

(or Twitter, LinkedIn, WhatsApp, Signal, ...)


