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$ whoami

Introduction of ourselves




Who Are We?




You can download our slides in HITCON CMT 2019



$ man roamingmaris \_

What is Roaming Mantis




What is Roaming Mantis?

Botconf 2019

Cyber criminal campaign
DNS changer + SMiShing
Targeted multi platform and

multiple language



What is Roaming Mantis?

A melting pot of Android bots:

MogHao
FakeSpy

« FunkyBot
« FakeCop
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$ file moghao.apk §

Named by McAfee
Appeared since 2017




MoqgHao: Distributions

Distribution channels Targeting brands
DNS changer (rogue DNS) . Facebook
SMiShing -  Google Chrome

Sagawa Express (JP)
Yamato Transport (TW)
CJ Logistics (KR)

DHL Express (SG)

fORESEEE
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MogHao: Distribution channels: Rogue DNS

Attacking routers to use rogue DNS servers.

« jOS: will be navigated to an Apple phishing website.

« Android: will be infected with MogHao.

O‘EIs
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MogHao: Distribution channels: SMiShing

SMiShing impersonating logistics firms:
Sagawa Express (Japan)
Yamato Transport (Taiwan)
DHL Express (Singapore)
CL Logistics (Korea)

BREIRE BEREE Your courier has been delivered. EiH H &3S L CHTA|ZHO|
qﬁq,m&[mgﬂg Please check and accept itin X S|HEFSHL|C} ht’[s://
time.http://ag-xc.top cutt.ly/7wMXCHe?dgroam

o




MoqgHao: Packer mechanism

MogHao contains encrypted payload executed by loader module:

ik Contained files

This file is a compressed stream containing 10 files.

11036 Bytes
LI o 632 Bytes

LI o 589 Bytes

33 35 00 db a4 55 la ¢5 2b 61

Aa afh QR GFfF k¥ 22 TE he TR Ao

'Payload is MogHao(.dex)

UY Wy DD 14 By uY JU Uy o
53 G0 00 ab 65> 00 80 8C 65 0O




MogHao: Communications to C2

private final f279n = "zn|UC4QHtBtQ241UfolYmIR

a = C0483m.ml1285al( ) str, new char[]{'@'}

if (ce43sh.m118s6al ( ) | ) a.get(1), ( ) vk*)) { o SNS accounts
return mle22al(( ) a.getlB)); .
and strings

if (c0435h.m1186al ( ) ) a.get(1), |
return m1e29b( | ) a.get(@));

if (ce43sh.m1186al( ) ) a.get(l), |
mle32c( | ) a.get(B));

Base64 urlsafe + DES + a
hardcoded key(iv is same)
“Ab5d1Q32”

1.171.162.250:28844
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MogHao: Backdoor malicious features

!’i MoqgHao payload module is a backdoor.

20th backdoor commands 4,000+ stolen info
sendSms 11. reqState

setWifi 12. showHome Language
geont 13. getnpki « ID (email)

lock 14. http  Password

bc 15. onRecordAction * Name
setForward 16. call * Address
getForward 17. get_apps * Credit card info
hasPkg 18. show_fs_float_window e Tow factor auth
setRingerMode 19. Ping e« Bank info
setRecEnable 20. getPhoneState + Secret question

- Etcr
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$ file fakespy.apk §

Named by TrendMicro
Appeared since 2017




FakeSpy: Distributions

Distribution channels Targeting brands
SMiShing . Sagawa Express (JP)

Japan Post (JP)

Yamato Transport (JP)

Nippon Express (JP)

NTT Docomo (JP)

Logen (KR)

Die Post (CH)

LuLu (UAE)

Pos Malaysia(MY)

My | ——
&

New targets?
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FakeSpy: Packer mechanism

{ [+] lib/armeahi-v 17896 Bytes

Loader module2 (JNI)

17396 Bytes
+1 AndroidManifest.xml 13172 Bytes
t] META-INF/CERT.RSA LNk nown 1092 Bytes
t] META-INF/CERT.SF LNk nown 44089 Bytes

+] META-INF/MANIFEST.MF Linknown 44046 Bytes

AES + a hardcoded key
baseb64dec(“H8chGVmHxKRdjVSO14Mvgg=="

00000010 00 00 00 00 00
00000020 54 41 2d 49 4de

Botconf 2019
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FakeSpy: Communications to C2 and malicious features

try |
this.sp.setvalue{ "URL",

} catch (Exg

Ascii to HEX + DES +
a hardcoded key “TEST”

http://jppost-bpal.]Jtop/ bpsivwittercomisekadeta

http://jppost-bpa.top//serviet/xx

http:/fjppost-bpa.top/isel

Stealing info
SMS spamming

http://jppost-bpa.top//ser

http:/fjppost-bpa.top/fserviet/Contacts Upload

http:/fjppost-bpa.top//serviet/SendMassage?
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FakeSpy: Check device and targeting countries

Anti-sandbox

allumber =
jumber == pull || 1i
(!{simSerialNumber == null || sim
stringBuilder.ap simSerialNumber) ;
return stringBuil
Country calling code is
else if ilirn':li-ll.urhn':“.5-‘ With( ! +82 - SOUth Korea

linelNumber = linelNumb .
+86 = China

stringBuilder.append(linelNumber);
return stringBuilder.toString()

25




FakeSpy: Simplified Chinese

stringBuilder.append(i);
stringBuilder.append( "==={f75===")
StPiHEEuilder.appendiall”etﬁnrklnfn[i:.getStatEi]];
printStream.println(stringBuilder.toString());
printStream = 5

stringBuilder = J StringE

stringBuilder.append(i);

stringBuilder.append(” "N

stringBuilder. appendnallnetﬁnrklnfn[l .getTypeName( ) );
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$ file fakecop.apk

Named by Kaspersky
Appeared since 2019




FakeCop: Distributions

Distribution channels Targeting brands
Rogue DNS .  Korean National Police Agency
(KR)

S—-GUARD (KR)
NTT Docomo (JP)

. HALA
t+a)7e
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FakeCop: Distributions

- In April 2019, Roaming Mantis landing pages started navigating
(Japanese?) victims to Google Play store.

00

if (
(navigator.language || navigator.browserLanguage)
.toLowerCase( )
.startswith("jal1111111")

HBAIMLAEF2AVT1-0

) {

setTimeout(function() {
window.alert(getString(@));
window.location.href =
"https://play.google.com/store/apps/details?id=com. jptest.tools2019";
s );
}

. “com,jptest.tools2019” is a FakeCop malware.

* According to McAfee, this malware was immediately removed from the Google
Play store.

Source: https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/moghao-related-android-spyware-targeting-japan-and-korea-found-on-goodgle-play/ 30



https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/moqhao-related-android-spyware-targeting-japan-and-korea-found-on-google-play/

FakeCop: Packer mechanism

Libjiagu.so
libjiagu_x86.s0

META-INF: gf"# Lukas Sfefanko
L— MANIFEST.MF | asStefankc
ok.html :
ok.php

Eﬁéggggﬂ: Well, Jiagu is packer so malicious or even clean apps

step2.gif could be packed with it. Further analysis is always

step3.gif needed.
tmp.)pg :

txt_loan20161014. jpg
— classes.dex

Jiagu packer

hoon 008000686 30 33 35 00 a2 65 ab 34 28 6c 8c T4
OOe0A616 21 a2 87 45 93 79 b4 b5 22 bc ef 82
OOEOEO2a S
00000030 Payload is FakeCop (.dex)
Ooaaan4a LCE @0 Wl Wy de £40 WY By 35 YD Wl en
OReOAO56 80 9b @5 00 89 bb 00 OO 58 04 @9 @8

ex.035..e.4(1..
Z..0..

d
.I:
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FakeCop: Communications to C2 and stealing info

static

static final
static final
static final
static final
static final
static final

static final
static final
static final
static final
static final
static final
static final
static final
static final
static final
static final
static final

static final
static final

static final ' . 6t . Steals device info and SMS

static final

static final
static final
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FakeCop: Device and locale check

public static boolean isRo
try |

HHPCH-I].EE Configuration().locale;

tring laHEHaEH = lncalw get _EIEHdEHIIL
return locale.toString().contains("JP") || locale.toString().contains{"jp") || language.contains({"ja") || language.contains("]

public veid logindC{) {
t.--:"r
if (this.mClient !

number = number.replace

Country calling code is +81 = Japan

Botconf 2019 33



FakeCop: Simplified Chinese

i—"""'E- ~ess( " E{ERET s

dlldeF progress("”

switch (type) {
case 1:
sendText( "7t
return;

!
o
7]
o

ndTHuf-ilt: isWifiNetwork(this.mThis
eturng

[W¥] |"[| |'[| |'-._'|

!
(51}
"]
(1]
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$ file funkybot.apky

Named by Fortinet
Appeared since 2019




FunkyBot: Distributions

Distribution channels
SMiShing

Botconf 2019

Targeting brands
Sagawa Express (JP)

®
=1

A

37



FunkyBot: Packer mechanism

¥assets¥${confREATANEp. :"payloadType":1, tisTestIn":"0","type": 3}

payloadType =0 payloadType = 1

f000ef50 63 73 6e 5T 74 d6 36 00 | 53 00 00 00 |@@ 00 @O0 uﬂ
fef6d 4d 14 71 @@ 34 290 5b 61 62 64 OO
@ef70 b5 dl 42 48 e8 cb 13 2 5 05 C

0000000 53 00 00 GO) 00 OO0 0@ 00 B9 5B 51 @8 _35 34 20 5B
0000810 61 @@ EF 45 4C F7 25 EO 4D 5A 01 43 03 E9
HDIIOGIIJII 61 @5 8D 96 16 BY BF D4 33 A8 B1 1E B9 5B 51 0@

21 a8 08 o0

5D 5B ¥assets¥${encrypted data}m: 00

unnﬂﬂn.u D 16 1o wa 00 00

S -1
“'Eil' Classes dex stored encrypted data : 00

if enc_byte != 0x00 || enc_byte != 0x51.:
enc_byt XOR 0x51
BOAOO0A0 00 @0 08 00
oOeOOA1e 38 33 35 00 hF pe et -= toomk

AOPEOO20 50 54 dc c7 47 Payload Of FunkyBOt

BO510asd 6 2 00 08 I"I-' e u ww

L WRr 10

00510af0 Oc 0a 51 00[01 00 08 00] 44 91 16 0064 65 78
00510b8® 30 33 35 00 0d bd 66 =~ =@ k- A0 £ Af 34 5b ¢
00510010 c5 83 79 99 28 f@ 07 Legltlmate dex? ¢ 91 1F. 5l

T




FunkyBot: Communications to C2

public static loadIPAddrFromIns()
str = WfkConfig.account;

@ qwertyqwer (@qwertinvor) + X <+

stringBuilder.apperdi ) /™) : & > C & https//www.instagram.com/qwertinvor/?
s ‘1nhEu11dPr.app

gwertinvor

ringBuilderl. ing(}); 0 posts 0 followers 0 following
ection httpUR
httpUR-CDﬂﬂECtiDﬂ 5
httpUR_CDﬂﬂEthDﬂ
httpURLConnection.

public static

public static int iconta ' | Base64+ DES +

public static int

public static bo ug = false; a hardCOded key
public static int send =ms wait time = 1588 é ”
public static dir nd_sms_wait tim ; d2357dc1

45.32.29[.]33:11257
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FunkyBot: Stealer and SMS spamming

private static int sendSms({List«<String: list, String str)
if (str == null || list == null || list.size() == @ |
return

new T

contacts™);

gBuilder stringBuilder = new StringBu = (] 2 U T YA BT T e

StrlngBUIldEP append(“contacts:"); : EstrlngBu11der append("download conta
stringBuilder.append(contacts.toString()); : ‘stringBuilder.append(list. toStrlngfi
WfkLog.LogistringBuilder.toString()); : :WfkLog. Log(stringBuilder.toString());
biject obj = null; : istringBuilder = new StringBuilder();

i=a; : istrlngBu11der append( "message content:”
: istringBuilder.append(str);
WftkLog. _ugustrlngBu11der tostring());

int
Jbject obj2 = 1; :
while (!GrpcUtils.Upload_ CDntracts-cnntacts--

itt; E ifor (String str2 @ list) {
if (i »>= 3) string str22;
obj2 = null; : : int sendMessage;
break; i : \rraylist arraylist = new Arra
“rayList arrayList2 = new Arra
“rayList arraylList3 = new Arr
string str3 = ";";
string[] split = str22.split(str3);
P : : 1¥ (split.length == 2)
2. prlntStackTFECE|| : : smsBean smsBean = new SmsBean(split[1], str);
obj2 = null; : : SmsUtils smsUtils = new SmsUtils();
: : smsltils.setSingleContact(str22);
sendMessage = smsUtils.sendMessage(smsBean);
} else {
sendMessage = 8;

3 catch |Z'fi'

ka-ng.-ug["upl:ad contacts ok"j);
wfk-ag-_DE["uPL:aﬂ’nc emails™y;

StringBuilder stringBuilder2 = new String
stringBuilder2.append(“emails:");

Steals contacts and emails “SMS spamm|g

Botconf 2019
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FunkyBot: Simplified Chinese

public void capture(int quality, CCallback callback) {
try {
if (this.mkebView == null) {
callback.progress("H&
return;

thl'-: mCallback = C.:lllLl.:u::lf
boolean i v its.cap el thi WebView), quality);
callback. g 7 1'—?5*" E
Jog.m371 quality:™ + guali
if (issave) |
callback.progress("&& E{&..

upleoadFile( Environment. E!:tE.i.t!:r‘rm str = contactName;
stringBuffer.append(”
catch (Exception e) { "ir‘uEEiuffPr" .append|(
callback.progress("H ... "); 1r|E,E-u'F'F-=-r" : apanrJn
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$ vara roaming_ maljtis\_ ™S

Comparing relationship of each bot




Timeline (2017 — 2018)

Google Chrome Facebook (#MogHao)
(#MoqHao) v" DNS changer attacks are
started.

Sagawa Express (#FakeSpy)

v" DNS changer attacks are
stopped.
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Timeline (2019)

DHL Express (#MogHao)
POS Malaysia(#FakeSpy)

@
_meass_ WMALAYSIA

Japan Post (#FakeSpy)
NTT Docomo (#FakeCop)

HhLA
”@

NTT Docomo (#MoqHao) Yamato Transport (#MogHao) CJ Logistics (#MogHao)
April NTT Docomo (#FakeSpy) June Sagawa Express (#FunkyBot) Aug Logen (#FakeSpy)
2019 Nippon Express (#FakeSpy) 2019 2019 Die Post (#FakeSpy)

S-GUARD (#FakeCop)

-
NI

pj':

Yamato Transport (#FakeSpy) o
Lulu Hypermarket (#FakeSpy) Scat
Korean National Police (#FakeCop)

Botconf 2019 v DNS changer attacks are started again.
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$touch money

Money laundering technique




Money laundering

V7 NI OFIBHENICEAZL
T iTunes & App Store M FA LY
Xy ) ZREICTBICE. O—
r[aa81)E A LT IRE W,

V7NNV I FEDTEIWNSF]
FA##Y (iTunes/App Store)
https://matomete-
l.softbank.ne.jp/

EEHDIH. BEERDIETS
EO LW E TY T RIS
FEHTEIAWN, OFFEREREZ
iTunes K.K.ICIBHRIBHE WU F
EDS

Abusing carrier billing payment to buy iTunes gift cards.

“Please accept to the agreement to
complete the carrier billing payment”

49



Recruiting a money launderer

iphonebFLD HFEHEEHYET, “If you have an

A S S Y RYE NG LR /106, there is a
ERIE—YANYFEA, job.

LINE:nakai1110 G
et rewards b
A—JL :toaha197001@yahoo.cojp ) y
purchasing online

|: ’ r"-.-"1 i | _i r"-.-"1 m El:l:l ¥4
game items!

50



$ shutdown —h now E

Conclusions




Conclusions

¥ THE ROAMING MANTIS

Many bots

Rapidly improving

Strong financial motivation
Spreading beyond the East Asia
MaaS is behind?
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