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FINDING 
NEUTRINO BOTNET:
From Web Scans to Botnet Architecture
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Entrypoint



images.php
webshell

Shell upload
We prepared script 

that answers 
correct md5

And

We got webshell 
upload attempt



> POST /images.php “...code=ZGllKCJIZWxsbywgUGVwcGEhIik7”
< HTTP/1.1 200 OK “Hello, Peppa!”

> POST /images.php “...code=JHRpbWUg...500 bytes...”
< HTTP/1.1 200 OK “Hello, Peppa!|Windows NT DESKTOP 5.1 build 2600 +
User:0(SYSTEM)/Group:0(?) ... [redacted]|”

> POST /images.php “...code=QGluaV9...5500 bytes...”
< HTTP/1.1 200 OK “successsuccesssuccess”

Check if 
planted

System 
info

Execute 
payload

The payload

Monero 
miner



WMI 
persistence

Kill 
competitors

Fileless

1: GhostMiner



SCAN THE 
INTERNET

Downloads 
_Neutrino.ps1

Self-inject DLL

2: Neutrino



Minerva labs report 2018 New modules 2 years later

• XAMPP WebDAV search
• CVE-2010-3055 (PMA)
• CVE-2013-2618
• WebLogic RCE (CVE-2017-10271)
• WebLogic RCE (CVE-2018-2628)
• IIS 6.0 RCE (CVE-2017-7269)
• Struts2 (CVE-2018-11776)
• Ethereum nodes search
• ThinkPHP RCE (CVE-2019-9082)
• Honeypot detection
• rConfig RCE (CVE-2019-16662)
• … and many more

• MSSQL bruteforce for xp_cmdshell
• PhpMyAdmin bruteforce
• Webshell names bruteforce

Neutrino scans



Authorization 
fields

Neutrino C2



Now Previous versions

+ Same headers and server response

+ Same commands format and url name

- Distributes with public vulnerabilities

- Ghostminer payload, RAT

+ Same headers and server response

+ Same commands format and url name

- Distributed via spam, EK, drive by

- DDoS bot, Stealer, RAT

Why it is Neutrino?



C&C proxies 
Tunnel.php

Distributors
DL.php

C&C
tasks.php

Exploiting proxies
Go Simple Tunnel

Recruiter
?



Bot gets a new task, 
e.g. ”PMAFind” C&C proxies 

Tunnel.php

Distributors
DL.php

C&C
tasks.php

Exploiting proxies
Go Simple Tunnel

Recruiter
?



C&C proxies 
Tunnel.php

Distributors
DL.php

C&C
tasks.php

Bot scans for 
a new victim

Exploiting proxies
Go Simple Tunnel

Recruiter
?



Bot reports the 
victim’s IP

Exploiting proxies
Go Simple Tunnel

C&C proxies 
Tunnel.php

Distributors
DL.php

Recruiter
?

C&C
tasks.php



Recruiter uploads 
images.php by 

abusing PMA

Exploiting proxies
Go Simple Tunnel

C&C proxies 
Tunnel.php

Distributors
DL.php

Recruiter
?

C&C
tasks.php



Exploiting proxies
Go Simple Tunnel

C&C proxies 
Tunnel.php

Distributors
DL.php

Recruiter
?

C&C
tasks.php

Finally, Recruiter 
uses images.php to 

force victim to 
download Neutrino 

from Distributor



Exploitation steps:

1. PhpMyAdmin login
2. Recon: check a couple of scripts
3.

4.

PMA honeypot



MySQL webshell

Real webshell 
creation date 

important

Because

File creation 
time getting 

reset to 
2015-07-16



Neutrino Another campaign

+ Same infection way

- Bulk SQL queries 

- Planted webshell requires authorization

- Plants GhostMiner

+ Same infection way

- SQL queries 1 by 1

- Planted webshell without authorization

- Plants Trojan.Downloader

Another campaign
Targets the same 

PhpMyAdmin systems



Scanning the internet

test.php
db.init

Neutrino 
peak



Windows 
machine

Scanning the internet

Installs Apache, 
MySQL, PHP in a 

click

Still vulnerable 
to MySQL log 

redirection
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