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Who we are
Federico Valentini
Head of Threat Intelligence and Incident Response

I started my career as a cybersecurity consultant, mainly focusing on 
Penetration Tests and Vulnerability Assessment of web applications 
and IoT devices.

Today, I lead the Cleafy Threat Intelligence team, where on a daily base 
new threats and attack patterns used by malicious actors are uncovered.

Alessandro Strino
Senior Malware Analyst & Threat Intelligence

Passionate about lockpicking and reversing stuff, I used to analyze 
digital and physical protections.  Then I started to work as a cybersec 
consultant focusing on Red Team activities.

Today, I’m in charge of hunting  and analyzing malwares mainly related 
to workstation devices.

@f3d__

@viuleeenz



We are a team of fraud hunters, cybersecurity 
experts, data scientists, and software engineers 
that since 2014 share one mission: 
making technology a safer place.

Our revolutionary technology helps the largest 
banks and financial institutions worldwide 
scale-up their fight against online fraud.
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● Banking trojan are a prominent topic, however, 
there is too much focus on reversing an less 
attention on modus operandi of modern fraud 
is still undercovered.

● Web inject are still nowadays less covered 
than banking trojan, however, they represents 
a key component.

● Help other countries to be aware of this threat.

Why this talk?
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Introduction

● Starting from 2018, a prominent fraud operation hit the Italian landscape 
(and probably additional countries) during the last four years.

● The main goal was to infect corporate Windows workstations with direct access to bank 
accounts, trying to alter legitimate banking transfers.

● The critical component of this operation was drIBAN: a web injects kit with ATS (Automatic 
Transfer System) capabilities.

● High correlation between TA554* and drIBAN operations. 

ProofPoint, 2018, https://www.proofpoint.com/us/threat-insight/post/sload-and-ramnit-pairing-sustained-campaigns-against-uk-and-italy  

https://www.proofpoint.com/us/threat-insight/post/sload-and-ramnit-pairing-sustained-campaigns-against-uk-and-italy
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Impacts

Of the targeted bank 
transfers 
(up to €35.000)

€20.000 
average 
amount

In a single bank in a 
single wave of attacks 
(Jul 2021)

+1.500
infected 
customers

Used in money 
laundering procedures
(during 2021/2022)

+1.400 
banks 
accounts

At Two different banking 
institution, respectively of 
300 BTC and 500 BTC 
(€5.8M and €9.7M)

2 
extortion
attempts 
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Dissecting drIBAN fraud operation
drIBAN infection chain

Stage #0
PEC malspam

Stage #1
sLOAD

Stage #2
Ramnit

Stage #3
drIBAN 

web-inject

Stage #4
Money 

laundering

Malspam campaign(s) are 
sent through “Certificated 

emails”, also known as 
PEC.

Bots are deeply inspected 
via sLoad routines.

Only legitimate bots will 
receive as final payload 
the advanced banking 

trojan Ramnit. 

Through ATS attacks, 
legitimate wire transfers 
are hijacked in real-time.

Stolen funds will be moved 
through a money mules 

network.
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PEC malspam
Stage #0
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What is a PEC mail?
Stage #0: PEC malspam

PEC stands for “posta elettronica certificata” which means “certified email”. 

PEC is a traditional email with the only difference that it guarantees 

legal certainty of the sender’s identity, of the date and time 

of sending and receiving the email, and of its content.

“For this reason, a PEC email is a tool you can use to officially 

write and send documents to the Italian public administration, 

citizens, private companies etc..”
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● Widely used in business environments 
in Italy, the receipt also has legal value;

● Considered “certified email” in Italian 
territory giving a false sense of security 
to receivers;

● Less monitored than traditional emails;

● According to Italian laws, PEC emails 
must be *always* delivered.

Why PEC Malspam?
Stage #0: PEC malspam
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Example
Stage #0: PEC malspam

sLoad downloader
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sLoad
Stage #1
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sLoad

● PowerShell-based Trojan downloader

● BITS jobs for C2 comm. (LOLbins)

● Multiple recon features:

○ Exfiltration of workstation data (e.g. 

computer name, network details, 

process list, etc..)  

○ Take screenshots

○ Check Outlook mailbox data

○ etc..

● Many reference to popular comic books 

characters.

Stage #1: sLoad
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Be patient. Good things take time.
Stage #1: sLoad
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Has this bot banking access? 
Stage #1: sLoad

DNS cache checks against a predefined 
list of Corporate banking portals
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If yes, you’ll get a reward! 
Stage #1: sLoad
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Ramnit
Stage #2
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Ramnit emerged in 2010 and evolved into a modern 

banking trojan by including part of the leaked modules of 

Zeus as part of its main source code. 

Survived a major disruption plan operated by 

Europol in 2015 and continues to improve its main 

features, adopting new tactics and experimenting with 

multiple infection chains.  

A bad penny always turns up!
Stage #2 Ramnit
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Main features:

● Advanced evasion mechanisms. 

● A Domain Generation Algorithm (DGA) routine.

● Advanced MiTB attacks through web-injects on modern browsers with ATS techniques.

○ Completely automatic fraud approach.

○ Altering in real-time bank transfer receipts.

Come back with steroids
Stage #2 Ramnit
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● Web injects were introduced on Ramnit 
around 2016, following the standard Zeus 
format

● During 2018, a significant change on its 
web-inject kit was described by Vitali 
Kremez moving from the initial Zeus format 
to a fairly-new Lua-coded (still adopted). 

● Hybrid approach:

○ Local injects (e.g. CSS)

○ Remote injects (e.g. ATS module)

Web Injects setup
Stage #2 Ramnit

https://vk-intel.org/2018/08/05/lets-learn-diving-into-the-latest-ramnit-banker-malware-via-sload-powershell/
https://vk-intel.org/2018/08/05/lets-learn-diving-into-the-latest-ramnit-banker-malware-via-sload-powershell/
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Changing the game’s rules!
Stage #2 Ramnit

Remote injects are specific web injects served in 
real-time through a dedicated C2 infrastructure 
typically for serving ATS modules and money 
mules details (expensive assets for TAs).

Continuous web injection development 

○ Guarantee real-time response to 
countermeasures deployed 

○ Dynamic injection with resource rotation

○  It’s a 24/7 job ! 
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During 2021, we identified multiple bank 
accounts used for “debugging purposes”. 

These accounts were runned by TAs 
for monitoring changes in the website 
and for testing new injects variants. 

Once tests are passed, the new payloads are 
distributed to the entire botnets.

Web Injects development life-cycle 
Stage #2 Ramnit

Planning

Analysis Design and 
Implementation

Maintenance

Testing and
integration

Web Injects 
Development 

Cycle

05

01

02 03

04
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Challenges:

● Wait two business days, required by SEPA transfer regulation.

● Maintain the victim unaware of the operation all time long.

Solutions:

● Alter all the occurrences of the money mule’s details (IBAN, payee, etc..) on the bank website via 

tailored drIBAN webinjects.

● Alter PDF documents generated after a new money transfer has been authorized (which typically 

contains transaction’s summary informations).

Challenges of an automatic approach
Stage #2 Ramnit
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Real-time PDF tampering 
Stage #2 Ramnit
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The engine that is in charge to perform this action is php script called pdf.php:

● It will receive all the transaction data sent by bots, validate them, and dynamically invoke the 

corresponding PDF building routine. 

A PHP engine to hook them all
Stage #2 Ramnit
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Behind the scenes 
Stage #2 Ramnit
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Results! 
Stage #2 Ramnit
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drIBAN
Stage #3
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● drIBAN (dropper + IBAN) is a Web-inject kit 
emerged in 2018/19. 

● Mostly written in JavaScript and tailored for 
multiple targets.

● Its core functionality is the ATS engine 
(Automatic Transfer System):

○ Bypass SCA/MFA

○ Highly scalable

○ No social engineering required

What is drIBAN?
Stage #3 drIBAN
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July, 2022

Story of a web injection kit
Stage #3 drIBAN

Mar, 2020

- NEW Extortion via BTC payment
- NEW More advanced evasion techniques 

- NEW Polymorphism techniques added

Sep, 2021
2018/2019

Jun, 2021

drIBAN v1

Wave 1 No significant activity

drIBAN v2.0

Wave 2 Wave 3

drIBAN v2.1

- No dynamic payloads
- No evasion mechanisms

drIBAN v1.1

- NEW italian mule account
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ATS Engine in action - Hooking
Stage #3 drIBAN

Payment range verification

1

2

3
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ATS engine in action - Visualization 
Stage #3 drIBAN
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Evading monitoring systems
Stage #3 drIBAN

● Polymorphic code

split

Replace

● Hex string encoding

● String Splitting

● Base64 Encoding 
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Messaging via web-inject 
Stage #3 drIBAN

● Extortion messages through web injection.

● Ransom 500 BTC.
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Money Laundering
Stage #4
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Structured campaigns 
Stage #4 Money Laundering

● Money mule network is 
managed  via a dedicated 
web panel

● Fraud operations are 
splitted into “weeks” 

●  “Failures” and “successes” 
are monitored  with detailed 
statistics and comments



37 All rights reserved - Cleafy ©2023

Bot Blacklisting 
Stage #4 Money Laundering

● BotID associated with a 

money mule, is added to a 

“StopList”.

● All bots are involved in a 

fraud attempt. 

● Blacklisting  ~30 days

BotID

Start/End date
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● Mule network mostly located in Italy 
(higher rate success).

● 1st transfer always in the same 
country or in the same bank 
(lowering detection).

● Goal: cryptocurrency 

The cash flow
Step #4 Money Laundering



39 All rights reserved - Cleafy ©2023

● …It was a profitable and scalable 
business model.

● TAs tried to subtract more than 50M€ 
among all victims.

● Infection rate for a single bank 
institution was around the 1,5% of all 
its customers.

● However…

Before our intervention… 
Step #4 Money Laundering
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How about today?
Conclusion
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The good guys sometimes wins?
Conclusion

● No Ramnit campaign and drIBAN frauds in 

Italy since July 2022.

● Most of the bot have been identified and 

disarmed.

● Mule network has been identified and actions 

are still ongoing.
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Q&A
Operation drIBAN
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