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Motivation
Why is Malware C2 even that interesting?

Botconf 2024 - 11th Edition

Nice, Cote d'Azur, France, 23rd (Workshops) and 24th to 26th (Main conference) April 2024

The Bo net % Malware Ecosystems Fighting

Conference

SCHEDULE TICKETS SOLD OUT

The conference begins in...

207 04 42 35

Hour
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Motivation

Why do we need a taxonomy for Malware C2?

elf.bashlite

elf.mirai

win.404keylogger

win.agent_tesla

win.amadey

win.asyncrat

win.aurora_stealer
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win.ave_maria

win.azorult

win.bazarbackdoor

win.brute _ratel c4

win.bumblebee

win.cloudeye

win.cobalt_strike

Fraunhofer FKIE

win.cryptbot

win.darkcomet

win.darkgate

win.dbatloader

win.dcrat

win.emotet

win.formbook

win.gcleaner

win.glupteba

win.hawkeye keylogger

win.isfb

win.lokipws

win.lumma

win.masslogger

win.nanocore

win.netwire

win.njrat

win.panda_stealer
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win.phorpiex

win.photoloader

win.pikabot

win.privateloader

win.qakbot

win.quasar_rat

win.recordbreaker

win.redline_stealer

win.remcos

win.rhadamanthys

win.sectop_rat

win.smokeloader

win.socks5_systemz

win.stealc

win.tofsee

win.vidar

win.wikiloader

win.xworm
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A Taxonomy for Malware C2 Strategies
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Taxonomy for Malware Communication Strategies
Current State of the Art?
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Taxonomy of Botnet Threats

A Trend Micro White Paper / November 2006

Botnets: Lifecycle and Taxonomy

Nabil Hachem™*, Yosra Ben Mustapha*, Gustavo Gonzales Granadillo* and Herve Debar*
*Institut TELECOM
Telecom SudParis
CNRS Samovar UMR 5157
Evry, France
Email: {nabil.hachem, yosra.ben_ mustapha, gustavo.gonzalez_ granadillo, herve.debar }@it-sudparis.eu
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Taxonomy for Malware Communication Strategies
Current State of the Art?

HOW STANDARDS PROUFERATE:
(65 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, £TC)

17! RiDICULOLS! GOON:
WE NEED To DEVELOR
SITUATION: || SNE IVERAL SHRRD 1 | GiTuATION:
THEREARE || USE OSES. v, THERE. ARE
|4 COMPETING \ O ) : |5 COMPETING
STANDPRDS. STANDPRDS.

)

https://xkcd.com/927
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Malware C2 Taxonomy
Overview

Taxonomy, loosely based on Trend Micro Report 2006:

Page 9

C&C Models

Rally Mechanisms

Communication Behavior <« Added
Carrier Communication Protocols
Properly differentiated

C&C Protocols

Evasion Techniques

A

Removed
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Malware C2 Taxonomy

C&C Models

* High-level classification

e Structure of the overlay network

Page 10

)

WA

— ! —_— @Czserver

Threat Actor

Infected Machines
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Infected Machines
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C&C Models
Centralized
Centralized
P2P

Hybrid

Random

Star

Hierarchical
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Rallying Mechanisms

Malware C2 Taxonomy
Rally Mechanisms

IP-Address Hardcoded
IP-Address Seeding
Domain Names Hardcoded
Domain Names DGA

* Initial Establishment of C2 Communication Channel, e.g. through:

. Further Indirection
¢ Hard-coded IPs/Domains
* Domain Generation Algorithms

* Indirection via Web Services:

" !

O https://www.evil. com
Infected Machine C2 Server Threat Actor

\
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Communication Behavior

Malware C2 Taxonomy
Communication Behavior

Transmission Push/Pull

— Sessions 1-way/2-way
* Direct botmaster to bot commands vs. Bots periodically checking in
* Bots receiving commands w/o providing responses vs. 2-way communication
>
>
<§ >
2 \
Infected Machine C2 Server '
> Threat Actor
<
S >
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Carrier Protocols

Malware C2 Taxonomy
Carrier Communication Protocols

Raw TCP/UDP Socket
Raw SSL/TSL Socket
Application Layer Procols

Protocols to transmit customized data ,
Web Services

* Direct, low-level network communication

* Encrypted raw socket communication

» Utilization of common protocols or web-services

1
S
Infected Machine C2 Server Threat Actor
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C&C Protocols

Malware C2 Taxonomy
C&C Protocols

Custom Text-Based
Custom Binary

Existing Protocols

*  Protocol of the transmitted data

* Highly specific, not categorized any further

{"ID": "5e8ff9bf55ba3508199d22e984129%be6",
"UserName": "userl23", "OS": "Windows 10 Pro",
"Version": "10.0.19042 Build 19042", "LastWriteTime":
"2023-04-15T14:25:302", "ExecFromPersistence": true,
"AdminStatus": true, "CameraCheck": true, "CPUInfo":
"Intel (R) Core(TM) i7-9700 CPU Q@ 3.00GHz", "GPUInfo":

"NVIDIA GeForce RTX 3070", "RAMInfo": "32GB",
"AVInfo": [{"name": "Windows Defender", "status":
"active"}, {"name": "McAfee VirusScan", "status":
"inactive"}]}

fp—

S

Infected Machine C2 Server Threat Actor

\
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Evasion Techniques

Malware C2 Taxonomy
Evasion Techniques

Fallback Channel

Proxy Servers

Stepping Stones
*  Backup C&C Channels. Fast-Flux
* Masking traffic origin DNS Calculation
* Rapidly changing proxies Encryption
* Concealing C&C data Data-Obfuscation

Non-Standard Ports

Traffic Pattern

Infected Machine C2 Server Threat Actor

\
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Malware C2 Taxonomy
Conclusion

C&C Models

Centralized Star

Centralized Hierarchical
P2P
Hybrid
Random
Now what?
Page 16 24-04-24 © Fraunhofer FKIE

Rallying Mechanisms

IP-Address Hardcoded
IP-Address Seeding
Domain Names Hardcoded

Domain Names DGA

Further Indirection

Communication Behavior
Transmission Push/Pull

Sessions 1-way/2-way
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C&C Protocols
Custom Text-Based
Custom Binary

Existing Protocols

Carrier Protocols
Raw TCP/UDP Socket
Raw SSL/TSL Socket
Application Layer Procols

Web Services

Evasion Techniques

Fallback Channel
Proxy Servers
Stepping Stones
Fast-Flux

DNS Calculation
Encryption
Data-Obfuscation

Non-Standard Ports

Traffic Pattern
Manipulation
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Application of the Taxonomy
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Application of the Taxonomy
Example: Aurora Stealer

Overview Iny Static syshost.exe 7 syshostexe
overview static windows7-x64 windows10-2004-x64

B General S

Target

syshost.exe Score

10"

AURORA SPYWARE STEALER

Size
3.1MB

Sample
230414-t2ylqsafd7

MDS
138eefb81e72bbdf6bf009876f445c28

SHA1
14afd4156ca94a340e04547809088e6d5d51bc92

SHA256
53274ab4f9cebd26058061cd944614586a086d91cd9f36b679e3c8dccae84a7d
SHA512

cfd999a6f891f43e0302c013a7e22987c1ca2bdbf7ddb7e9e436703f13ce21acbf431e0acc4aalbe7969
c6664306679a0d824356226b23bcadc76080a8e6bas

SSDEEP
49152:VI3NN7VXFLrR91/VXf3h32qa50sLaN8cxnk5Nk1lqz:65IFjbXfx32xLO8Wqz

3 Malware Config ~

Extracted
Family aurora

Cc2 104.248.91138:8081

[1] https://tria.ge/230414-t2ylgsaf47/behavioral2
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Application of the Taxonomy

Example: Aurora Stealer

B General

Target
syshost.exe

Size
31MB

Sample
230414-t2ylqsafd7

MDS
138eefb81e72bbdf6bf009876f445c28

SHA1
14afd4156ca94a340e04547809088e6d5d51bc92

SHA256

53274ab4f9cebd26058061cd944614586a086d91cd9f36b679e3c8dccae84a7d

SHA512

cfd999a6f891f43e0302c013a7e22987c1ca2bdbf7ddb7e9e436703f13ce21acbf431e0acc4aalbe7969

c6664306679a0d824356226b23bcadc76080a8e6bas
SSDEEP

49152:VI3NN7VXFLrR91/VXf3h32ga50sLaN8cxnk5Nk1lqz:65IFjbXfx32xLO8Wqz

3 Malware Config

Extracted
Family aurora
c2 104.248.91.138:8081

[1] https://tria.ge/230414-t2ylgsaf47/behavioral2
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Overview Static syshost.exe syshost.exe
overview g0 static windows7-x64 U windows10-2004-x64
A
m Score
B 10"
m AURORA SPYWARE STEALER
@ Network A
Requests TCP upbP
= 104.248.91138:8081 syshost.exe a

/|
495.0KkB 6.6kB ¥ 382 159
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Application of the Taxonomy

Example: Aurora Stealer

B General

Target
syshost.exe
Size

31MB

Sample
230414-t2ylgsafd7

MDS
138eefb81e72bbdf6bf009876f445c28

SHA1
14afd4156ca94a340e04547809088e6d5d51bc92

SHA256
53274ab4f9cebd26058061cd944614586a086d91cd9f36b679e3c8dccae84a7d
SHAS512

cfd999a6f891f43e0302c013a7e22987c1ca2bdbf7ddb7e9e436703f13ce21acbf431e0acc4aalbe7969
c6664306679a0d824356226b23bcadc76080a8e6bas

SSDEEP
49152:VI3NN7VXFLrR91/VXf3h32ga50sLaN8cxnk5Nk1lqz:65IFjbXfx32xLO8Wqz

3 Malware Config

Overview
overview

|il [ip.addr == 104.248.91.138

No. Time Destination Protocol Length Info
120 4.255842000 10.127.0.100 104.248.91.138 TCP 66 49737 — 8081 Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1

122 4.331430000 10.127.0.100 104.248.91.138 60 49737 — 8081 Seq=1 Ack=1 Win=262144 Len=0
188 5.080309000 104.248.91.138 10.127.0.100 TCP 59 8081 — 49737 ACK] Seq=1 Ack=1 Win=12583936 Len=5
196 5.131256000 10.127.0.100 104.248.91.138 TCP 60 49737 — 8081 Seq=1 Ack=6 Win=262144 Len=0

245 14.475515000 10.127.0.100 104.248.91.138 1434 49737 -~ 8081 Seq=1 Ack=6 Win=262144 Len=1380

Wireshark - Follow TCP Stream (tcp.stream eq 3) - 230414-t2ylqsaf47-behavioral2.pcapng

WORK
H4STIAAAAAAAA/+ydWX0j2JIKA/wrBU3dcVRUgq8po4j4AAORSKABXWMY 3Kt iESASLA7KWGZ2/ fQKOWPJIS1TOVSTUR34MtcTKTPHNYJIQS2f8m57syJockXxWb0q7IHgnki4Ic/pvu/

KwdMIpg9Ue5SMgeya9THCkjck jWu3pZ1A3ZI+WqwlfdMdVPc7IHTk1ySNppHhwWbmgApskeO7W6cOvVLpjR8NWoMzqzWWh1VRF4uG4PO6DY1RWpTY3xFc5JdN56bQyS15E2NCKKqYmFVFGNd1URG/8VXhR5sY49/
JHm1wKjm8pVmmR94Xod+kRU40SWH48GDVcVU/PHBR1UYPD1xZjvzGT3hopfDDwzz0yoeH40w/

X9uY7IFMWMVXqO4zt9T2GIM6rMzITUN2y InwXdGKKTkkH6qHTFZUDdGGCEi1i8RBNdqZzWCk3NdOQI4jkAz7Fsp3hUQ3FVpeX+SpOomP1l0faza6oQntCOdOKOZO74+Kqp
+VF37YrKu4Gr55PqGoyqLq4nTUEYp8kSbrw7ELJIbPXx88jHRRATA1Gt6uZS6XDGNruunVTXUENL81pJVRy3GkacpHUTV3FETDf51W98mkyKVeJIV4ufp/uxS0zyrimgdNoQyehUXiur36U/
00eHoTxzHsEzna5Umae5jQsnrxseYGPNNOWT6C/0FoRimRIBD+uvwhiE4tVUXd3UTZWRTFAOXT68WKH7W+Tbs3wzpFzpvxVI0Ez/
YNTEXj8N1XuAi2RFC8b1H3DFR50OvdAIorxi6nxX79SKiFzqqLJhEOMRsbNhcbr8BPESQuVNp8Cv44iYCceoHdbit/r3F7I0cT14C1B8cOgNpD3x3XxTOryHR7c2vN4TkZyneEVBP/hPOgCbMJI17LNE8S8IhpDjfI3m8WE] /
w8z0ChCXe7bE/DKu4luxn43wWsX4E/2ZvviMfaIl+JfRgcMvQ/qeyioN1ipvPf8TZ+nNRIT3i5gv9haHoLjanDTVKqzhsimr3bLytCsfhiyi
+IXg12RaJJIs76XTp1STGKN9LWVeQfHg7HHX7G6FhVFab1CBV5SNMX1xrq74vNCM80/ r+r/EPMFpVSR+s/K01iaN29zVx/Xurg+TlunlT9ee6bf4SXpG/UYV+s+bC74RQFFWUSN6rZ+XpU1zVPu7SviMvGh8Ts
+WuTkMfE2qcneNEf+3RgxtC5Vs57s1PsR/g+LUs3e/1b9ijHEqrZnOxqPpbwkz3rXc026PY23fkzvaH7XmZb+/JKT1h1Ye5MribhjqKz fwkJqQUx8TpGnHeDdoXrpUYFZmfvi64L fbUuJONGTVr5e6LpMgIM66ergtst/
4PD8aUvIONNkny4RjSLAPt62z2fVIubTVGtCMGvohdyNKEpwvOhVxqxj5t4RRjz+1u6zwr/ICS/bgixWcZVHjet1Z/YOSAUeR6HbaS017CThb+kPROLMOLM2wWLUllpxV/SU2aEHOVVXNe/
HfP3pygHadPUZ5r5114cKeovqjH/GhKL+JYaDgcU5Q+DmGKHTSryh/3051u3frsyrj4hwoj/WKdVnMV5Ux+XCKmEWURpU1Rd1SPEbRPNbSGrh4Qb1z/x4Ji0x8vbKU5t7kpplW38Kv4rVsw4LPKIul
+fYkxwh6gR88rPa3y8bP7cRntHRIjbOFx3nsyq+CnOuScXG+50hvyzR47S01iyqqL1/PN5YkjlyXqzivCaH+RrjP3vnW81nGbkoEtzeX7Xvv8uVH5BDcubX9aal11Tvdip7F203a3nXdFOmadz62N4R
+uGylLFpSfcfAiuw9hRm9jARUZ3EIX+kipwvtC47jdI7j+IC7hmp/iC808tzfg+eEwWLMWA1r/kvNHYwuvviNOWAAAAAAAMD/MOb6SutebBYCxy3W/D+48Sh51VABAAAAAAAA/
4GE3Eb9JtrbZdg3Fi7DNgESUb49qT3EMp4z2fs2ulb3qsolaiA6Hg5zrQyYm7265XhupxqBTS9Did1HsKkRFjtqoetHaHfG3K46/XY1vIQX+1ZMEAAAAAAAA/qMIUH3NB7KOjyT2MWDojesYpZt tsdM/35+0hI0acM/
308I0URBFmM25ch1+EfWMZjdF+pHf21F89IQAAAAAAAABAWd3hFZTIAQAAAAAAGIOGI900TV jVhgAAAAAAAADACATDXENQ/ WCAAAAAAAA+GOTV/OP/HWAAAAAAAPhWQPBTAAAAAAAA+J JAS/BBAAAAAACADWPS/
X8AAAAAAAD40HR/ /x/6/WAAAAAAAMCHY6QvbjhuxdOk3NjbLGY8X4+nyWzC9S1ht1EabqrwA4575L+cPnedZr/Y5V+HM1EEPXSOucUVRXr12pPas/
E6ZNBJj5Eyww2g7zzZwkBula2/3vj3Ye7ZGhx1auP©J9mS@jmS8DMbgnU5PIBOZkiIZvL7aSor8vhl1FWG5cZ9K+X/12npjWwDKsSLJS3jQsT7IwaKpTaK7I2yePwetwx8/
mKY8s@eCRaCU6Jc11ShINszsuGtZWenFc70zgycEXEUINZEx@abvaz20SIWyS5z1hKkYsFTs8buWRiMYGUpL5irUucYDm4qZWSHYeEuUhlvJt+gdye08wNB3JaPWOTGKISNYRUpHAbe4FHS1X2ECW1dyN
+WWYoXUksaX3jn93ZsbLm2Qs7dU950pRIEt pIKN9DABeHYZ+8mRUOWyNI1lauY6xDPt47dJSEZAGDiS28Rxj6ckS5ep4ZK1QF1MkSsIctJI3ZU2ueLFWurXCmo4mniI2km3yPELGZLQGrU3NsAbwWvcC/
YYe3dTQZmaJkKuJghgR+iqyteueKOb8JInel8xSc2PuSiow2CTFt490DyHaPOHGOR2IhybWMZydJIxv100Ur6N9pdzFkTNNCZIMkze®q2Jap]j8D+UVYbmPZHbn2hF2mAbHJ j+ZYOMyKGQQEM
+aFs1beJWYFPIUUUJIZCfzVXsOWpp]jvVbkC1luSx1srTdGv17yOEleWdqHHOV0ZZAa0T/1Ns3vfjtYBM6gDJiqDXB2f950Ip4aIX0WV7EOYp26SQGbzNkda/482FmGGloFM1IRZnydKur jhejuc2kHGbv3vPkWjPHjy
+eUz33sgLqfYdAzt9DYcOwkGm4Tt5sAxsqwdZtL1z3ZDbhISsrPhH/1RL] j4zx98b45XdC/+fwgy3rxeRM6NTiWGtyNJjIJOONALNOMGOStIIMNVryVrpJIkfDYdb6hBaevcwWBjdaR8IxvOwIPhwzaBZnUeIhlXHtLe+bV
+MZ1tH3EsDtPYnEgo6bNvQt fagXdn32tH/QnK6fvLYMxwoo4UedUO6bRbkaX0bubWukxg9b3to7UwTt74V7g2zw61k2J8q733XR068kcI3UubBI32y5dpql9R6M821140V50cUgvBvfadt51ljiwrXdthrken/
VRU59Zi2iMN97FXrgX+K72hTThxvKyvtWK7D2FGbO47nNhLrJCOXffOTaBLAOCcpsuXqzXzbe3NtfQytPKcyfKotQ6ZpgwloqvnTJI4cRqtOW6uufYlwkKGdéxhluycih68DR1o5fY1yHYMOd1dz2gR9bX/
8H5mX0bJxbbwLd+e51J7wd+tCW6vQ4vi/jV7G7EfXhCboe2WQRQs32z65TIM9ic2CvpLog+1Mb2Mkd9eiy5xt623pZRhf+Xmx/0poSMZKQNNIT1RhkyBrMLEQk17uvxd75ZzPb++h65x53nvtOUE8YNi1059g1942d
+aq4jnXmwWiXPCfjtSejm3NtYSQ6kt1DbZTYYy3UFugpjmxQxumhIxkWn5jsscZ@dbe7vnCrvzw/034nd/VcnVOD8XMOXeb88/XXkiaTuSWZtsnfG2hVK+PTHt/05qvovF/vzFDgl+E3SRc53x6sPGeSD
+1t2a616yAqYA5z015jFmrnpzjinj9Hhe//AWAAAAAAABBUGPBDAAAAAAAAHS0RbpgCcV3P9hBMpzvC50hQl fWiwt ipMENHObzdcP/GPPFIR/KvO/VWOWIWWQHDI6Tzh8/bxuQ+4jBzj6fiZ9sLLMASKY
+Hbgyygb7dX77feVNRAZ2KE/Onz7rBvLKOXtgj6k7L7zL57r1qv+pnjrg+zdxh259tRGaRdL38ftV7tnnsRnsw2ro3Xd67EjTahI21DPsHsqZ/Z2Tiew3z1DMLXxHJe9jZ09d/
uLY7T3nMnatwl87u9d9vBkowwZugz72jKQ2Meg3/UYL3tJIdH]js+UQybi57Zy/6cKeeQ3GK1cMYT4Et 1cGLXmaUSXVkW+WdudL5ZchKm5/0HPrH2061Qzy3GjVKQme6W/
GJIR17z95TmMKHSYWYLNOED59yVvGDXFMtpfOnOCjKUBRZzVe96R/bEMR2e1Vv/RO/Pr5jzJZ1Sq/Dcs7XRYtx1i62Ra/Pr922edaB30Dh5vB6z71a7+T0x1f9dxe9HgSHSFrTuFp07+5habo0APdefaAchj8br/
OWiHZQBNpvtIka8efevddXx4hXjzESuMtSuMNeeqOGyJSjRFHDbGZYX57VpP5ClumJalzaXUeMyy9Vg59rPd6xqd+9rnv+pd7yAy79jK86p6zsKX6qo8qoamIIGSYXHEZk3uBrzxnVd7Na41fRro7n/XB+q/
ZWN1Lb6zprSTrx7/fMtbv+W34p0OkyL90H017G7 jwb5SwFmK8/Bi+M5yyDXsNtHOW+xj26GznMINItzjpjWQDRQKrxt I+nWSwfPOL14NgePhcR17L31sz7m+77Rt9sfn0+e4zj+Uf/VVwrgwzDWLX4bNoou8xPmtB8urs/

Extracted @ Network sqbaXnriddfu4u3XeqNsX4+xV/1/Z23FFulcCdHjmqHtuIrPqs36/e551GY3RzjMz3jWUsbQT15yrasdn@jLfRrXX7oHMe7q+doCvavdfOPe7Neyke3jeQKIiZ/KD5/N0O/
huDUH7fZrsfuxraN8ofPS9z8QxFFvQnzXVc3vbtz1zB9/8BAAAAAACADWI 8/ X8AAAAAAADGYWL // XxBAAAAAAADAOED/HWAAAAAAAP1gQP8TAAAAAAAA+IhA/ XBAAAAAAADAOED/HWAAAAAAAPLG/
Family aurora POfZI9UzTtySJauqxn32H36cisvtNXNO9GIN9XOu7XEOWNqqtICG1Gq+cdwef9/tkj5zG0k8rPy0G/yZnfLMkhSTZIKcWx5mfx4Z3gh8vu5Z89Uqh2Zv000s/j19LzXfmGnhlwcZyby6Jpdd
Requests TCcp +3347I1R8EcdUKPht7X8WM46iVPfz01xi3duazayfPGtemWvOmPsz/QuTtUPZZIOVtdOGXqI2+zzjhTpx/5+7vv5SvtaCsz/z4jh1SPFA1jany/V8z50bE/ /XCAAP/ /AQAA/ /+H5Q7W1AEBAA==
c2 104.248.91.138:8081 Accept
— H4SIAAAAAAAA/+ydXX0iSr fHvO0oXVz01TQJ0oZiKn9gXvwQgqCKLHXVMNtEhsaQfwddecz36q0STmxZ15ntpV+6Z/F6j0fyiWr17dUFQq/Tc33K8QJI3FKQbY1KrgGZ+Uzwkl/cw5cOgaXRIvvginKNThlneHEOjiJK/
m— 104.248.91138:808 £1nJQV1+DMggxX9TkbZjnX4HoeJ3G]jLE/ItgQCzzWA+1Hdzp

ﬁ | Entire conversation (474 kB) - | show data as | ASCII - | Stream |3 |2
495.0 ]l | Find Next |

[1] https://tria.ge/230414-t2ylgsaf47/behavioral2
[2] https://d01a.github.io/aurora-stealer/
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Application of the Taxonomy

Example: Aurora Stealer

|[I [ip.addr == 104.248.91.138
No. Time Source Destination Protocol Length Info

— - 120 4.255842000 16.127.0.100 104.248.91.138 TCP 66 49737 — 8081 Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1
122 4.331430000 160.127.0.100 104.248.91.138 60 49737 — 8081 Seq=1 Ack=1 Win=262144 Len=0
[ 188 5.080309000  104.248.91.138 10.127.0.100 TCP 59 8081 — 49737 ACK] Seq=1 Ack=1 Win=12583936 Len=5
overview 196 5.131256000  10.127.0.100 104.248.91.138 TCP 60 49737 — 8081 Seq=1 Ack=6 Win=262144 Len=0
245 14.475515000 10.127.0.100 104.248.91.138 1434 49737 - 8081 Seq=1 Ack=6 Win=262144 Len=1380
Wireshark - Follow TCP Stream (tcp.stream eq 3) - 230414-t2ylqsaf47-behavioral2.pcapng
B General WORK = F
HASTAAAAAAAA/ +ydWX0j2JKA/wrBU3dcVRUgq8po4j 4AAORSKABXWMY3Kt i ESASLATKWGZ2/ FQKOWPJS1TOVSTUR3AMtCTKTPHNY JIQS2f8m57sy JockXxWb0q7 IHqnkidIc/pvu/ I
Target — KwdMIpg9Ue5SMgeya9THCkjck jWu3pZ1A3ZI+WqwlfdMdVPc7IHTk1ySNppHhwWbmgApskeO7W6cOvVLpjR8NWoMzqzWWh1VRF4uG4PO6DY1RWpTY3xFc5JdN56bQyS15E2NCKKqYmFVFGNd1URG/8VXhR5sY49/ ‘
syshost.exe l‘ I
: — w == fIP
Size Recipe ~omB Input +0O3E = hdNoQyehUXiur36u/ !
3.1MB A QN H4STAAAAAAAA/ +ydWX03j2JIKA/wWrBU3dcVRUgq8po4 j4AAORSKABXWMY3KE1ESASLATKWGZ2 ZyneEV8P/hPOgCbMJi7LNES8IhpD] fI3m8WE]/ I
Sample From Base64 /fQKOWPJIS1TOVSTUR34MECTKTPHNYJ1QS2f8m57sy JockXxWbOq7IHgnkidIc ‘
230414-t2ylqsaf4? Aphabet /pvU/KwdMIpg9Ue5SMgeyadTHCkj ck jWu3pZ1A3ZI+WqwI FdMdVPc7 IHTK 1y SNppHhWbmgApskeO7W6COVLPjRENWOMZqzWWh1VRF4uGAPO6EDY1 '355‘;’2323;g;’:ggﬁﬁ::;%i:ggtﬁ;; SPEEETERE |
MD5 A-Za-20-9+/= - Remove non-alphabet chars RWpfY3xFc5JdN56bQyS15E2NCKKGYMFVFGNA1URG/8VXhR5S Y49/ JHm1wK jm8pVmmRI4Xod+kRU40SWHABGDVCVU | pXV/SU2aEHOVVXNe /
138eefb81e72bbdf6bf0! amc 5316 = 1 Tr Raw Bytes ¢ LF (USt7kpplW38Kv4rVsw4LPKIuI
dip7F203a3nXdFemadz62N4R
SHA1 BAAAAAAAA/
\aafda1s6ca0aasaoeod L Strict mode Output B [0 0 I [sne7kojyT2minojesypzttsdn/as+onToach/
QP8TAAAAAAAA+JjA9/BBAAAAAACADWDS /
SHA256
{ wx8/
53274ab4f9cebd26058! ) A QN N N
Gunzip Type: "Browser", TGKISNYRUpHAbe4FHS1X2ECW1dyN
SHAS512 Info: { 11I2km3yPELGZLQGrU3NsAbwWvcC/
cfd999a6f891f4320302 .o " hAbHJ j +ZYEMyKGQQEM
c6664306679a0d82434  JSON Beautify ~Q Name: "Robkapfg”, G10FM1RZnydKur jhojuc2kHGbv3vPKWIPHjy
SSDEEP BuildID: "syshost", bhBaevcWBjdaR8JIxvowJPhwzaBZnUeIhlXHtLe+bV
GroupID: "Main" p1i40v50cUgv8vfa9t51ljiwrXdthrken/
49152:VI3NN7VXFLrR91 Indent string : . ! -
! [ Sort Object Keys Formatted 0S: "Windows 10", 1h68DR105FY1yHYMOd1dz2gRIbX/

[} Malware (

Extracted AS eXpIained in

Family

o2 Mohamed Adel’s blog [2]

L " hvxd75ZzPb++h65x53nvtOUE8YNi1059g1942d
HWID: "00000000-0000-0000-0000-000000000000",  VOVF/vZFDg1+E3SRC53X6SPGESD

GPU: "Microsoft Basic Display Adapter", Fzh8/bxuQ+4jBzj6FiZ9sLLMASKY

CPU: "Intel Core Processor (Broadwell)", €9jZ09d/

RAM: 8192, :g‘:gl: TuFp07+5habo®APdefaAchjsbr/
e . " i rTuFp07+5habo efaAchjsbr

Location: "C:\Users\Admin\AppData\Local\Temp\syshost.exe", XHEZK3uBrzxnVd7Nad1fRro7n/XB+q/

Screen: "1280x720", Fno+e4zj+Uf/VVwrgwzDWLX4bNoou8xPmtB8urs/

Ip: "", 5/NO/

PC_INFO: "‘Host Name: IDKMAN-0S Name: Microsoft Windows 10 mggﬁ%g;mgig’
Pro-0S Version: 10.0.19041 N/A Build 19041+-0S Manufacturer: Microsoft /AQAA//+H5Q7W1AEBAA==
Corporation~0S Configuration: Standalone Workstation'-0S Build Type:

[2] https://d01a.github.io/aurora-stealer/

Multiprocessor Free-Registered Owner: BigJoeRegistered Organization:  “Product ID: f+Uzwk1/cw5cOgaXRIVVGinKNThIneHEO 10K/
00331-10000-00001-AA292-0riginal Install Date: 1/2/2022, 1:16:42 AMSystem Boot =
Time: 11/2/2022, 7:34:12 AM-System Manufacturer: Gigabyte Technology Co.,
Ltd.~System Model: B660M GAMING X DDR4'-System Type: x64-based Stream |3
m Find: [ [ Find Next
| | @Help | Filter Out This Stream ||  Print Saveas... || Back || %Close
[1] https://tria.ge/230414-t2ylgsaf47/behavioral2
=
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Application of the Taxonomy
Example: Aurora Stealer At izisoieE

No. Time Source Destination Protocol Length Info
E—— 120 4.255842000 10.127.0.100 104.248.91.138 66 49737 — 8081 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1
121 4.330935000 104.248.91.138 10.127.0.100 ~TCP 66 8081 —~ 49737 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1380 WS=256 SACK_PERM=1

Targe /
sysho

3.1MB| )
8WEj/
Sampl

=4 Application of Taxonomy Dimensions:

MD5
138ee

wnl  C&C Model centralized
=+  C&C Rallying hardcoded IP (1)

|
|
Size I
|

6ergtst/

==  Communication Behavior 2-way PUSH

=+  Carrier Protocol raw TCP
(Internal) C&C Protocol  server: plain, bot: base64(gzip(json))

m| Evasion Techniques (data obfuscation / non-standard port)

e

‘ ‘ @Help Filter Out This Stream Print Save as... Back ¥ Close

B ——emem e —— o .- - B e T T

[1] https://tria.ge/230414-t2ylgsaf47/behavioral2
[2] https://d01a.github.io/aurora-stealer/ —
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Application of the Taxonomy
Goals

» Verify applicability of the taxonomy

Overview of malware C2 communication strategies used in current malware

Page 23 24-04-24 © Fraunhofer FKIE
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Application of the Taxonomy
Approach

* |dentify prevalent malware families

*  Focus on most common submissions to Malware Bazaar
*  Period: Oct 2022 — Feb 2024

* Collect reference samples and sandbox reports with live C2 traffic

* Examine Tria.ge sandbox runs
* Filter PCAPs and extract C2 characteristics

e Data Set to be published with the paper

\
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Application of the Taxonomy
|dentification of Prevalent Malware families (Oct 2022 — Feb 2024)

* 193,920 submissions (167,755 identified by 809 different signatures)

Rank

10

Page 25

Family Subm

RedLineStealer
Mirai
AgentTesla
Amadey

Smoke Loader
Formbook
GCleaner
SnakeKeylogger
RemcosRAT

Loki

24-04-24 © Fraunhofer FKIE

Perc
21758 12.
20175 12.
20028 11.
9386 5.
8915 5.
8396 5.
6716 4.
5015 2.
3329 1.
3070 1.

97

03

94

60

31

00

00

99

98

83

cumPerc

12.

25.

36.

42.

47.

52.

56.

59.

61.

63.

97

00

94

53

84

85

85

84

83

66

Rank

11

12

13

14

15

16

17

18

19

20

- TLP:CLEAR -

Family

GuLoader
Socks5Systemz
Gafgyt

CoinMiner
Adware.Neoreklami
njrat

Heodo

DCRat

AsyncRAT

Quakbot

Subm Perc
2957 1.
2895 1.
2822 1.
2168 1.
1810 1.
1780 1.
1752 1.
1750 1.
1693 1.
1686 1.

76

73

68

29

08

06

04

04

o1

01

cumPerc

65

67.

68.

70.

71.

72.

73.

74.

75.

76.

\

.42

15

83

12

20

26

30

35

36

36
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Application of the Taxonomy

Collect reference samples and sandbox reports with live C2 traffic

elf.bashlite

elf.mirai

win.404keylogger

win.agent_tesla

win.amadey

win.asyncrat

win.aurora_stealer

win.ave_maria

win.azorult

win.bazarbackdoor

win.brute _ratel c4

win.bumblebee

win.cloudeye

win.cobalt_strike

Reviewed 2200+ sandbox runs for these families

in order to find runs with live traffic

Reported characteristics are as ,,observed*

Page 26 24-04-24
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win.cryptbot

win.darkcomet

win.darkgate

win.dbatloader

win.dcrat

win.emotet

win.formbook

win.gcleaner

win.glupteba

win.hawkeye keylogger

- TLP:CLEAR -

win.isfb

win.lokipws

win.lumma

win.masslogger

win.nanocore

win.netwire

win.njrat

win.panda_stealer

win.phorpiex

win.photoloader

win.pikabot

win.privateloader

win.qakbot

win.quasar_rat

win.recordbreaker

win.redline_stealer

win.remcos

win.rhadamanthys

win.sectop_rat

win.smokeloader

win.socks5_systemz

win.stealc

win.tofsee

win.vidar

win.wikiloader

win.xworm

\
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Application of the Taxonomy
Collect reference samples and sandbox reports with live C2 traffic

win.photoloader

win.bazarbackdoor win.smokeloader

win.dbatloader win.privateloader

,Impure” for most loaders (incl. loads) (5)
Only runs with unresponsive servers for

win.formbook and win.lokipws :(

\
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Application of the Taxonomy
Taxonomy Dimension: C&C Model

All considered families use a centralized model
Hierarchical structure are opaque to observation
P2P reportedly used for loT botnets [1]

[1] https://blog.netlab.360.com/p2p-botnets-review-status-continuous-monitoring/
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Application of the Taxonomy
Taxonomy Dimension: C&C Rallying — as observed

win.lokipws
(IP + Domain)

win.dbatloader
(OneDrive)

win.bumblebee

win.cloudeye
(GoogleDocs)

Hardcoded C2 info widely used
IP (23'2) | Domain (19°2) / SMTP (4) / Indirection
(2) BumbleBee turned towards DGA in 2023

[1] https://blog.netlab.360.com/p2p-botnets-review-status-continuous-monitoring/

]
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Application of the Taxonomy
Taxonomy Dimension: Communication Behavior — as observed

Most C2 protocols are 2-way pull (41) or push (2]
LOTS-based Loaders are considered 1-way pull
(2) SMTP-based exfil is 1-way push (4)

\
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Application of the Taxonomy
Taxonomy Dimension: Carrier Protocol — as observed

win.rhadamanthys
443

win.bazarbackdoor

9001
win.brute_ratel_c4 win.dbatloader win.lumma
443 443 443 CF

win.bumblebee win.gakbot

443 _ 443,2222’ 9951 o
win.asyncrat win.cloudeye win.emotet win.tofsee
9999 443 80 443
win.cobalt_strike
443
win.wikiloader
HTTP (18) (TLS (14)) .
win.glupteba

SMTP (4) 443

[1] https://blog.netlab.360.com/p2p-botnets-review-status-continuous-monitoring/
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Application of the Taxonomy
Taxonomy Dimension: (Internal) C&C Protocol — as observed

elf.mirai

Text-based (9) (encrypted (1))
Binary (5) (encrypted (1))
Unknown — encrypted (17)
Carrier-protected (17)

[1] https://blog.netlab.360.com/p2p-botnets-review-status-continuous-monitoring/
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Application of the Taxonomy
Taxonomy Dimension: Evasion Techniques

out of scope for presentation

>> paper

[1] https://blog.netlab.360.com/p2p-botnets-review-status-continuous-monitoring/
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Conclusion
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Conclusion

1. Taxonomy

2. Case-Study

win.rhadamanthys
443

C&C Models Rallying Mechanisms C&C Protocols Evasion Techniques
Centralized  star IP-Address  Hardcoded Custom Text-Based Fallback Channel
Centralized  Hierarchical IP-Address Seeding Custom Binary Proxy Servers Win.b82980lg1ac|(d00f
P2p Domain Names Hardcoded Existing Protocols Stepping Stones win.brute ratel c4
443
Hybrid Domain Names DGA Fast-Flux
win.bumblebee win.qakbot
Random Further Indirection Carrier Protocols DNS Calculation 443 443,2222, 995, ...
. win.asyncrat win.cloudeye
Raw TCP/UDP Socket Encryption 99! 443
Communication Behavior Raw SSL/TSL Socket pocuscetion _ Wi"-wﬁg_s‘"'ke
Transmission Push/Pull Application Layer Procols Non-Standard Ports
. . Traffic Pattern ST USRS E)
Now what? Sessions 1-way/2-way Web Services Manipulation HTTP (18) (TLS (14)) win glupteba
SMTP (4) 443
3. Dataset
=
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