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About Me

> Threat Research Team Leader
Cortex XDR Threat Research Team, Palo Alto Networks

> Threat hunting

> Malware analysis

> Reverse engineering

> Speaker, first BotConf!
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Background

What happened?
A campaign by an unknown threat actor (at the time) targeting web 

hosting companies

What were they doing there?
Exploiting vulnerable servers and web applications

Deploying cryptocurrency miners

Second wave
Evolving toolset

Deploying web shells
Mass backdooring of legitimate websites



Web Shell 
Access by 
“w3wp.exe”



Let’s Break it Down

%programdata%\x\

Suspicious 
folder

Suspicious 
scripts and 

executables

“w3wp.exe” as 
the parent 
process1

2 4

3

App_Web_xvuga1zl.dll

Web shell 
access



ASP to C# to DLL

C# codecsc.exe

webshell.aspx App_Web_<random>.dllIIS



Diving 
Deeper02



Step 1: Search in %programdata%\x\



Step 2: Searching for sh.exe activity

Hijacked 
websites 

root 
directories



Step 3: Browse and Compare

Strings from sh.exeApp_Web_xvuga1zl.dll



Step 4: String Found in sh.exe 



Step 5: Simulation of sh.exe

sh.exe -f Sameip_site_path -p asp.txt 1 nul  



Step 5: Results!



Backdooring in Scale

sh.exe
Hosted 

websites Web shell

1 2 3

Impact

Legitimate websites into:
● C2 servers
● Botnet
● Sell access
● Malvertising
● Cryptocurrency 

mining
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Vulnerable Web 
Applications

Runas wrapper

LPE

Reconnaissance



Publicly Available Tools



Custom Tools
Loader IIS Traversal Go Tool



Tools 2023 Update

D:\project\后门类

\dllnc\exenc\x64\Release\exenc.pdb



Attribution04
Let’s talk about it…



1st Clue: Invalid Certificate of sh.exe



Searching for the Certificate’s Issuer



Invalid Certificate of sh.exe

2018 - ACSC2022



Strings Similarities

2022 2018



Other Similarities

Shared hashes of 
web shells and tools

Suspicious folder Files naming conventions

01 02 03



Attribution Diamond Model

134.122.191[.]223

Manic Menagerie 2.0

Adversary

InfrastructureCapability
Web shells
LPE tools
Custom backdooring tool (sh.exe)
RID hijacking tool
Cryptocurrency miners
StreamEx Malware

Victimology
Web hosting and IT companies 

in the US and EU



Who are the targets?
Web hosting and IT companies in the AU, US, and EU

2018 - present

How?
Vulnerable web applications and IIS

Cryptocurrency miners
Search engine optimization

Web shells
Custom and publicly available tools

Manic Menagerie 2.0

What is their motivation?
Financially motivated threat actor
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Takeaways05



Key Takeaways

Highly adaptive 
threat actor

(tools and 
strategy)

01 02 03

Manic 
Menagerie 2.0: a 
blast from the 

past

IT Hygiene
IT Hygiene
IT Hygiene

…



CREDITS: This presentation template was created by Slidesgo, and 
includes icons by Flaticon and infographics & images by Freepik

Thank you!
Questions?

Read the blog: 
https://unit42.paloaltonetworks.com/manic-menagerie-targets-web-h
osting-and-it/

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr


http://bit.ly/2PfT4lq

