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About ICT (I1TOCHU Cyber & Intelligence Inc.)

- ICT is a BlueTeam company to protect ITOCHU Group's business

- ITOCHU is a conglomerate company with a wide range of businesses.

Retail Business B2C Business

(Total 16,500 stores in Japan)

Defense Business

ITOCHU GROUP

Over 250 companies
Entire supply chain Business
in the consumer goods sector Textile Business
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Do you know ShadowPad?



About ShadowPad?

- ShadowPad is a modular Remote Access Trojan (RAT) discovered in
2017 for supply chain cyberattacks.

- It is also known to be shared by several APT actors such as
APT41 (a.k.a. Winnti), Tick, Tonto team and TropicTrooper.

Sernrly Syem (VS.1) [_[0]]

Be Moo Yew log Heb

Yoy Neme: | Test

CHII
https://www.sentinelone.com/labs/shadowpad-a-masterpiece-of-privately-sold-malware-in-chinese-espionage/



How about DeedRAT?



What is DeedRAT?

DeedRAT is not as well-known as ShadowPad.

This malware family was first discovered around 2019 by Positive
Technologies and is said to be a successor malware to ShadowPad.

At present, its usage has only been observed by a specific threat
actor group which is called "Space Pirate" group.

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/space-pirates-a-look-into-the-group-s-unconventional-
techniques-new-attack-vectors-and-tools/#id2-1
ITOCHU
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Timeline of Public Incident Case with ShadowPad and DeedRAT
ShadowPad

July 2017 APTA41 January 2020 Tonto Team - June 2021 Earth Lusca
NetSarang supply chain attack Abusing Trend Micro's vulnerabilities : Research Institute etc. in Taiwan

” January 2019 APT41 \ July 2020 LuckyMouse [ e e e

| ASUS LiveUpdate supply chain attack Supply cham attack on Able Desktop PPY n Pakis‘rag

( Late 2019 Tick ) August 2020 Tonto Team § February, May 2023 APT41
Chemicals in Japan Manufacturing in Japan The entire national grid in Asia

B T e S T .

2017 2019 2020 2021 2022 2023
Late 2019 Space Pirates Summer 2021 Space Pirates July 2023 Space Pirates
A Russian aerospace company A Russian aerospace company Government etc. in Russia and Serbia
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Why mentioned ShadowPad and DeedRAT?

- "Unknown RAT" file set was discovered through one of our research.
- The newly discovered unknown RAT was turn out to be BloodAlchemy.

NEW Findings
- The detailed function of BloodAlchemy by in-depth analysis.

- We believe it has a strong correlation with DeedRAT.
. ShadowPad -> DeedRAT -> BloodAlchemy

https://www.elastic.co/security-labs/disclosing-the-bloodalchemy-backdoor



Timeline of Public Incident Case with ShadowPad and DeedRAT
ShadowPad

July 2017 APTA41 January 2020 Tonto Team - June 2021 Earth Lusca
NetSarang supply chain attack Abusing Trend Micro's vulnerabilities : Research Institute etc. in Taiwan

r January 2019 APT41 | July 2020 LuckyMouse w ( Subbl Seﬁ ’remtﬁr 2ko22 Unko&v%ff w
| ASUS LiveUpdate supply chain attack Supply chain attack on Able Desktop Upply chain attack on gov's Ice
” Late 2015 Tick | { August 20 We observed the existence of
Chemicals in Japan anufacty .
- P ; BloodAlchemy in May 2023
2017 2019 2020 2021 2022 2023 E
Late 2019 Space Pirates Summer 2021 Space Pirates July 2023 Space Pirates
A Russian aerospace company A Russian aerospace company Government etc. in Russia and Serbia
BloodAlchemy

October 2023 BloodAlchemy / Unkown
Compromised ASEAN member countries and Mongolia's Ministry of Foreign Affairs

TTOCTTY
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How discovered Unknown Malware (=BloodAlchemy) ?

- Once unauthorized access by unknown host, unknown file set was created and

executed on the one of the compromised host.

An account was

ubject:

Logon Type:
MNew Logon: |
File Name
39EDO?
BrDifxapi
SWindows = JTasks ell
SWindows

CWindows BrLogAPI.dll

Oindows BrOifxapi.exe

MtLmSsp
MNTLM
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Infection Vector

. Connected via RDP from IP address without abusing any vulnerability.
- The account is “legitimate”, but unfortunately, the access was unauthorized.

- The VPN account was only used for system maintenance by a vender
- The vendor had inexplicably disabled MFA only for the maintenance account.

. The source IP address of VPN connections were
38.54.79[.1177(HK) and 107.179.130[.]144 (cA)

® ITOCHU
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Overview of Intrusion Threat Actor

38.54.79[.]177,107.179.130[.]144

- The compromised found: D
May 2023 DESKTOP-709MM31

- Total compromised hosts:
8 hosts

ooo
ooo
%:l

- Discovered malware type SSL-VPN

CobaltStrike and BloodAlchemy

XN XD ol
Threat Actor —— ] %
Suspec’red VC(pOF' elglele (7) ServerA ServerN ServerX ServerZ

ICI Cyber & *A part of period in this incident



Additional Findings

Although the root cause of the credential leak remains unclear...
- Unauthorized access has been ongoing since 2021

- Attacker had access to credentials for other several accounts

- Attacker also stole VPN configuration information on the console.

*A part of period in this incident
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Discovered 3 Malware Samples

Malware Type Cobalt Strike Cobalt Strike BloodAlchemy
Infection Vector Via SSL-VPN with legitimate vender account
: S Memory, malware set
Artifacts No configuration in Memory, malware set (BrDifxapi.exe, BrLogAPI dl|

memory (sfc.exe, dxgi.dll, dxgi.cfg) DIFX)

C2Server 121.41.35[.165,/_/scs/m ¢dn39a700bb.jptomorro cdnlac7bdd3.jptomorro

ail-static/_/js/ w[.]Jcom,/search w[.]com,/search
Port 9192 443 443
Watermark 426352781 2029527128 -

° ITOCHU
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Before diving into an analysis in BloodAlchemy...

- We discovered an unidentified malware in this compromised case.
This malware, known as BloodAlchemy, is a RAT.

- We believe BloodAlchemy is successor to ShadowPad/DeedRAT.




Analyzing BloodAlchemy



B I O O d ‘ \ l C h el I \y @elastic security labs ~ About  Topics v Vulnerability updates  Reports  Tools N Subscribe
.
.
.

. In October 2023, the elastic

security labs published about the Disclosing the BLOODALCHEMY backdoor
BLOO DALCH EMy backdoorl analysis. ZL:;iA;ﬁ?EI\;Z;ZSGr;eiV:,t:Jc;tilc\)/:I;/e(ti.eveloped, backdoor that leverages a benign binary as an injection vehicle, and

® 15 minread < Security research, Malwa,

. A very sophisticated modular types

ckdoor?
of fileless malware like ShadowPad. '

- “'«; \ €
X A &
/] 3

. Code and design are similar to Deed
RAT and ShadowPad.

i
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https://www.elastic.co/security-labs/disclosing-the-bloodalchemy-backdoor
https://www.elastic.co/security-labs/disclosing-the-bloodalchemy-backdoor

Infection Flow

— C¥windows¥ —— """ in memory - ----
1010 :
- BrDifxapi.exe loads EXE] To10 I* 5

BrLogAPI.dIl using side-loading BrDifxapi.exe Shellcode

- BrLogAPI.dll reads DFIX as a 1010
0101 | M
BLOB and decrypts Shellcode _ 1010 | ;
BrLogAPI.dll : Payload

- Shellcode decrypts Payload from 5 (BloodAlchemy)
an embedded data in itself o101 .
- Payload infects in memory D,F

.
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BloodAlchemy: BrLogAPI dIl

)s

S
eA( , ©x380000000, 1u, ©, 3u, 0, 0);

- BrLogAPI. dll is loader module _r ¥ e = VirtualAlloc(o, Filesize, ex3000u, 4u)) == © )

- Reads a BLOB file (DIFX) T

- Decrypts the BLOB using
AES128 CBC mode with
aes_key: BLOB[:0x10] to next
Shellcode

.....

Intelligence



BloodAlchemy: BrLogAPTI dIl

BrLogAPI.dll is loader module
Reads a BLOB file (DIFX)
Decrypts the BLOB using
AES128 CBC mode with
aes_key: BLOB[:0x10] to next
Shellcode

before
[6600000000: U6 5C U5 00 7A 66 CU4 DC | DD C9 27 A8 26 8B C6 26 |
9000000010: 61 36 8A FA FA DU 56 91 | 48 88 35 DD 67 82 43 6D
0000000020: 76 EC 43 12 6A 13 28 F8 | UA UF 63 FU 20 20 FA UC
00000P0030: 56 BA 85 63 27 95 85 23 | 8A F9 D5 61 DE F5 99 48
000000POUA: B5 2B UA CD 95 58 65 69 | 88 86 AC E2 CU BB 7A D2
P000A00A50: UF DB A2 30 FC EF FU B3 | 62 83 5D E@ 71 79 67 12
900AAAAA6A: D5 F6 B5 C1 94 29 B3 65 | BA F3 B3 E7 76 29 E9 u4
900000AA7O: 31 TF 82 6F F6 Al DC F3 | 6E A5 47 6B Al 7A 7C 29
0000000080: 5B BE ED 9C 50 47 6E ‘ 8B 34 F7 8D D5 DO 96 4@
0000000A90: A8 AE 51 91 19 39 9E 9C | 71 45 2F 42 26 27 3B CB
after
P00000ERBA: E8 00 00 00 00 58 8D UG | FB 8B 54 24 64 68 3A 64
P00P00AA10: 0O OO 68 7U F8 00 00 68 | 75 65 6O 00 50 52 E8 03
0000000E020: 00 00 00 C2 U 00 55 88 EC 83 EC 34 33 CO 53 8B
0000000A30: D8 89 U5 EU 89 U5 us 89 45 D8 89 U5 EB8
00000000UA: 89 U5 DU 64 Al 30 00 57 89 5D FC 8B U0
0000000050: OC 8B 78 14 E9 iEff\ ll Gi;ax 28 33 DB 89 U5
000PP0RARE0: FU 8B CB 8B FO 8A 00 C1 | C9 07 OF B6 DO 3C 61 72
0000000070: 63 83 C1 EO 8D 46 62 03 | CA 89 U5 FU 8B FO 66 39
000PA0AA8A: 18 75 E2 8B 5D FC 81 F9 | 18 u42 8C 22 OF 85 EC 00
0600000090: 00 00 8B 77 10 C7 U5 FO | 065 66 00 00 8B 46 3C 8B
IU gz:z{lfgence



Infection Flow

— C¥windows¥ —— """ in memory

- BrDifxapi.exe loads EEB—

BrLogAPI.dIl using side-loading Brbifxapi.exe Shellcode
. BrLogAPL.dIl reads DFIX as a 1010 5
DLL OTOT | Pummm—
BLOB and decrypts Shellcode _ 1010 | 5
- Shellcode decrypts Payload from ol (Blozii\'ﬁi‘imw |
an embedded data in itself o101
- Payload infects in memory 4

.
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Shellcode

BloodAlchemy

- Shellcode also loader module in

m
<« «
o~
D
o~
O
o~
D

memory
- Decrypts an embedded data

using a cus

tom decrypt

based on FNV-1a
- Decompress the decrypted

ion

data by Izntl to next step

Payload

Executes the Payload




BloodAlchemy: Shellcode

The Payload has a unique data structure

likely a custom PE header for loading the

next payload in memory

edi ;
dword ptr [ebx+14h

_VirtualAlloc

esi, [ebx+28h ; raw_

edi, [ebx+24h
1, ebx
[ebx+2Ch

raw

m m M M C
M v O w

(1]
Q.
-

o0 D 4
O O O v
f

addressl
al_addr

-——'\

C’dd E554
__add

[wn]
[wn]
[wn)

o0 Oh

o

I
2 M

(wn] >
(s ]

———
2x02780050

IJ

T - ]
Cooa

ress2 = @x2651000

yber &
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offset | descriptions data
0x00 magic number 45 AB 45 AB
0x04 plugin id 0x10
0x08 entry point Ox698c
0x0c original base 0x400000
ox10 absolute offset 0
ox14 size of virtualalloc 0x17000
ox18 size of raw data oxlefab
ox1c size of unknown 0x163bc
0x20 base of code? 0x1000
ox24 sectionl: virtual addr ox0
ox28 sectionl: raw data addr | ©x50
Ox2c sectionl: size of raw 0x10fao
data
0x30 section2: virtual addr 0x11000
ox34 etc..




Infection Flow

— C¥windows¥ —— """ in memory - -

' 1010
- BrDifxapi.exe loads EXE
BrLogAPI.dll using side-loading BrDifxapi.exe Shellcode E
. Bf‘LOQAPId" reads DFIX as a 1010 .
DLL : 0101 :
BLOB and decrypts Shellcode ; 1010 ;
BrLogAPI.dll : avloa
- Shellcode decrypts Payload from (Bloz dflch‘imy) E
an embedded data in itself o101 '

- Payload infects in memory 4

.
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BloodAlchemy: Payload
Run mode

- BloodAlchemy has a run mode which is hardcoded in the previous shellcode.

- The run mode:

0: call main function + process creation and injection + anti debug + anti
sandbox + persistence + process injection

1. call main function

2: create thread for main function

3: call main function + anti debug + anti sandbox + persistence + process
Injection

4: process creation and injection

D: create named pipe

6: install malware o Bt

Cyber &
Intelligence



BloodAlchemy: Payload Mediy,

::: ° °
0 n ' 9 u ra | O n offset_config 534h
; conf_size
unkown PBC67ADOS
unkown_@

createmutex_flag

The configuration contains many it Gdlis i 35 32—
selefdelete_flag dd @
dd 1

information such as flags of each Seckubiis fisg 0

install reg dd 176h
features, various values, encrypted T
rra'._dl'. dd 1C3h
blob dd 1D1h

data and offset of the data. persistence_flag dd o
The structure is very similar to 3 st
Deed RAT and ShadowPad

o
ey

SOFTWARE\Microsoft\Store
¥ALLUSERSPROFILE¥\Store
XAUTOPATHX\Test\test.exe
BrLogAPI.dll

DIFX

N O

x X

[
L K PR
NNNNNN
o

- Q.
o= 00nn
| | ' |

o0

% 5
o O
NNN -
w N =
O

®
»
HNNNNN

o
sV

w O
n
3

vice startup + taskschd

hwNeEO

k2652198

a

; 02652576 -> TCP://cdnlac7bdd3. jptomorrow.com:443

M
>

a

)

al

B W N e

)
J N NN NNNN

N m
I

AN A RC.exe

- y YUA

5. exe
-> Fwindir¥\system32\taskhost.exe
-> ¥windir¥\system32\svchost.exe




BloodAlchemy: Payload
Encoded str/data

: : : ffset | descripti dat
- Some configuration strings/data (not |- |™*PO i
‘ 0x00 size of data 0x25
only config) were encrypted ool |2 byte ey >
. Following idapy’rhon can help your RE 0x02 encrypted data 1E 9D @9 19 7A D@ 9D 9D

def dec_obf(offset, s): N ; DFYNBEDKJHGAFSTIJECYUKFDEUIH
data = ida_bytes.get_bytes(offset, s+1) iy
iv = datal@]
enc = datal[l:s+1]
dec = ""
for i in range(s):
dec += chr(iv ~ enc[i] & @xFF)
kud = iv << (i % 5 +1) & OxFF
kul = iv >> (7 - i % 5) & OxFF
iv = (iv + (ku@ | kul)) & OxFF
idc.set_cmt(offset, dec[:-1], 1)
return dec[:-1]



BloodAlchemy: Payload Megij,

Persistence

« If run_mode = O or 3 and current_exe_path |= persistence_dir¥test.exe and

persistence_flag(config + 0x34) |= 0, creates persistence depending on the flag 1 : 4.
1. service + startup + taskschd(COM ob)

2. service
3: startup
4: taskschd(COM obj)

Persistence_dir:

TAUTOPATH%¥ Test¥
%Local AppData%¥Programs¥
Test¥
7oProgramFiles7¥ Test¥
%oProgramFiles(x86)7%¥ Test¥

Deed RAT]

Queries like these are a likely sign of Deed RAT infection.

Unlike the sample described above, the backdoor contains the environment pseudovariable %AUTOPATH%,
in the configuration field InstallationPath and, depending on backdoor permissions and system bitness, resol
as follows:

B %AppData% if the backdoor is missing administrator permissions

B %ProgramFiles(x86)% if the backdoor has administrator permissions and the system is 64-bit Windo

B %ProgramFiles% if the backdoor has administrator permissions and the system is 32-bit Windows

We have seen a similar implementation in PlugX, which used the variable %AUTO%.

® ITOCHU
Cyber &
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BloodAlchemy: Payload
Anti debug

« If run_mode = O or 3 and current_exe_path I= persistence_dir¥Test¥test.exe and
anti_debug_flag(config + 0x18) = 1, calls NtSetInformationThread() with
ThreadHideFromDebugger (0x11) to hide thread from debugger

1@2645A8E

1@2645A8E anti_dbg:

102645A8E 6A 18 push 18

:02645A90 ] 4 1F 6 call ds:p_get value_from_config by arge ;
:02645A90 ; antidbg_flag
:02645A90 ; 9: off

:02645A90 s 1% Of

:02645A96 59 = = = = T
:02645A97 85 (0@ j_memclear localfree(v9);

102645499 if ( p_NtSetInformationThread )

return p _NtSetInformationThread( » ThreadHideFromDebugger, 0,
else

:92645A98B
192645A9C
:02645A9D
102645AA3
102645AA5
102645AAA
:02645AAB
102645AAC

[uey

return -2147024769;

ds:p_kernel32 GetCurrentThread

ecx, eax

hide_thread from_debugger SetInformationThread @xl1l
ecx

ecx

ds:p_kernel32_IsDebuggerPresent

n =

nviyvimo nuvwu,m
O O 00

n QO

0
N



BloodAlchemy: Payload
Anti sandbox

* If run_mode = O or 3 and current_exe_path I= persistence_dir¥test.exe and

anti_sandbox_flag(config + Ox1c) = 1, checks, process_name, files and results of DNS.

L aEm aras DU>S

:02643BB3 15 A 6 ds:p_user32_GetCursorInfo
:02643BB9 E8 1 cmp_process ; communicator_exe
segPe0:82645AB6 :92643BB9 - stearr.e,\:e.
seg@00: 02645AB6 loc_2645AB6: :02643B89 ; SteamService_exe
@2645AB6 6A push 1Ch - :02643BB9 ; infium_exe
@:02645AB8 55 € call ds:p_get value from config by| |s :©2643BB9 ; MemCompressionsion_exe
645AB88 ; @: off S :02643BB9 ; sedsvc_exe
$02645A85 3 1:on s :02643BBE 85 C€ test  eax, eax

@2645ABE 5¢ ecx .
- : z short 643
@2645ABF eax, eax :02643BCO ho {Fctz 43BCD

82645AC1 PC j short loc_2645ACC

ol s =

 J

- :02643BC2 7 check_sandbox_env ; cmp DNS results:
seg@@@:82645AC3 EB (6 call check_sandbox - ©2643BC2 + www.microsoft.com
segboo:02645AC38 B test eax, eax . 02643BC2 " 3
Seg@0@:@2645ACA 75 3 jnz short : - R -
:02643BC2 -

:02643BC2 ; cmp files in
:02643BC2 ; filemon.sys
:02643BC2 ; filemon.inf

. :02643BC2 ;3 mrr.exe
:82643BC2 ; sleep.exe
:02643BC2 ; fuzzy.dll
:02643BC7 85 (@




BloodAlchemy: Payload
Process injection

* If run_mode = O or 3 and processinjection_flag(config + 0x54) = 1, try to inject the
previous shellcode into several hardcoded processes in config + 0x58 : Ox64:
+ Jowindir’%¥system32¥SearchIndexer.exe
+ Jowindir/%¥system32¥wininit.exe

v shellcod

+ Jowindir/%¥system32¥taskhost.exe kernel32_VirtualA , 12288,
° o/oWiﬂdif'°/o¥SYST€ﬂ'\32¥SVChOST.€X€ "étl.‘r‘n PI' kernel3? Getlast

if ( !p _kernel32 Wri

* Using Early Bard Injection:
QueueUserAPC() for setting , , _

( !p kernel32 VirtualProtectEx(al,

p kernel32 ResumeThread(a2)

>




BloodAlchemy: Payload
Process creation + injection

* If run_mode = O or 4 and processcreationinjection_flag(config + 0x68) = 1, try to create following processes
from config + Ox6c : 0x74, and injects the previous shellcode into these process:

+ J%owindir%¥system32¥wininit.exe = @x6C;
while ( 1p)
+ Jwindir%¥system32¥taskeng.exe { (s
o/ - 1- o if ( !'p_get _value from config by arg@(
« Jwindir’%¥system32¥taskhost.exe goto LABEL_8;

o - 1. o p_dec_procname_from_conf_0x24_0x58_0x6C(
« Towindir/¥system32¥svchost.exe
j_memset(v3, @, 68);

 Creates targeted process and calls the
function of Early Bard Injection

el32_GetStartupInfoW(v3);
1;
[12]) = e;
 p_kernel32 CreateProcessW(@, [0], 8, 0, 0, 532, 0, &,

early bard_injection_loader_shellcode(v4, ; 8)3

S



BloodAlchemy: Payload
Import corresponding func g

I
L
case 1:

- Set protocol id from the C2 destination: if ( p_get_value_from_config by _argd(exs) )
TCP = 1 el e '
return TCP_MUX_protocol(v4);
HTTP = 2
HTTPS = 3
UDP - 4 ->field @ = 1;

DNS =5 S "

>create_socket_connect = tcp _create_socket_connect;

return TCP_?UX_p’ctch

PIPE - 6 >connect_send_recv = tcp _connect_send_r T
= >recv_data = 2CV
SMB - 7 >shutdown = tcp shutdown;

MUX =8 >shutdonwn_closesocket = tcp_shutdonwn_closesocket;
>wsarecv = tcp _wsarecv;
>wsagetoverlappedresult = tcp
>wsasend = tcp _wsasend;
>wsagetoverlappedresult_ = tcp wsagetoverlappedresult;
pl"OTOCO' id like ShadowPad's >getsockname = tcp getsockname;

->getsockname_ = tcp getsockname_;

wsagetoverlappedresult;

- Import corresponding function of?

L TUCHU — - D o roTio ke SroBlOwArCS .
ICI Cyber p_get_value_from_config_by_ arg@(@xAC);

Intell return DNS_protocol(v9);

protocol plugins




BloodAlchemy: Payload
Backdoor commands

* 15 backdoor commands were implemented

+ 12);
<= Bx1301 )

- @x1101;
]
return bc_1101 update_config ( , )s
= - l:
if (! )
I
L

command

descriptions

0x1101

update config

p_ntdll RtlEnterCriticalSection(&dword_265264

0 ) 5
= bc_1102get_current_config_( , 4354, foffs
p_ntdll RtllLeaveCriticalSection(&dword 26=2
return 3

Forces on loading next plugins?

_ - 1;
if (! )

return bc_1202_update_BrLogAPI_dl1( )3
= - l :

if (! 3
return bc_1203 update DIFX( ) s

0x1102 | get current config
0x1201 | update test.exe
0x1202 | update BrLogAPI.dII
0x1203 | update DIFX
0x1204 | uninstall and terminated
0x1205 | lunch persistence_dir¥test.exe
0x1301 | unknown
| 0x1302 | load received payload, stores into registry value
0x1303 | delete registry value
?x1304 unknown
}x1401 get proxy info
0x1402 | update proxy info
0x1501 [ gather victim info
0x1502 | echo 0x1502




BloodAlchemy: Payload

linked list structure

- Malware creates linked list structure to manage loaded plugins.

managing_doubly linked_list_struc

offset

values

0000

p_first_doubly linked_list

0004

p_last_doubly linked_list

0008

count_loaded_plugins

000C

rtl_critical_section

doubly linked_list O

offset | values

0000 | p_next _doubly linked_list
0004 | p_prev_doubly linked_list
0008 | p_loaded_ plugin_struc O

doubly_linked_list N

offset | values

0000 | p_next_doubly linked_list
0004 | p_prev_doubly linked_list
0008 | p_loaded_plugin_struc N

I'C'I Cyber &
Intelligence

» loaded_plugin_struc O

offset

values

0000

baseaddress_of plugin

0004

rva_of init_func

0008

size_of plugin

000C

plugin_id

0010

unknown

0014

unknown

0018

p_main_func

» loaded_plugin_struc N

offset

values




BloodAlchemy: Payload

linked list structure

- Malware creates linked list structure to manage loaded plugins.

moV ecx, offset init plugin

sub ecx, esi ; rva of init _func of plugin -> @xleld

moV [eax+loaded plugin_ struc.size of plugin], edi ; @xf874

pop edi ; previos _shellcode = @x1200000

movV [eax+loaded plugin struc.baseaddress_of plugin], esi ; 01230000
MoV eax+loaded plugin struc.rva of _init func], ecx ; @xleld

moV ecx, eax ; loaded plugin struc = ©8DD9928

moV [eax+loaded plugin struc.v_unknown ], 1

pop esi ; mode flag

jmp mod doubly linked list



Code similarities



Similarities: Deed RAT
cmp DLL file

0
W con fidenc,

1

BDeed RA

break; iF( = @x104 )
port_rangecheckfailure();
] = ©;

- DLL side-loading,
Simple loader func,
API order is similar

° Filenﬂme, dZCOde, c 0x58000) ;
decryption, junk code

are different




Similarities: Deed RAT
cmp Shellcode

- Shellcode loading process is also similar to Deed RAT
- getapibyhash > decryption > decompress > extract data from structure

BDeed RA

- l)J ’ > [l]) )

0
Y con fidenc,

if (

Crypto algorithm was changed

got BEL_ ; + + 2
X IC
I L
= 520; = 2166136261;
= 26126; for (1 =0; 1 <2; ++)
- 16; = 16777619 * ( A F(R + 3));
qmemcpy ( ,» ( + 1792), sizeof( )); A= @x21
= 0; * ((9 * ((ex2ee1 * ) ~ ((ex2eel * ) >> 7)) ~ ((9
if (! (vs1, &v28, 28, @, @, &52) ) * ((ex2001 * ) ~ ((ex2e0
goto LABEL_33; = A [ 1;
= 2; = H
f(! ( 4, & 8) ) .t
goto BEL _
f(! ( e, 1,9 , & ) ) hile ( )
got ABEL_
5
(e, 2 , 122 a)
£ ( ’) (5 + 4896);
goto LABEL_25 (e, 122 4)
if ( (2, » > > ,» & ) >= 0 && * == -554875564 ) ~et. dec =




Similarities: Deed RAT
cmp Shellcode

Decrypted data structure(like PE?) of next payload is also similar
Magic humber has been modified.

H :
'9h con fidenc,

] > > />3 ct.
\ 21988 4 »
+ 5), 12288, 4); l

offset descriptions data offset descriptions data
0x00 magic number 54 45 ED DE 0x00 magic number 45 AB 45 AB
ox04 plugin id 0x20 ox04 plugin id? 0x10
0x08 entry point 0x1740 0x08 entry point Ox698c
oxoc original base 0x400000 Oxoc original base? 0x400000
ox10 absolute offset 0x1000 ox10 absolute offset? 0
ox14 size of virtualalloc 0x5000 ox14 size of virtualalloc 0x17000
ox18 size of raw data 0x5000 0x18 size of raw data Ox1l6fab
Ox1c ..etc ICI (I:: ox1c ..etc

In

(=]



Similarities: Deed RAT
cmp Payload

- After both EntryPoint is almost same for setting an exception to write
7 ALLUSERPROFILE 7%error.log with the same format

IL'1' .
'9h con fidenc,

Deed RAT p_kernel32_ SetUs ! F(c_write_error_log);
= H c_AddVectoredContinueHandler();
= 3 = 0;
if ( getprocaddrbyhash(&setunhandledexceptionfilter, &dword_CF51A4) ) = 9;
setunhandledexceptionfilter(c_write_error_log); = 9;
= 8; dec_edx(15);
4.4d-%2.2d-%2.2d %2.2d:%2.2d:%2.2d Exception Address: p, Code: (%8 .8 4.4d-%2.2d-%2.2d ¥2.2d:%2.2d:%2.2d Exception Address p, Code 8.8
( ) ( )
B i . - {
void (*vl)(void); // int ModuleHandleA;
[ 1s i y
r ] >
r ].;ﬂﬂ’ o [ 1
[23s £ int 21313 J/
[e] = e; (51
[1] = ©; .
a3 £ o . = = ; . =2 memset( » ©, sizeof( ¥)3
i ( gf_pjofa?d'?yha?hg&p_Ge__oca-lee, &e_GetlLocalTime) ) dec @ | R )2 2d , @x62u);
p_GetlLocalTime( ) — A= - — e __< <4
dec(&fomat 4 ad 2 2d )s p_kernel32 GetlLocalTime( )3
= p_user32_wsprintfA(v3, vs[e], va[e], va[1], v4[3], va[a], va[s], va[6], (] T_memset(v4, @, sizeof(v4));
)3 - . : S R e = =
if ( getprocaddrbyhash(&kernel32_OutputDebugStringA, &e_outputdebugstringA) ) & e (?anLD‘_Get”CdufEHa”d*?H(e: ( - Y[31); -
kernel32 OutputDebugStringA(v3); p_usej:2_usp”1ntfa( o i (el, [el., (11, [31, (4], (51, (61,
write error_log(v3); ¥ALLUSERSPROFILEX\error.log *ef”e-Bz_OUTPUtDEbU8>t”1”84( s ) s 7 _ )
C_c_lccalf*-ee( 1 wr‘lte_er‘r‘or‘_log( ¥s AALLUSERSPROFILE®\error.log
return @; j_memclear_localfree( )
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Similarities: ShadowPad
cmp Payload

- Plugin names are similar to ShadowPad
- Plugin loading scheme is also similar

case 1:

Module ID Module name Module timestamp p_commands_1101 13 = backdoor_command;

i return @;
58338 DNS Fri 15 Mar 2019 05:22:19 PM UTC case 2:

3331 TCP Fri 15 Mar 2019 05:21:40 PM UTC *a3 = 0x10;

22707 UDP Fri 15 Mar 2019 05:22:13 PM UTC fEtff” 9;

48503 HTTP Fri 15 Mar 2019 05:21:48 PM UTC ceme - 8;

33173 HTTPS Fri 15 Mar 2019 05:21:56 PM UTC goto LABEL_10;

4626 Root Fri 15 Mar 2019 05:23:15 PM UTC case 4

12996 Config Fri 15 Mar 2019 05:23:26 PM UTC [l ABEL 10:

61013 Plugins Fri 15 Mar 2019 05:23:21 PM UTC memset(v5, @, sizeof(v5));
5176 Online Fri 15 Mar 2019 05:23:49 PM UTC Siﬁgfi:gﬂ_lst,cpj,f_.( , 8);
35573 Install Fri 15 Mar 2019 05:23:43 PM UTC j_memset_localfree_0(v5);

= @x28;

return @;
case 5:
= & commands_1101 13 ;
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Similarities: Deed

Summary of code Similarities:

- Payload header structure

- Plugins loading scheme

- Plugin names

- Linked list structure for plugins
- Config structure

- Persistence dir and conditions | |
- Error msg fmt and file of excdpi
- DLL loader and loading Shellcog

BloodAlchemy is a new variant of Deed RAT
and the origin was Shadowpad ; é)




Infrastructure



Extracted C2s

Infrastructures of Cobalt Strike Beacon and BloodAlchemy

Cobalt Strike Beacon I: 121.41.35[.165 + watermark 426352781

Cobalt Strike Beacon IT: cdn39a700bb.jptomorrow[.Jcom + watermark 2029527128
BloodAlchemy I: TCP://cdnlac7bdd3.jptomorrow[.Jcom:443

BloodAlchemy IT: HTTPS://cdnlac7bdd3.jptomorrow[.]Jcom:443

* BloodAlchemy (Elastic): HTTPS://cdn-hk-6dc8.bogotatrade[.]Jco:443

Date (UTC) 3

2023-12-02 15:03:41
2023-11-25 21:06:31
2023-11-24 16:14:22
2023-11-23 10:09:01
2023-11-20 13:03:51
2023-11-18 15:03:33
2023-11-17 10:04:13

2023-11-16 17:29:04

2023-11-16 09:21:40

2023-11-13 22:11:02

l10C Malware Tags

Date (UTC) ¥ 10C Malware Tags

2023-11-07 18:43:17 216.120.201.106:53 obaltStr [ SHOCK-1]
2023-10-17 18:113:40 [0 68.170.2.60:53 [ AMAZON-AES [ 1
2023-10-17 18:13:39 [0 spfl.superpeggy.com [ AMAZON-AES | 1
2023-10-15 08:14:18 38.54.45.144:53 oba

@ http://124.71.158.221/load 3 Cobalt Strike Jll Col ke | cs-watermark-426352781 ]

0 23.94.76.46:53 3k Cobalt Strike ColoCrossing

@ http://124.71.46.93:8080/en_US/all.js [ Co

@ http://101.201.50.90/push 5 Cobalt Strike Ji CobaltStrike

2023-10-15 08:14:17 [ dc.sunsetwxllc.com .
2023-10-1115:35:59 [0 154.39.157.5:53 SobaltStrike | cs-watermark-2029527128 |
2023-10-1115:35:56 spf.lemeridie-fiji.com SobaltStrike | cs-watermark-2029527128 [ HO
2023-10-09 08:33:33 (0 38.54.101.95: :

2023-10-09 08:33:32 [ ssa.bphsearch.com JobaltSt
2023-10-06 17:35:53 ([} 38.180.78.177:53 ¥¥ Cobalt Strike b COGENT-174

2023-10-06 17:35:52 cache.thorjane.{ 2 O 2 9 5 2 71 2 8‘ cs-watermark-2029527128
® ITOCHU D
Cyber &
Intelligence

D http://16.163.101.10:2052/jquery-3....  Iary LS e C L T
@ http://43.130.70.58:8033/fwlink ¥ Cobalt Strike il Col | cs-watermark-426352781
D http://43.130.70.58:8001/updates.rss  ITnny o OIS PPy

D http://152.136.128.162:12345/ga.js 3k Cobalt Strike ike
TENCENT-NET-AP Shenzhen Tencen...]

@ http://114.115.220.199:8089 Shina Unicom Beiji[...] | CobaltStrike

@ www.domainsec.club 4 2 6 3 5 2 7 8 1cs-watermark-4283527a1




iptomorrow[.Jcom - whois

Entity: - Whois data

Role:
REGISTRANT
ADMIN
TECHNICAL
VCard:
Kind: individual

egistrar:
Handle: 2774153340 _DOMAIN_COM-VRSN
LDH Name: jptomorrow.com
Nameserver:
LDH Name: control.dnspod.net
Status: Active
Nameserver:
LDH Name: scheat.dnspod.net
Status: Active
SecureDNS:
Delegation Signed: false

Formatted Name: Huang Shan
Address:

Event: Street:

Action: registration
Date: 2023-04-19T07:01:

Event:

LianJinCunl?
Locale: Gao An
Region: JIANGXI
Postal Code: 336200

Action: expiration
Date: 2024-04-19T07:01:
Event:

Action: last changed

Date: 2023-04-19T07:01:26.752Z
Event:

Action: last update of RDAP database

Date: 2023-04-20T12:12:59.3487Z

Status: client transfer prohibited

Country: CN

Email: 3280132818@qq.com
TYPE: voice

Status: Active

® ITOCHU
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3280132818 @ gq[.]com

Domain registration Registrar Email Name Organization [Street City State CP:gzt:u Country|Phone
orom o ezmocn (505"
o pic oo (005
naiion S5 Potueneasnion e Hmsh s I
oron pien sz 10
orom o oo 505"
zvr;/]eetdatepalm[.]c 521-35035252 Et?giclz_lgdo.rgg)iilaRegistry[.]com ggg[l]ii%S li bin li bin hepingbeilu38haoltai yuan [SHANXI [030000|CHINA 862406075
1IC| o -
Intelligence




dress Information

tai yuan SHANXI
KR ILUFEHE

JIANGXI

T4 IOI ggg:u& hpingilu

Intelligence



Related Domain

* 1 more domain is also hit. (no e-mail address but other information is similar)

chickenchic i%g(sogzoo IC?}I(\:/I%/Lr}';ernet Group, Huang Huang  [LianJinCun Gao JIAN 33620 . [+86.62
kengo[.Jcom R ' Shan [Shan 17 An  |GXI 0 406075
Z Onamael.Jcom

LianJinCun Gao An JIANGXI

ERN SR™ LA
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Earth Estries ?

Trend Micro published an APT actor report on August, 2023.

Collected domain list matches some domains in their IoCs.
They named this Threat Actor as "Earth Estries”.

The infrastructure was almost same, but malware set is different.

Table 6. History of registered domains following the keyword “3280132818@qq.com”

Domain keyword search: “3280132818@qq.com”

Domain Registers Expires

Jul 4, 2023 Jul 4, 2024

Vidy Lo, LUL

Ao A0 T A
Ay Q 20N
."‘.l:.- | | d, AL

Mar 21, 2024
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From this report

- Related domains based on their investigation resulf.

° S mG r'.l.l |n kCO I"p [ . ]neT Table 4. Information on ictivities referenced with WHQOIS protocol
Domain Registrant information

- oxcdntech [ . ]C (0] 41 * nx2.microware-help[.Jcom * Re

e Re

egistrar: Bizcn, Inc.

istrar: Xin Net Tech n-::rlc:gj,f Company

e gast.smartp J!S{T.F?:EIL".JTC{'.U]’?

« Organization: De Wang Mao Yi You Xian Gong Si (De Wang E58IE2a)

e City: Qinyuanshi (j&i=rh)

smart

ii F b
e I |I |r I I"'l

dntechf.Jcom Organizaton: De Wang Mao Yi You Xian Gong Si (De Wang E

Email: 3
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smartlinkcorp[.]net - whois

Domain Name: SMARTLINKCORP.NET

Registry Domain ID: 2687395568 DOMAIN_NET-VRSN

Registrar WHOIS Server: whois.internet.bs

Registrar URL: http://www.internetbs.net

Updated Date: 2022-04-30T11:23:23Z

Creation Date: 2022-04-06T22:47:55Z

Registrar Registration Expiration Date: 2023-04-06T722:47:55Z
Registrar: Internet Domain Service BS Corp.

Registrar IANA ID: 2487

Registrar Abuse Contact Email: abuse@internet.bs

Registrar Abuse Contact Phone: +1.5163015301 Registry Registrant ID: Not disclosed

Registrant Name: Not disclosed Not disclosed

Registrant Organization: de wang mao yi you xian gong si

Registrant Street: guang dong sheng qing yuan shi ging xin qu huan cheng lu 3S1lhao
Registrant City: qingyuanshi

Registrant State/Province:

Registrant Postal Code: 511500

Registrant Country: CN

Registrant Phone: +86.07634320322

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: b7c3172628238d44113dbS94a72dfce7d.gdrp@customers.whoisprivacycorp.com
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oxcdntech[.]Jcom - whois

Domain Name: OXCDNTECH.COM
Registry Domain ID: 2755832342 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.internet.bs
Registrar URL: http://www.internet.bs
Updated Date: 2023-02-14T02:21:197
Creation Date: 2023-02-03T07:56:58Z
Registry Expiry Date: 2024-02-03T07:56:58Z
Registrar: Internet Domain Service BS Corp
Registrar IANA ID: 2487
Registrar Abuse Contact Email: abuse@internet.bs

Registrar Abuse Contact Phone: +1.5163015301 . . :
Registry Registrant ID: Not disclosed

Registrant Name: Not disclosed Not disclosed

Registrant Organization: de wang mao yi you xian gong si

Registrant Street: guang dong sheng qing yuan shi gqing xin qu huan cheng lu 391hao
Registrant City: gingyuanshi

Registrant State/Province:

Registrant Postal Code: 511500

Registrant Country: CN

Registrant Phone: +86.07634320322

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: b7c¢3172628238d44113dbS4a72dfce7d.gdrp@customers.whoisprivacycorp.com

® ITOCHU
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another domains

b7¢c3172628238d44113db94a72dfce7d.gdrp @ customers.whoisprivacycorp[.Jcom

PostalCo

corp[.Jcom

cheng lu 391hao

Domain registration Registrar PrivacyMail Name Organization Street City State de Country [Phone
. . b7c3172628238d44113db94a72df . . +86.069
2023-05- Internet Domain Service BS Not disclosed |. .. mang shi nan bang lu 111
protoncdn[.]Jnet 10T02:19:207 Corp. ce7d.gdrp@ . Not disclosed li cai ling hao 2309 de hong 678400CN 261766
customers.whoisprivacycorp[.Jcom 02
e . . b7c3172628238d44113db94a72df . lguang dong sheng qging .
oxcdntech[.Jcom 2023 0_2 . Internet Domain Service BS ce7d.gdrp@ de wang mao yi yuan shi ging xin qu huan dingyua 511500CHINA
03T07:56:58Z Corp . lyou Xxian gong si nshi
customers.whoisprivacycorp[.Jcom cheng lu 391hao
0. . . b7c3172628238d44113db94a72df . lguang dong sheng ging . '860763
rtsafetech[.Jcom 2022 1,0 . Internet Domain Service BS ce7d.gdrp@ de wang mao yi lyuan shi ging xin qu huan dingyua 511500/CHINA 1432032
08T04:02:17Z Corp . lyou Xian gong si nshi
customers.whoisprivacycorp[.Jcom cheng lu 391hao 2
Mo . . b7c3172628238d44113db94a72df . lguang dong sheng qging .
trhammer[.Jcom 2022 0_9 . Internet Domain Service BS ce7d.gdrp@ de wang mao yi yuan shi ging xin qu huan dingyua 511500CHINA
03T15:34:54Z Corp . lyou xian gong Si nshi
customers.whoisprivacycorp[.Jcom cheng lu 391hao
smartlinkcorp[.]Jn[2022-04- Internet Domain Service BS g;;g17d2r6%£238d44113db94a72df gingyua 511500CHINA ig%gg
et 06T22:47:55Z Corp -9drp L nshi
customers.whoisprivacycorp[.Jcom 2
keyplancorp[.Jco [2021-12- Internet Domain Service BS b7¢3172628238d44113db94ar2df de wang mao yi guang d_on_g shgng aing gingyua
An. ce7d.gdrp@ . . [yuan shi ging xin qu huan ; 511500CHINA
m 16T03:20:00Z Corp . lyou xian gong Si nshi
customers.whoisprivacycorp[.Jcom cheng lu 391hao
a1 . . b7c3172628238d44113db94a72df . lguang dong sheng ging .
rthtrade[.Jcom 2021 1,1 . Internet Domain Service BS ce7d.gdrp@ de wang mao yi lyuan shi ging xin qu huan dingyua 511500/CHINA
237T02:15:11Z7 Corp . you Xian gong si nshi
customers.whoisprivacycorp[.Jcom cheng lu 391hao
. . b7c3172628238d44113db94a72df . lguang dong sheng ging .
rtwebmaster[.]Jco[2021-11- Internet Domain Service BS S de wang mao yi - . gingyua
m 17T09:22:577 Corp ce7d.gdrp@customers.whoisprivac you xian gong si yuan shi ging xin qu huan nshi 511500CHINA

ICI
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address

guang dong sheng qging yuan shi
At IRRA

ging xin qu huan cheng lu
BHTR WS
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address

de hong mang shi nan bang lu
EWE R =W R
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cdn83a2481b.smartlinkcorp[.]Jnet

- 216.238.85.128

Vultr Holdings, LLC (VHL-176)

PSIMNet, Inc. (PSI)

VULTR-MEXICO (C07991065)

OM? The Constant Company, LLC (CHOOP-1)

4/4 BDTCL-CN
ACEVILLEPTELTD-5G

° ITOCHU
Cyber &
Intelligence




digitelela[.Jcom used this IP

- 216.238.85.128

HK Limited
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digitelela[.Jcom - whois

Registrar:

Handle: 2645196483_DOMAIN_COM-VRSN
LDH Name: digitelela.com
Nameserver:
LDH Name: control.dnspod.net
Status: Active
Nameserver:
LDH Name: scheat.dnspod.net
Status: Active
SecureDNS:
Delegation Signed: false
Event:
Action: registration
Date: 2021-10-03T01:00:40Z
Event:

Action: expiration
Date: 2022-10-03T01:00:407
Event:

Action: last changed

Date: 2021-10-03T701:00:40.679Z
Event:

Action: last update of RDAP database

Date: 2021-10-05702:39:14.781Z

Status: client transfer prohibited

Entity:

Role:
REGISTRANT
ADMIN
TECHNICAL

VCard:
Kind: individual
Formatted Name: Li Caiwang
Address:

Street:

tianjin

Locale: tianjin
Region: TIANJIN
Postal Code: 301600
Country: CN

Email: 3@87384364(@qq.com
TYPE: voice

Status: Active

® ITOCHU
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3087384364@qq[.]Jcom

Intelligence

Domain registration Registrar Email Name Organization |Street City State (Fj’é)staICo ;Sountr Phone

SpNappednllco 202307 oo USA Ine dbaDomain  OBTSBIE Ly g sumiptuang dunxi bumnanunnan [NVA| ser00cn (70087128
z7-tech[.Jcom gg'zri_?,oiZlZZ ﬁl?gici_[t)%rg;ki)rqaRegistry[.]com 3535[3’]80?)3;?4 Li Caiwang tianjin -I{IIAN‘JI 301600CN 43-22.85730
oteaneon (2205, PRGN o o Licanars
anynucleus[.Jcom ig'%(l)711223z ﬁggiclz_lg%rg;?r/ﬁ?egistry[.]com ggg[:s]i i?r’r?‘l Li Caiwang |Li Caiwang [tianjin tianjin LIAN‘]I 301600/CHINA 268573033
digitelelal. com 53%1180402 ﬁl?giclz_lgin?;ti)rll??egistry[.]com gg;ﬁ]scﬁsll Li Caiwang tianjin -Il\-IIANJI 301600CN ;22.85730
lyncidc[.Jcom igigggb:szz NameSilo, LLC ggzlf]i‘;?f“ Li Caiwang gg‘;tjh Haiwan sha”jia” gﬁg”gd 524000CHINA 222898391
ayeglobal[.Jcom ig.ﬁ;)gs 417 NamesSilo, LLC 233;[3 ]i i?r?‘l Li Caiwang gg:tdh Haiwan Shanjian gzgngd 524000CN 22‘71398391
ayugroup[.Jcom ig'}'?)7033592 NamesSilo, LLC ?(’@Oc?;f ]8C i:::‘l Li Caiwang gg:tdh Haiwan ghanjian gzgngd 524000/CN 321398391

1G] o




Related Domains

- 2 more domains are also discovered. (another e-mail address found 3563759251 @qq[.Jcom)

PDR Ltd. d/b/a 356375925 | .
trade2021[.]Jn 2021-02- : : . Li N _ ... [TIANJ CHIN [8685730
ot 23T707-21:197 PublicDomainRegistry[.]c|1 Caiwang Li Caiwang tianjin tianjin N 301600A 333

om @qq[.Jcom
: PDR Ltd. d/b/a 356375925 | .
ipv6to4dns|.]c[2019-07- : : : Li o _ ... [TIANJ CHIN [8685730
om 30T01:15:547 PublicDomainRegistry[.]c(1 Caiwang Li Caiwang [tianjin tianjin N 301600A 333

om @qq[.Jcom

ICI

ITOCHU
Cyber &
Intelligence




Characteristics of infra

» The attacker set up IP address resolution for only subdomains.

> chickenchickenzo. com
Server:  UnKnown

Address:  182.168.201.10

otk Mo internal twpe for both IPwd and [PvB Addresses (A+ABALY records available for chickenchickengo.com
» cdn-7391 . chickenchickenzo. com
Server:  UnkEnown

Address:  182.168.201.10

Mon-authoritat ive answer:
Mame: cdn-7391. chickenchickenga. com

Address:  43.245.195.161

» odn=7391. chickenchickenzo. com
Server:  UnKnown

Address:  T42.168.201.10

Mom-authoritat ive answer:
Mame: cdn-7391 . chickenchickengo. com

Address:  43.245.198.161

® ITOCHU
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Characteristics of infra

* Most of the C2 servers were used for a single DNS resolution.

subdomain P Latest NetName Org.
cdn19b0.truecdnnetwork|.Jcom 38.54.20[.]12 2023/11/30|COGENT-A PSINet, Inc. (PSI)
cdn4b67.sprintappcdn[.Jcom 158.247.230[.]187 2023/7/30|CONSTANT-AP The Constant Company, LLC

host0249.mncdntech[.Jcom

135.181.91[.]249

2023/9/15

DE-HETZNER-19931109

Hetzner Online GmbH

cdn-7391.chickenchickengo[.Jcom

64.176.224[.]148

2023/8/14

CHOOP-1

The Constant Company, LLC (CHOOP-1)

cdn-7391.chickenchickengo[.Jcom

38.60.146[.]188

2023/9/3

KAOPUCLOUD-SG

KaopuCloud-SG (C09203248)

cdn-7391.chickenchickengo[.Jcom

43.245.198[.]161

2023/10/4

IPTELECOM-SG

IPTELECOM Singapore Network

cdn-82d1.vultr-dns[.Jcom

154.39.157[.]152

2023/717

MEGALAYER-GCNT-NET-1

HONG KONG Megalayer Technology Co.,Limited (C07949252)

cdn-7a3d.vultr-dns[.Jcom

64.176.7[]172

2023/6/19

NET-64-176-6-0-23

Vultr Holdings, LLC (VHL-176)

cdn09198213.protoncdn[.]Jnet 149.28.159[.]228 2023/8/29|CONSTANT The Constant Company, LLC (CHOOP-1)
cdn09198213.protoncdn[.]Jnet 23.105.214[.]1237 |? IN-27 IT7 Networks Inc (IN-27)

cdn44820125.protoncdn[.]Jnet 64.176.2[.]236 2023/9/17|CHOOP-1 The Constant Company, LLC (CHOOP-1)
cdn44820125.protoncdn[.]net 37.235.53[.]164 |? EDIS-ES-NET EDIS Infrastructure in Spain

cdn39a700bb.jptomorrow[.Jcom 154.39.137[.]42 2023/7/27MEGALAYER-GCNT-NET-1 HONG KONG Megalayer Technology Co.,Limited (C07949252)

cdn39a700bb.jptomorrow[.Jcom

27.124.24[.]182

CTG124-24-HK

CTG Server Ltd.

cdnlac7bdd3.jptomorrow[.Jcom

103.43.188[.]63

2023/9/13

WEST263G0O-HK

West263 International Limited

cdnlac7bdd3.jptomorrow[.Jcom

27.124.24[.]147

CTG124-24-HK

CTG Server Ltd.

® ITOCHU
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Characteristics of infra

Set NS* : 8.8.8.8 or 8.8.4.4

nsl.chickenchickengo[.Jcom 8.8.8.8 2023/9/6
nsOl.vultr-dns[.Jcom 8.8.8.8 2023/9/11
ns09198213.protoncdn].]net 8.8.8.8 2023/8/15
nsl.hammercdntech[.Jcom 8.8.8.8 2023/6/9
ns2.rtsafetech[.Jcom 8.8.8.8 2023/6/13
nsl.trhammer[.Jcom 8.8.4.4 2022/10/24
nsl.bogotatrade.co 8.8.4.4 2023/9/22
ns.z7-tech[.Jcom 8.8.8.8 2023/6/5
ns4.digitelelal.Jcom 8.8.4.4 2023/10/5
ns4.digitelela[.Jcom 8.8.8.8 2023/4/18
nsl.digitelela[.Jcom 8.8.4.4 2022/8/26
nsl.ipv6to4dns[.Jcom 8.8.4.4 2022/2/10
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from 2019

- We suspect this threat actor works more than 5 years.
- We compare ShdowPad C2 IoC list by Carbonblack and some IPs are found

their list.

- And 2021 to 2022, they may use ShadowPad for their attacks.

c2_ip first_seen last_seen protocol port version MATCH
15|43.129.188[.]223 2021/10/17] 2022/10/16[TCP 443Variantl 65|cdn7ac0278b.smartlinkcorp[.]net
36(149.127.176[.]12 2022/6/22 2022/6/22HTTP 80(Variant3 77|nsroot.uswatchcorp[.Jcom
47/103.209.233[.]172 2022/1/30 2022/1/30HTTP 443|Variant3 131|pro.smartpisang[.Jcom
56|149.127.176[.]12 2022/6/10 2022/6/10HTTP 443\Variant3 77\nsroot.uswatchcorp[.Jcom
1G] o
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Conclusions



Conclusions

- Please, manage all accounts carefully including providing outside

- BloodAlchemy is a new variant of Deed RAT and the origin was Shadowpad
—
- Infra has many characteristics, when you find suspicious please check it!
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ToCs

BrDifxapi.exe fbledee3efa630a4617f20c7b47844b5 BloodAlchemy
BrLogAPI.dll 24a208ef3a8cclc41ec8f5dce8915730
DIFX 2c485c80588d71e799d50b497e0723¢c9
dxgi.cfg 5576c0993488db967¢c298af9a84b0c3d CobaltStrike
dxgi.dll 30427ce361075941187ea9821b553423
sfc.exe 6c3045560465c27cd845b004ddellcbe

cdnlac7bdd3.jptomorrow[.]Jcom - BloodAlchemy

BloodAlchemy
By Elastic

cdn-hk-6dc8.bogotatrade[.]co

121.41.35[.165 426352781 .
CobaltStrike
cdn39a700bb. jptomorrow[.]Jcom 2029527128
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