
Eastern Asian Android
Assault ─ FluHorse



Researchers

Alex Shamshur Raman Ladutska

@DaCuriousBro@shuraGlyph



Agenda

Infection chain

Flutter. Complications of the analysis 

Approach to reverse-engineering 

Open-source contribution

Malware overview. Attack scheme



Each transaction is subject to a fine of 300 yuan. Please 
use your mobile phone to click and download the 
Yuantong Electric Collection App as soon as possible.

Each transaction is subject to a fine of 300 yuan. Please 
use your mobile phone to click and download the 
Yuantong Electric Collection App as soon as possible.

Infection chain: lure

malicious site

file:///C:/Users/user/Downloads/3ebc1d10-3a65-48ed-8840-df8c849de360_Export-23521030-7fee-478b-950b-dc94bb56993c/%5bDraft%5d%20Serving%20malware%20with%20Flutter%206dcdbc07442f414a8319228ed0d03cd8/phish_email.png


Each transaction is subject to a fine of 300 yuan. Please 
use your mobile phone to click and download the 
Yuantong Electric Collection App as soon as possible.

Infection chain: lure

Real: fetc.net.tw

Malicious: fetc-net.com

file:///C:/Users/user/Downloads/3ebc1d10-3a65-48ed-8840-df8c849de360_Export-23521030-7fee-478b-950b-dc94bb56993c/%5bDraft%5d%20Serving%20malware%20with%20Flutter%206dcdbc07442f414a8319228ed0d03cd8/phish_email.png


Infection chain: notable targets

[hidden]@hchg.gov.tw

[hidden]@tienjiang.com.tw

Hsinchu Country Government

Tien Jiang Enterprise Co., Ltd

Sports and medical supplies

Taiwanese Country administration

mailto:hlchan@hchg.gov.tw
mailto:carey@tienjiang.com.tw


Malware undetected for months



Mimicked applications

Taiwan Thailand

Electronic Toll Collection Transportation

Vietnam

Banking



Phishing scheme

Victim is asked to
input credit card details

Victim is asked to wait
for several minutes

SMS 

intercepted

Victim is asked to
input credentials

Malware operators make use
of stolen data

Malware is
installed as an APK

WHILE THE VICTIM IS WAITING…

If 2FA is required, it is
sent directly to the attackers



Electronic Toll Collection: malicious

Asks for 
credentials

Asks for credit
card data

Proposes to wait
for 10 minutes



Electronic Toll Collection

Original Malicious



Vietnamese Online Banking: malicious

Asks for 
credentials

Proposes to wait
for 15 minutes



Vietnamese Online Banking

Original Malicious



Techniques used
Evasions?

Code obfuscation?

Long delays before execution?

Open-source framework from Google

INSTEAD…



How malware was developed



How malware was developed



How malware was developed

Internal runtime 
environment
(libflutter.so)

Tricky to analyze

User program
(libapp.so)



Analysis approach



Data Memory

Analysis approach

Object pool

object = object_pool [object_index]

object 1 data

object 2 data

object 3 data

object 4 data

Object Pool

object 1 info

object 2  info

object 3  info

object 4  info



Analysis approach

Using existing open-source tools

Dynamic analysis required

Enhancements needed to the existing tools



Open-source projects

Tools for our case



Plan

Gather symbols with reFlutter

Dump memory with flutter-re-demo

Analyze dump in IDA

Load dump to IDA with flutter-re-demo



Symbols



Dumping memory
Memory

Symbols

Object Pool



Searching for references

No references of interest found using flutter-re-demo



Flutter-re-demo

How flutter-re-demo works

Dump Load Process

Find 
reference

Extract 
object index

Create 
reference



Searching for references

How Dart accesses global objects



Searching for references

How Dart access global objects

instructions_arm64.cc constants_arm64.h



Searching for references

Not all usage of Object Pool marked as reference

but



Searching for references

Several constructions are not supported

ADD      X17, X27, #0x18,LSL#12
LDR      X17, [X17,#0xA58]

LDR      X24, [X27,#0x20]

Supported Not supported
ADD      X16, X27, #0x750
LDP      X5, X30, [X16]

ADD      X16, X27, #7,LSL#12
ADD      X16, X16, #0x7D0
LDP      X5, X30, [X16]

ADD      X16, X27, #0xE,LSL#12
LDP      X5, X30, [X16,#0x1E0]



Searching for references

Explanation on how we add support of new constructions



Searching for references

After modifying the tool, we got references of interest



Unfolding the malware logic

Inspecting references, we found protocol commands

command

fields



Full protocol description

Endpoint Description Method Fields

/addcontent

/addcontent2

/addcontent3

POST

POST

POST

с1 – user login

с2 – user password

ids – always empty

с3 – card number

с33 – expiration date

с333 – CVC

ids – always empty

с4 – SMS message

Exfiltrates victim’s
credentials

Exfiltrates victim’s
credit card data

Exfiltrates intercepted
SMS messages



Example of a request to C&C server

As captured in real-time

POST /addcontent3

user-agent: Dart/2.16 (dart:io)

content-type: application/x-www-form-urlencoded; charset=utf-8

accept-encoding: gzip

content-length: 12

Body: ids=&c4=7597

SMS text: 7597



Symbols from reFlutter

We also found a code responsible for SMS listening

No symbols



Open-source contribution

Flutter-re-demo project



Open-source contribution summary

Added parsing of some previously unsupported constructions for 
accessing Dart objects

Added saving of the key information during dynamic analysis and 
using this information in IDA scripts



Research summary
Several Eastern Asian applications with 100k+ installs mimicked

Enhancements to open-source analysis tool proposed

Cross-platform open-source framework used for development

Tricky to analyze, internal runtime is used

No detects in VT within months

Emails of high-profile entities among targets



Big thanks to our colleagues!

Sam Handelmann Ohad Mana



Need more information ?
Google for

“Asian Assault FluHorse”
Google for

“flutter-re-demo”

or or



Thank you for the attention!

Contact us:
alexandrsh@checkpoint.com

ramanl@checkpoint.com
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