
Bigpanzi: The Cybercrime Syndicate 
Behind Million-Device Botnets



Message From Bad Guys !



WHO ARE WE ?

Alex Turing 

➢Kaspersky, 360, QAX
➢APT Hunter
➢{ Engine | Kernel } Developer
➢{ VB | SAS | Botconf } Speaker
➢ DDoS Researcher

Our Team :  XLAB
➢Formerly: 360netlab
➢Research: DDoS | DNS

XLAB GAY
Palo Alto Networks Is GAY Too



Quick Survey

Pcdn botnet?



Today’s Menu

Appetizer
➢The Bigpanzi Gang Overview

Main Course
➢An Unknown ELF Sample (0/64,2021)
➢Pandoraspear Botnet (170K,2021)
➢Pcdn Botnet (800K, 2024)
➢OTA Firmware (APK & Forum)
➢Vo1d Botnet (1.69 M,2025)

Dessert
➢Bigpanzi Identity (CTO?)



Bigpanzi Overview
History,  Assets,  Scale …



Overview – Bigpanzi

Bigpanzi 
Syndicate

Highly 
convert
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history

Multi-
platforms
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devices
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scale

DDoS

backdoor

Residential 
proxy

Pirated 
streaming

Some Key Words

✓ Traceable back to 2016
✓ First Reported in 2023
✓ Pandoraspear & pcdn botnet
✓ Vo1d botnet
✓ Million Nodes
✓ DDoS, Proxy , Ad fraud
✓ Android Set-Top Box/TV
✓ eCos Satellite Receiver



Overview – Seized Hardcoded Assets

2 Pandoraspear C2 1 Pcdn C2 & Downloader



Overview – Scale 

Daily active: 800,000+ 86% located in Brazil

Pcdn & Pandoraspear



Overview – Seized DGA Assets

256+ VO1D DGA C2



Overview – Scale

Daily : 900,000+ Worldwide

Vo1dPeak: 1.58M+



An Unknown ELF sample from 2021

Packer, DDoS, Mirai, C2 …

The Genesis of All



The Unknown – Packer

VT live hunt standard upx

modified upx



The Unknown – Packer

0x71284075, 31/64 0x414d4f52, 11/64

It works!!!



The Unknown – DDoS

Strings Borrow code from mirai



The Unknown – Backdoor

IDA REFS



The Unknown – C2

4 GROUP



The Unknown – A Big FISH

50,000+ bots
➢ located in Brazil
➢ cyclical fluctuations

Fix sinkhole server’s bug

170,000+ at the peak 



The Big Fish Bites Back

We experienced adversarial
operations

 Xlab Sinkhole Server is under attack

We observed
 Bot Scale is shrinking



The Pandoraspear Botnet

Evolution, Algorithm, Harvest, Leads …

A Ghost with Roots in 2016



Pandoraspear - Samples

From 2016 to 2024, 15 versions



Pandoraspear - Evolution

2024.01 - 2024.09
➢ 9 months
➢ V11 – V15

V14: New C2 / Hosts Server  
2024.07.29

2016.x – 2023.12
➢ 8 years
➢ V1 – V10

V4: leverage Mirai attack 
vectors



Pandoraspear - Evolution

2024.01 - 2024.09
➢ 9 months
➢ V11 – V15

V14: New C2 / Hosts Server  
2024.07.29



Pandoraspear - Functionality

Key Features
1. Hijack Hosts 
2. Launch Pcdn
3. Execute C2 commands

From 2016 to 2024, 15 versions



Pandoraspear – Hijack Hosts

2 Steps
1. Downloads an encrypted hosts file from 

remote server, decrypts it with Blowfish

2. Replaces the device's /etc/hosts file to 
perform DNS hijacking

Remote Server



Pandoraspear - Algorithm

3 Steps to decrypt
(not base64)

1. Code Table replacement
2. Shift Calculation
3. Blowfish ECB decryption

Reasons for 



Pandoraspear – Algorithm

“Borrow Code” From Lyceum



Pandoraspear – Launch Pcdn  

2 Steps
1. Decrypt Sensitive Strings

2. Build them into a Launch script

Pandoraspear & Pcdn 
“close friend”



Pandoraspear - Algorithm

Format
✓ First 3 bytes are encryption keys (key0, key1, key2)
✓ Remaining bytes are ciphertext
✓ Ciphertext length = key0 ^ key1 ^ key2



Pandoraspear – Execute C2 CMD  

2 Steps
1. Send an encrypted beacon to C2

2. Decrypt C2 commands and execute 
the corresponding functions

Beacon Format {1 or 2}
Support two formats based on SN 
retrieval success



Pandoraspear – Beacon Harvest  

Version



Pandoraspear – Command Harvest  

120,000+ 

Command Format

cmd@cmd_item1@cmd_item2@...@



Pandoraspear – New Leads

fadfa.gdalieyw.com:8080/stb-download/tool/p2p

New Implants
➢Pcdn 
➢Ptcrack
➢P2p_peer
➢Play_station
➢Sysup
➢…
➢ …

URL Pattern
➢ /stb-download/

OTA FIRMWARE



The Android Pcdn Botnet

Evolution, Algorithm, Harvest, Leads …

Inextricable Duo



Pcdn - Samples

Key Features
1:Deploy P2P CDN components
2.Execute C2 commands

7 Samples with subtle differences

2021: Packed by Modified UPX 



Pcdn - Algorithm

Data Segment 
Heavily Encrypted



Pcdn – Deploy PCDN COMPONENTS

2 Steps
1. Download pcdn.tar.gz

2. Execute components in the archive



Pcdn - Execute C2 CMD



Pcdn - Harvest

2024.01.16 Bot Harvest



Pcdn – New Leads

2 PE DDoS Builder

8 DDoS Vectors in Pcdn



DDoS Builder – Slaves

Create Slave
✓ Linux
✓ Windows
✓ STB(?)



DDoS Builder - STB

eCos Based Set Top Box



DDoS Builder – Rom File

mkuspt.com



DDoS Builder - Leads

Smartuptool Firmware
DDoS  in Pcdn

DDoS in firmware



The eCos Pcdn-Like Botnet

Firmware, C2, Forum …

A Covert Twin



eCos Pcdn - Firmware

325 Firmware
➢ boxupsev.mkuspt.com
➢ esc8ccgo.txp3tqc.com
➢ x2x.dlx4c.com

32 Contains ddiyo1task 



eCos Pcdn – C2?

Android Pcdn C2 & eCos Pcdn C2

Same IP



eCos Pcdn – Complaints

The eCos firmware do contains a DDoS component



The OTA FIRMWARE
Pattern, APK, Sysup, Forum …

Sneak into System



Temptation

Dr Web:
Application for streaming pirated movies & TV shows



OTA - Pattern

URL Pattern
➢ /stb-download/

VirusTotal Intelligence
➢ entity:url path:/stb-download/
➢ 22 urls



OTA - APK

Key Features
1. Download package_list.xml
2. Download payload specified in xml
3. Upgrade 

2 APK
✓ Swl.app.Upgrade
✓ Com.swl.bleupdate



OTA - Sysup



OTA - Sysup



OTA - Forum

Fonestero.com

EL_LARA posted firmware named IRIS1800-4K_Pro_11.08.2023.zip



The Vo1d Botnet

Evolution, Algorithm, Problems …

A Conspicuous Kin



Vo1d – “Angry” Boss

2024.09.12, Vo1d botnet, Drweb
✓ 1.3 M devices
✓ Download & Run Executable

XXTEA
DGA(5 seeds)



Vo1d – Surprise

Cypher text Plain text



Vo1d – A little Blue

Are we stupid or what? 
✓ Can’t get the payload
✓ Let‘s use emulator



Vo1d – asr xxtea

IDA F5 Reason



Vo1d – asr xxtea

Reason



Vo1d – A New Campaign

2024.11.28, Vo1d Downloader, XLab
✓ http://38.46.218.36:81/v1.0.0/jddx



Vo1d – “Humble” Boss

2024.11.29, Vo1d Variant, XLab
✓ sl87362.com:v0532:9999 (v05, 32bits)
✓ Download & Run Executable
✓ 1.35M+ nodes at 12.08

XXTEA
DGA(32 seeds)

RSA



Vo1d – Find More

38.46.218.36:81/v1.0.0/jddx
38.46.218.39/v1.0.0/jem

More j-variant ? 7

ssl87362.com:v0532:9999
ssl87362.com:v0832:9999

More {v0532} ? 150+



Vo1d – Infras & nodes

C2
✓ 12

DGA SEEDS
✓ 256+

Downloader
✓ 4



Vo1d – Infras & nodes

Daily : 900,000+



Vo1d – Unsolved Problems

What is the real purpose of the Vo1d Botnet?

How can we disrupt the Vo1d botnet? 



Vo1d – P1: Business 

Mzmess Framework Plugins 

Residential proxy

Ad fraud
Click fraud



Vo1d – p2: Shadowserver 

Daily : 1.4 M +



The Bigpanzi Syndicate

Support Team, Company …

Deliver a Verdict



Syndicate – Beyond SKIDs 

A long history of activity

massive infection scale



Syndicate - Support Team

Pcdn Downloader
✓ ak.tknxg.cf



Syndicate – Official Firmware

FoneStar
✓ RDS-585WHD Smartuptool Firmware



The Bigpanzi Identity
Patent, Speaker, Company 

Illuminating Dark Corners



Identity - TLP:AMBER

The following slides are shy. 
Please don't take photos!



The end of the talk

Bigpanzi 
Syndicate

Highly 
convert

Long 
history

Multi-
platforms

Unique 
devices

Massive 
scale

DDoS

backdoor

Residential 
proxy

Pirated 
streaming

Tip of the iceberg

✓ Long term player
✓ Pandoraspear & pcdn botnet
✓ Vo1d botnet

✓To be continued…

More…

More in 
the 

future
More….

More .. More….



Thanks！
Follow us!@Xlab_qax

Q & A

Special thanks 
TO

Dr web & Shadowserver.


	Slide 1: Bigpanzi: The Cybercrime Syndicate            Behind Million-Device Botnets
	Slide 2: Message From Bad Guys !
	Slide 3: WHO ARE WE ?
	Slide 4: Quick Survey
	Slide 5: Today’s Menu
	Slide 6: Bigpanzi Overview
	Slide 7: Overview – Bigpanzi
	Slide 8: Overview – Seized Hardcoded Assets
	Slide 9: Overview – Scale  
	Slide 10: Overview – Seized DGA Assets
	Slide 11: Overview – Scale 
	Slide 12: An Unknown ELF sample from 2021
	Slide 13: The Unknown – Packer
	Slide 14: The Unknown – Packer
	Slide 15: The Unknown – DDoS
	Slide 16: The Unknown – Backdoor
	Slide 17: The Unknown – C2
	Slide 18: The Unknown – A Big FISH
	Slide 19: The Big Fish Bites Back
	Slide 20: The Pandoraspear Botnet
	Slide 21: Pandoraspear - Samples 
	Slide 22: Pandoraspear - Evolution  
	Slide 23: Pandoraspear - Evolution  
	Slide 24: Pandoraspear - Functionality  
	Slide 25: Pandoraspear – Hijack Hosts  
	Slide 26: Pandoraspear - Algorithm  
	Slide 27: Pandoraspear – Algorithm
	Slide 28: Pandoraspear – Launch Pcdn  
	Slide 29: Pandoraspear - Algorithm  
	Slide 30: Pandoraspear – Execute C2 CMD  
	Slide 31: Pandoraspear – Beacon Harvest  
	Slide 32: Pandoraspear – Command Harvest  
	Slide 33: Pandoraspear – New Leads  
	Slide 34: The Android Pcdn  Botnet
	Slide 35: Pcdn - Samples  
	Slide 36: Pcdn - Algorithm  
	Slide 37: Pcdn – Deploy PCDN COMPONENTS
	Slide 38: Pcdn -  Execute C2 CMD
	Slide 39: Pcdn - Harvest  
	Slide 40: Pcdn – New Leads
	Slide 41: DDoS Builder – Slaves
	Slide 42: DDoS Builder - STB  
	Slide 43: DDoS Builder – Rom File
	Slide 44: DDoS Builder -  Leads
	Slide 45: The eCos Pcdn-Like  Botnet
	Slide 46: eCos Pcdn - Firmware  
	Slide 47: eCos Pcdn – C2?  
	Slide 48: eCos Pcdn – Complaints  
	Slide 49: The OTA FIRMWARE
	Slide 50: Temptation   
	Slide 51: OTA - Pattern   
	Slide 52: OTA - APK   
	Slide 53: OTA - Sysup   
	Slide 54: OTA - Sysup   
	Slide 55: OTA - Forum   
	Slide 56: The Vo1d Botnet
	Slide 57: Vo1d – “Angry” Boss
	Slide 58: Vo1d – Surprise
	Slide 59: Vo1d – A little Blue 
	Slide 60: Vo1d – asr xxtea 
	Slide 61: Vo1d – asr xxtea 
	Slide 62: Vo1d – A New Campaign 
	Slide 63: Vo1d – “Humble” Boss 
	Slide 64: Vo1d – Find More 
	Slide 65: Vo1d – Infras & nodes 
	Slide 66: Vo1d – Infras & nodes 
	Slide 67: Vo1d – Unsolved Problems
	Slide 68: Vo1d – P1: Business 
	Slide 69: Vo1d – p2: Shadowserver 
	Slide 70: The Bigpanzi Syndicate
	Slide 71: Syndicate – Beyond SKIDs 
	Slide 72: Syndicate - Support Team
	Slide 73: Syndicate – Official Firmware
	Slide 74: The Bigpanzi Identity
	Slide 75: Identity - TLP:AMBER 
	Slide 76: The end of the talk
	Slide 77

