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Background




Background: Collection of Post-Exploitation Artifacts

« Information obtained by running a RAT in a sandbox is limited
to Exploitation

m) In incident response and threat hunting,
is also important
* Downloading of additional malware
 Lateral movement within the network

—=




_ Approach

«Development and operation of a Platform (STARDUST) for

observing Post-Exploitation

* Active Directory environment
consisting of multiple hosts

log
collection available
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~ Take Away

 Introducing results obtained from long-term
observation of a RAT using STARDUST

« Post-Exploitation Tactics and Techniques

« Artifacts
« Total duration of C2 communication
« Time until the first observation of Post-Exploitation

Iﬁ> in understanding
Post-Exploitation




STARDUST




~ STARDUST

A platform for

of Post-Exploitation activities
e Constructing an
to deceive attackers

« Implementing support functions
for long-term observation




_ Overall view of STARDUST




_ Simulated Environment

« Composed of multiple segments by default

=>To observe lateral movement
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_ Artifacts Collectible with STARDUST

« Available

Live Forensic Service Host Observation
Windows Event Logs Process information
Master File Table (MFT) Screen shot
USN Journal
Prefetch
Registry Network Observation
System Resource Usage Monitor (SRUM) Pcap

Windows Management Instrumentation (WMI)
Web Browsing History

Process dump




~ Feature List of STARDUST

Category

Functions

Live Forensic Service

File Upload and Download, Memory Dump, Registry Dump, URL-Specified
Download, Process Information Retrieval, ArbitraryProgram Execution, TCP
Tunneling, File System Sharing within the VM, Directory History
Reconstruction within the VM

Event Monitoring
& Notification

Network Communication Monitoring, Directory/File Creation, Modification,
and Deletion Monitoring, Process Start and Termination Monitoring, Web
Notifications and Slack Notifications

Ul & Data Acquisition

Bulk Download, Artifact Collection from Virtual Disks, Video Generation from
VM Console Screenshots, On-Screen Keyboard

Automation

Recording and Playback of VM Console Operations, Automatic Generation of
Browser Browsing History, Automated Analysis of Malicious URLs, Automated
Execution of Malware
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Long-term Observation of RATS




~ Dataset
« RATs:
- Collection period: May-October 2024 (6 months)
« Source: VirusTotal

e Collected using LiveHunt rules targeting samples uploaded from Japan
* Only recently uploaded RATs were selected
:i>>To increase the likelihood of connecting to C2 servers




~ Dataset

Family name Samples |[Tactic Technique
Command and Control 71105 Ingress Tool Transfer
AsyncRAT Collection 11056.001 Input Capture: Keylogging
71113 Screen Capture
171125 Video Capture
Credential Access 11555.003 Credentials from Password Stores:
Credentails from Web Browsers
DCRat Commefmd and Control 171105 Int'gfress Tool Transfer
Collection 71115 Clipboard Data
11056.001 Input Capture: Keylogging
71113 Screen Capture
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~ Dataset

a—
Family name Samples |[Tactic Technique
Command and Control 71105 Ingress Tool Transfer
GhOstRAT A [Collection T1056.001 Input Capture: Keylogging
71113 Screen Capture
Credential Access 11555.003 Credentials from Password Stores:
Credentials from Web Browsers
Lateral Movement 11021.001 Remote Services: Remote Desktop Protocol
Command and Control 71105 Ingress Tool Transfer
njRAT 1 |Collection T1005 Data from Local System
11056.001 Input Capture: Keylogging
T1113 Screen Capture
11125 Video Capture
Exfiltration 11041 Exfiltration Over C2 Channel
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~ Dataset

Family name Samples |[Tactic Technique
Execution T1059.003 Command and Scripting:
Interpreter Windows Command Shell
Credential Access 11555.003 Credentials from Password Stores:
Credentials from Web Browsers
QuasarRAT T1552.001 Unsecured Credentials: Credentials in Files
Lateral Movement T1021.001 Remote Services: Remote Desktop Protocol
Command and Control T1105 Ingress Tool Transfer
Collection T1005 Data from Local System
T1056.001 Input Capture: Keylogging
Command and Control 171105 Ingress Tool Transfer
Collection 11123 Audio Capture
T1115 Clipboard Data
RemcosRAT 19 171056.001 Input Capture: Keylogging
T1113 Screen Capture
T1125 Video Capture
Credential Access T1555.003 Credentials from Password Stores:
Credentials from Web Browsers
StrRat
Command and Control 171105 Ingress Tool Transfer
Collection T1056.001 Input Capture: Keylogging




~ Observation Conditions
«0S: Windows 10
* Windows Defender: OFF

e Execution Privileges: (Right-click = Run as
administrator)

« Observation Time:

« Observation Duration:




~ Observation Results

« RATs that connected to C2 servers:
« RATs that post—exploitation was observed:
e Techniques used during post-exploitation:

« Total C2 connection duration:
« Max:
e Min:

«Time until first observed post-exploitation activity:
 Max:
« Min:




~ Observation Results

M Reported
M Unreported

Family name

Samples

Samples that
connected to C2

Samples in which
post-exploitaton
was observed

Observed Tactics

Observed Techniques

Artifacts

Command and Control

T1105 Ingress Tool Transfer

Process information

AsyncRAT 2 1
Pcap
Credential Access T1555.003 |Credentials from Password Stores:
Credentials from Web Browsers
Discovery T1082 System Information Discovery
T1518 Software Discovery MFT
Command and Control |T1105 Ingress Tool Transfer
. _ Prefetch
DCRat 2 2 |Collection Clipboard Data ] )
. Process information
Input Capture: Keylogging
T1113 Screen Capture Pcap
T1005 Data from Local System
T1560 Archive Collected Data
Exfiltration T1041 Exfiltration Over C2 Channel
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~ Observation Results

W Reported
M Unreported

Family name

Samples

Samples that
connected to C2

Samples in which
post-exploitaton
was observed

Observed Tactics

Observed Techniques

Artifacts

GhOstRAT

njRAT
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]
Observation Results mrepore
jp— M Unreported
E—
Samples in which
. Samples that . . . .
Family name Samples post-exploitaton Observed Tactics Observed Technique Artifacts
connected to C2
was observed
Credential Access
T1552.001 [Unsecured Credentials: Credentials in Files Windows Event Log
Discovery T1033 System Owner/User Discovery MFT
T1046 Network Service Discover
QuasarRAT 4 1 Y Prefetch
Process information
Collection T1005 Data from Local System Pcap
Exfiltration T1041 Exfiltration Over C2 Channel
Credential Access T1555.003 [Credentials from Password Stores:
Credentials from Web Browsers
Command and Control (T1105 Ingress Tool Transfer MFT
Collection Prefetch
RemcosRAT 19 8 Process dump
T1056.001 |Input Capture: Keylogging Process information
T1113 Screen Capture Pcap
Exfiltration T1041 Exfiltration Over C2 Channel
Credential Access T1555.003 [Credentials from Password Stores:
Credentials from Web Browsers
StrRat 2 1 Pcap
Exfiltration T1041 Exfiltration Over C2 Channel




~ Observation Results

..
-Malware additionally downloaded
Family name Samples |Observed Tactics Observed Techniques Artifacts
Credential Access T1555.003 |Credentials from Password Stores: MFT
AgentTesla 3 Credentials from Web Browsers Process information
Exfiltration T1048 Exfiltration Over Alternative Protocol Pcap
Discovery T1217 Browser Information Discovery . .
. ) Process information
Redline Stealer 1 |Collection T1113 Screen Capture p
Exfiltration T1041 Exfiltration Over C2 Channel cap
Command and Control |[T1105 Ingress Tool Transfer MFT
Exfiltration T1041 Exfiltration Over C2 Channel Prefetch
AsyncRAT 2 . :
Process information
Pcap
Discover T1010 Application Window Discovery Process information
GhOstRAT 1 -
Exfiltration T1041 Exfiltration Over C2 Channel Pcap
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~ Summary of C2 Communications

Family name C2 Destination Port TLS
AsyncRAT #1 |scar77747[.]duckdns|.]org 6606, 7707, 8808 TRUE
AsyncRAT #2 |[twart[.]myfirewall[.]org 14143 TRUE
DCRat #1 cad6476[.]twl[.]ru 80 FALSE
DCRat #2 27(.1124[.]45[.]170 8848 TRUE
QuasarRAT 104[.]194[.]152[.]90 9762 TRUE
RemcosRAT #1 (b64c611[.]ddnss|.]eu 3154 FALSE
RemcosRAT #2 |eadzagball.lduckdns[.]org 4877 TRUE
RemcosRAT #3 |magajil.Jduckdns|[.]org 2404 FALSE
RemcosRAT #4 |23[.]195[.]235[.]18 2557 TRUE
RemcosRAT #5 |gabrielgarcia2014kual.lduckdns[.]org 2404 FALSE
RemcosRAT #6 [ramcxx[.]duckdns|.]org 50312 TRUE
RemcosRAT #7 |cavps7[.]duckdns[.]org 1991 TRUE
RemcosRAT #8 |teebro1800[.]dynamic-dns|.]net 2195 TRUE
StrRat 141[.]198[.]110[.179 1500 FALSE




~ Summary of C2 Communications

Family name

Total
Observation Days

Total C2

Connection Time

Time until First Observed
Post-Exploitation

Total Post-Exploitation

Activities

AsyncRAT #1 3 22h15m - -
AsyncRAT #2 1 53h40m 1h21m 3
DCRat #1 9 76h00m 1m 2
DCRat #2 35 293h45m 25h23m 5
QuasarRAT 3 23h44m 7h42m 6
RemcosRAT #1 11 94h20m - -
RemcosRAT #2 14 76h26m 1h6m 3
RemcosRAT #3 19 165h00m 12h28m 19
RemcosRAT #4 7 55h00m 4hbm 8
RemcosRAT #5 1 6h35m - -
RemcosRAT #6 4 32h30m 1hlm 6
RemcosRAT #7 1 3h15m - -
RemcosRAT #8 5 37h38m 3h6m

StrRat 1 4h37m 4h36m




Details of Observed Post-Exploitation Activities

 Case 1: Execution of AgentTeslal™ via AsyncRAT
« Case 2: Execution of AsyncRAT and GhOstRAT via DCRat

« Case 3: Execution of NirSoft WebBrowserPassView!?! via RemcosRAT
to steal credentials from the infected device

« Case 4: Login to a Google account using stolen credentials
via RemcosRAT

[UAgentTesla: a type of InfoStealer
[2INirSoft WebBrowserPassView: free software for recovering browser passwords




_ Case 1
- Total C2 connection time: 53 hours 40 minutes (7 days)

* Time until first observed post-exploitation: 1 hour 21 minutes

— (C2 connection time
8/8 8/9 8/10 8/11 8/12 8/13 8/14 8/15 8/16 8/17 8/18 8/19 8/20 8/21 8/22 8/23 8/24 8/25 8/26

AQ00:00 - v
400:40 ﬁmdministrators
\ y
¥/ Connected to C2
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_ Case 1
- Total C2 connection time: 53 hours 40 minutes (7 days)

« Time until first observed post-exploitation: 1 hour 21 minutes

— (C2 connection time
8/8 8/9 8/10 8/11 8/12 8/13 8/14 8/15 8/16 8/17 8/18 8/19 8/20 8/21 8/22 8/23 8/24 8/25 8/26
®

A00:00
A00:40 F===¢ /!\
\
1! \
£02:25 |z o oo (T1105: Downloaded AgentTesla 4
wct1C96,tmp 2024 : T T3 k
wctFD4B.tmp
Iﬁ gocjjt.exe
wct86D.tmp {
\ wct701A.tmp 2024 ' T J7 ' /
N— e
AO6:51 fpom==moooomooooe oo SR |
v
A\ 4
v
4 Y Y
A10:00




~ Case 1

A00:00
A00:40

A02:25

A06:51

A10:00

8/8 8/9 8&/10 8&/11 8/12 8/13 8/14 8/15 8/16 8/17 8/18 8
@

- Total C2 connection time: 53 hours 40 minutes (7 days)

« Time until first observed post-exploitation: 1 hour 21 minutes

— (C2 connection time

/19 8/20 8/21 8/22 8/23 8/24 8/25 8/26

[
S ;
v
A |
T1105: Downloaded AgentTesla
wct429E.tmp !
wct623C.tmp
8| begisp.exe
wctSEB6E.tmp
wctFDB8.tmp
N\
[\
___________________________________________________ g
v
v
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~ Case 1

« Total C2 connection time: 53 hours 40 minutes (7 days)

« Time until first observed post-exploitation: 1 hour 21 minutes

—p C2 connection time
0000 8/8 8/9 8/10 8/11 8/12 8/13 8/14 8/15 8/16 8/17 8/18 8/19 8/20 8/21 8/22 8/23 8/24 8/25 8/26
: =

A00:40 === Y
T1105: Downloaded and executed AgentTesla AN

wctCDAT.tmp 1 TMP T . \

AO2:25 wctF5B6.tmp 2024 . . T J7 - \7.
L8] [tcbtk.exe 1 FTUr—33 146 |

wbxtra 08222024 075655.wbt 2024 227 NBT 77 204 | //
wct3CC1tmp ! T 77 -

T1555.003: Stole browser credentials

MFT

H¥Users¥flarevm¥AppData¥Local¥Google¥Chrome,User Data

l ¥Users¥flarevm¥AppData¥Local ¥Microsoft¥Edge,User Data

AO6:51 H .¥Users¥flarevm¥AppData¥Local ¥Microsoft¥Edge¥User Data¥Default,Login Data
H¥Users¥flarevm¥AppData¥Local ¥Microsoft,Credentials
H¥Users¥flarevm¥AppData¥Roaming ¥Microsoft,Credentials

H¥Users¥flarevm¥AppData¥Local ¥Microsoft¥Credentials,DFBE7T0A7TESCC19A398EBF1B96859CESLD A\
[\ ¥Users¥flarevm¥Google¥Chrome¥User Data¥Default,Login Data v ¥
K‘I’l048: Sent stolen credentials to C2 /
A10:00 —




_ Case 2
« Total C2 connection time: 293 hours 45 minutes (35 days)

» Time until first observed post-exploitation: 25 hours 23 minutes

— (C2 connection time

10/30 10/31 11/1 11/2 11/3 11/4 11/5 11/6 11/7 11/8 11/9 11/10 11/11 11/12 11/13 11/14 11/15 11/16 11/17 11/18 11/19 11/20 11/21 11/22 11/23 11/24 11/25 11/26 11/27 11/28 11/29 11/30

£00:00 —@—T—T— I
(. - - °
Run as administrators
A02:30 Connected to C2 ‘ 1
£06:50 ===} ---- bt L E L P e ----@
A08:08f===¥===-]-=-¢
v
v

A11:00




~ Case 2

« Total C2 connection time: 293 hours 45 minutes (35 days)

 Time until first observed post-exploitation: 25 hours 23 minutes

— (C2 connection time

10/30 10/31 11/1 11/2 11/3 11/4 11/5 11/6 11/7 11/8 11/9 11/10 11/11 11/12 11/13 11/14 11/15 11/16 11/17 11/18 11/19 11/20 11/21 11/22 11/23 11/24 11/25 11/26 11/27 11/28 11/29 11/30

£A00:00 —gy
A02:30 .
£06:50p---}F---1 D e ----¢ v
AOB:08f===9===f== ¥
v/f . Ll " \‘V v A A A 4 A 4 y
1005: Opened files in the Desktop folder

MFT

A11:00 ¥Users¥user¥Desktop,Check-List.docx
¥Users¥user¥Desktop,manual_standard.docx
¥Users¥user¥Desktop,To-Do.docx
¥Users¥user¥Desktop,/¥X 7 — F 1J X k.docx (PW) E——— CYY ' Ne=~H

¥Users¥user¥Desktop, & #}.docx S B .5



~ Case 2

« Total C2 connection time: 293 hours 45 minutes (35 days)
« Time until first observed post-exploitation: 25 hours 23 minutes

— (C2 connection time

10/30 10/31 11/1 11/2 11/3 11/4 11/5 11/6 11/7 11/8 11/9 11/10 11/11 11/12 11/13 11/14 11/15 11/16 11/17 11/18 11/19 11/20 11/21 11/22 11/23 11/24 11/25 11/26 11/27 11/28 11/29 11/30

A00:00 @
// \.\
T1105: Downloaded and executed GhOstRAT N\
-%f— > user > AppData > Local > Temp > dyintbxp > v 0 tbxpDis
A02:30 / £ 5 - - i :
/ cplus2c.dil
/ ¢ cplus2c.zip
& nnls_recorder.exe
/ nnls_recorder.ini =
/
'/,Z Prefetch : .
A06:50 f==-f-- - S e | Execution time
| NISSRV.EXE-ACA1BOD3.pf
208084 === ________, ‘| NNLS_RECORDER.EXE-DEC0674F.pf 70724-11-06 0b:50:12 v
v | NOTEPAD.EXE-C5670914.pf v 3 3 ¥
v A J . L =
T1010: Sent foreground window information to C2
Pcap
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‘ime until first observed post-exploitation: 25 hours 23 minutes
— C2 connection time

~ Case 2
‘otal C2 connection time: 293 hours 45 minutes (35 days)

N\

10/30 10/31 11/1 11/2 11/3 11/4 11/5 11/6 11/7 11/8 11/9 11/10 11/11 11/12 11/13 11/14 11/15 11/16 11/17 11/18 11/19 11/20 11/21 11/22 11/23 11/24 11/25 11/26 11/27 11/28 11/29 11/30
= 4

wijjrzwti >

£A00:00 —g
—
// T1105: Downloaded and executed AsyncRAT

Local » Temp

A02:30
J f- > user » AppData >

4

v

h 4 v

msvcp140.dll

_________________ ____.L/ tinyxml.dll
& TxBugReport.exe
4 TxBugReport.ini
TxBugReport.zip

: vcruntime140.dl !
Execution time
Y NE

CYBERSECURITY NEXUS

AOG:50fF---F---1
! 1k v
Prefetch

v v
| TRUSTEDINSTALLER.EXE-766EFF52.pf
| TXBUGREPORT.EXE-A556090A. pf
| UPDATE.EXE-783FCB30.pf

2024-11-06 05:b61

A08:081

A11:00



_ Case 2
« Total C2 connection time: 293 hours 45 minutes (35 days)

» Time until first observed post-exploitation: 25 hours 23 minutes

— (C2 connection time

10/30 10/31 11/1 11/2 11/3 11/4 11/5 11/6 11/7 11/8 11/9 11/10 11/11 11/12 11/13 11/14 11/15 11/16 11/17 11/18 11/19 11/20 11/21 11/22 11/23 11/24 11/25 11/26 11/27 11/28 11/29 11/30

A00:00 ——gy
A02:30 .
A06:50f===F---- SRk CEE L Lt ———'\
AO8:08F--- ———————-, - ‘

y Y | |+ |Disconnected from DCRat C2

A11:00




~ Case 2

..
« Total C2 connection time: 293 hours 45 minutes (35 days)
« Time until first observed post-exploitation: 25 hours 23 minutes
— C2 connection time
00:00 10/30 10/31 11/1 11/2 11/3 11/4 11/5 11/6 11/7 11/8 11/9 11/10 11/11 11/12 11/13 11/14 11/15 11/16 11/17 11/18 11/19 11/20 11/21 11/22 11/23 11/24 11/25 11/26 11/27 11/28 11/29 11/30
AQO: C '
A02:30 /~ T1105: Downloaded and executed AsyncRAT \\\ ---¢
f- > user » AppData > Local > Temp > nfycgyln v 0 f H— /,47
EDl EF0E E13 y //
/1
cplus2c.dll 4 77 i 3E /
& Microsoft OneDrive.exe -3 { 7
Microsoft OneDrive.ini ) BRSE
AO6:S50F---F---+ -y ---------=-=---- '__'. v Microsoft OneDrive.zip } 18 (zip ) 74
A08:08f===¥===-=@ Prefetch |
2 | I retete Execution time v v
MDREPORTER.EXE-23EA150A.pf
| MICROSOFT ONEDRIVE.EXE-4BE2DD69.pf
A11:00 | MICROSOFT.SHAREPOINTEXE-2E5F15B7.pf

Z20724-11-29 07:00:42
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_ (Case 3
« Total C2 connection time: 165 hours (19 days)

« Time until first observed post-exploitation: 12 hours 28 minutes

— C2 connection time

8/27 8/28 8/29 8/30 8/31 9/1 9/2 9/3 9/4 9/5 9/6 9/7 9/8 9/9 9/10 9/11 9/12 9/13 9/14 9/15 9/16 9/17 9/18 9/19 9/20 9/21 9/22 9/23 9/24 9/25 9/26

£00:43f---F--( - N i ety aiaials ettt -——-F---] - --tr------ *
Run as administrators
A01:30 v
\Connected to C2
v
A .
%é;’%&:::::::: IZIZZIZZIZZIZZIZIZ:IZZIZZIZZI.’IZZZZZI:’. ____________ ———g
£04:13F---F---¢

/_\.08:31————‘;—-_;r____"____’

A11:00




~ Case 3

« Total C2 connection time: 165 hours (19 days)

 Time until first observed post-exploitation: 12 hours 28 minutes

— C2 connection time

8/27 8/28 8/29 8/30 8/31 9/1 9/2 9/3 9/4 9/5 9/6 9/7 9/8 9/9 9/10 9/11 9/12 9/13 9/14 9/15 9/16 9/17 9/18 9/19 9/20 9/21 9/22 9/23 9/24 9/25 9/26

A00:00
O ¢ T Y Yt ¢ ¢ 1 ¢ T
£00:43fF-=-f---f------f------------ -1 A . S
0130 /”ﬁ105: Downloaded and executed NirSoft WebBrowserPasstwﬁF
T1555.003: Stole browser credentials cooUR Lo S
Q304 A ! T1041: Sent stolen credentials to C2 R
gp----F---f---q---—-F-—————— == === ———- F--——-f-——-—"—"1--"-9 .
A3gk-—--¢---1._-_.14¢ . __.t. ] - F ] t.p.s.:. /./.m.y. -
FoEeEo@e WelaiEe o -
A04:13F---F---@ $...'... D...1454 g.o.o.g. l.e...c. |
09456|.. .|@]| | o.m./ ..W.e.b. [
MZ@...oow ovvees B.r.o. w.s.e.r. |
o :.”” .\":’e.bl;r'o:v;e'rPassView = O X C.h.r. o.m.e :
n32 .B ..U.s.e. r. .N.a. |
PE..L.. me. . . . . . . |
..... URL Web Browser I User Name I Password <. et Lteelt. |
08:31 v p g Internet Explorer 1...  cuck@gmail.com cuckpass123 Dollefelle LolilEla(E: |
A08: ____‘;___;,____"___ -https:/"Iogin.ll\.v‘e.ccm" Internet Explorer 1...  cuck@live.com cuckpass123 3'1'.'“"3‘2‘ 1.@.g.m.
""" @.ht‘tps:n"v’signin.ebay.comn’ws:’ebayisapi.dll Internet Explorer 1...  cuck@gmail.com cuckpass123 a.i.l... c.o.m... e
\ """" .ht'tps:;‘ftwitter.com«' Internet Explorer 1...  cuck@gmail.com cuckpass123 ..P.a.s. s.w.o.r.
\\. ...... . https://www.facebook.com/ Internet Explorer 1...  cuck@gmail.com cuckpass123 d. . . . .. ..
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Case 3
« Total C2 connection time: 165 hours (19 days)

 Time until first observed post-exploitation: 12 hours 28 minutes

— C2 connection time

8/27 8/28 8/29 8/30 8/31 9/1 9/2 9/3 9/4 9/5 9/6 9/7 9/8 9/9 9/10 9/11 9/12 9/13 9/14 9/15 9/16 9/17 9/18 9/19 9/20 9/21 9/22 9/23 9/24 9/25 9/26

A00:00—4 T ¢ 9 9 Y9 1 9 | 2
ﬁgg:i R R 11T /T1105: Downloaded and executed NirSoft WebBrowserPasstWﬁF
T1555.003: Stole browser credentials e UR L. )

L s FErE Lrrs rErErrrrpr e e o S S § T1041: Sent st/ojgn_QLedgnnals_tg_Qzﬁiiii el |
aei I D U I R I Execution time s
£04:13F---F---@ $...'...0...1454| 8/28 A04:13 9/11 A00:04 9/18 A00:07 | 1.e...c. | _
el 8/30 A08:31 9/12 A00:04 9/19 AOL:30 [ il |

-------- .| 9/4 A03:01 9/13 A00:03 9/20 A00:06 | . |

e 9/6 NA03:06 9/17 A00:03 9/26 A00:03 )~ e |

PE- L“URL | Web Browser [ User Name [ Password RN tet B

pogzafttt9— | T
e e P Ziéiiigi Ziﬁiﬂit

A11:00
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Case 3
« Total C2 connection time: 165 hours (19 days)

 Time until first observed post-exploitation: 12 hours 28 minutes

— C2 connection time
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_ Case 4
« Total C2 connection time: 32 hours 30 minutes (4 days)

» Time until first observed post-exploitation : 1 hour 1 minute

— C2 connection time

9/30 10/1 10/2 10/3
A00: 00— I
A01:01—.—[RU" as administrators
AO1:42F === __LCOI’lneCted to C2 e ——— ¢

AO6: 29—

A10:00



~ Case 4

« Total C2 connection time: 32 hours 30 minutes (4 days)

e Time until first observed post-exploitation : 1 hour 1 minute

— C2 connection time

10/1 10/2 10/3
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A01:01 ®
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NirSoft WebBrowserPassView
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~ Case 4

10/1

otal C2 connection time: 32 hours 30 minutes (4 days)
‘ime until first observed post-exploitation : 1 hourC1 minute

— C2 connection time
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~ Summary of Artifacts by Technique

.-
Tactics Tequniques Artifacts Description
Credential Access T1552.001 |Credentials in Files MFT Check access timestamp of files containing credentials
¥Users¥user¥Documents,pass.txt
T1555.003 |Credentials from Web Browsers |MFT Check access to the directory where browser credentials are stored
¥Users¥flarevm¥AppData¥Local¥Google¥Chrome¥User Data
¥Users¥flarevm¥AppData¥Local¥Microsoft¥Edge¥User Data
¥Users¥flarevm¥AppData¥Local¥Microsoft¥Credentials
¥Users¥flarevm¥AppData¥Local¥Microsoft¥Credentials
Process dump Identify stolen browser credentials from RAT process dump
Pcap If C2 communication is unencrypted, identify stolen browser credentials from Pcap
Discovery T1010 Application Window Discovery |Pcap If C2 communication is unencrypted, check the window information from Pcap
T1033 System Owner/User Discovery Check access to the executable files of standard Windows commands
MFT ¥Windows¥System32,net.exe
¥Windows¥System32,netl.exe
Check the execution history of standard Windws commands
Prefetch net.exe
netl.exe
Windows Event Log |[Refer to Security log Event ID: 4798 and check the CallerProcessName field
T1046 Network Service Discovery Check access to the executable files of standard Windows commands
MFT ¥Windows¥System32,ipconfig.exe
¥Windows¥System32,netstat.exe
Check the execution history of standard Windws commands
Prefetch ipconfig.exe
netstat.exe
. . If C2 communication is unencrypted,
T1082 System Information Discovery |Pcap . ] . .
check the system information of the infected machine from Pcap
T1217 Browser Information Discovery [Pcap If C2 communication is unencrypted, identify stolen Web browser histories from Pcap
. If C2 communication is unencrypted,
T1518 Software Discovery Pcap

check the software list of the infected machine from Pcap




~ Summary of Artifacts by Technique

Process dump

SN
Tactics Tequniques Artifacts Description
Collection T1005 Data from Local System MFT Check the access timestamp of the document files
T1056.001 |Keylogging MET Check the generation of keyloggmg file
RemcosRAT: .¥User¥user¥AppData¥Roaming¥remcos,logs.dat
T1113 Screen Capture Check the screenshots from the RAT process dump

Magic number
JFIF (Ox4a 0x46 0x49 0x46)
.PNG (0x89 0x50 Ox4e 0x47)

If C2 communication is unencrypted, check the screenshots from the Pcap

Magic number

Pcap
JFIF (Ox4a 0x46 0x49 0x46)
.PNG (0x89 0x50 Ox4e 0x47)
T1560 Archvie Collected Data Pcap If C2. communication is unencrypted, check the compressed file from the Pcap
Magic number: PK (0x50 0x4b)
Command and Control (T1105 Ingress Tool Transfer Check the generation of additionally downloaded malware
MFT ¥Users¥user¥AppData¥Local¥dyintbxp¥nnls_recorder.exe
¥Users¥user¥AppData¥Local¥wjjrzwti¥TxBugReport.exe
¥Users¥user¥AppData¥Local¥nfycgyln¥Microsoft OneDrive.exe
Prefetch Check the execution history of additionally downloaded malware
Process information |Check the process of addtionally downloaded malware
Check the downloaded malware from the RAT process dump
Process dump
Magic number: MZ (0x4d 0x5a)
Pca If C2 communication is unencrypted, check the downloaded malware in Pcap
P Magic number: MZ (0x4d 0x5a)
Exfiltration T1041 Exfiltration Over C2 Channel Pcap Check C2 communication

CY'NE=
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~ Effective Logs

Easy

Hard

Easy

Hard

Credential Access
T1552.001 T1555.003
Credentials in Files | Credentials from Web Browsers
MFT v v
Pcap /\
Process dump v
Discovery
T1010 T1033 T1046 T1082 T1217 T1518
Application | System Network System Browser
Window |Owner/User| Service Information | Information S.oftware
Discovery | Discovery | Discovery | Discovery | Discovery Discovery
MFT v v
Pcap A A A A
Process dump




_ Effective Logs

Easy

Hard

] Command _ _
Collection Exfiltration
and Control
T1005 T1056.001 T1113 T1560 T1105 T1041
Archvie Ingress Exfiltration
Data from _ Screen
Keylogging Collected Tool Over C2
Local System Capture
Data Transfer Channel
MFT v v AN
Pcap /\ /\ /A v
Process dump v v
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Conclusion




~ Conclusion

« STARDUST: An observation platform for
« Artifacts can be collected on-demand

 Long-term observation of RATs
 Number of RAT samples where Post-Exploitation was observed: 10 / 41 samples
E$>Post—exploitations were observable even with scattershot-type RATs
« Types of Post-Exploitation activities observed: 14 types

« Logs effective for understanding Post-Exploitation:

e Future works
« Observe Post-Exploitation activities in a large number of malware
« Share the results with the community




Thank you!

Email: s_hiruta@nict.go.jp
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