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GoaTracer
• GoaTracer is a free online sandbox for dynamically analyzing PE files

• You can use it via API or Web Interface

• It records every executed instruction and more

• It is hosted at the LHS, and is available for research purposes
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Analysis tools
Free analysis tools Fullasm Syscalls Exceptions Waves CFG CG TTPs
GoaTracer
Drakvuf
Any.run
JoeSandbox
Hybrid-analysis
VMRay
VirusTotal
Homemade Pintool
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Waves
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Represents self-modification,
seen in unpacking layers



Outputs
Three outputs :
• Control Flow Graph (CFG) – Visualizes instruction flow
• Call Graph (CG) – Shows the function call structure
• CAPA matching list – Lists detected TTPs (MITRE ATT&CK)

JSON Format

Python reader provided
(https://gitlab.com/defmal1/dynamicanalysishybridplatform/reader-cfg-cg-
json)
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https://gitlab.com/defmal1/dynamicanalysishybridplatform/reader-cfg-cg-json
https://gitlab.com/defmal1/dynamicanalysishybridplatform/reader-cfg-cg-json


DEMO
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Anatomy of the Goat
Uses two main technologies :
• DynamoRIO – Dynamic instrumentation
• LibVMI – Virtual machine introspection
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Anatomy of the Goat
Communication between DynTracer and DynHybridVMI :
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Anatomy of the Goat
Instrumentation
(DynamoRIO)

Introspection
(libVMI) GoaTracer

Placement Inside the
program Outside the VM Inside/Outside

Scope Program-level
analysis

System-level
analysis

Program and system level
analysis

Impact Alongside the
execution

Non-instrusive
(external
monitoring)

Alongside the execution

Pros
Fine-grained
analysis at the
instruction level

Stealthy and not
easily detectable Instruction level analysis.

Reasonably stealthy and
difficult to detect

Cons Instrusive and
easily detectable

Higher-grained
analysis, cannot
output all executed
instructions 15



Stealth
Resilient against most known detection
techniques

Tested on Al-khaser

Undetected by pafish
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Stealth
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Resilient against most known detection
techniques

Tested on Al-khaser

Undetected by pafish



Usecase 1 : Packers
Packer
name

Execution
time # Waves

acpacker 00h03m48s 159

themida18 00h03m25s 106

acprotect 00h12m01s 99

pespin 00h01m44s 91

telock 00h00m30s 16

yodaprote
ct 00h02m02s 5

jdpack 00h32m24s 3

mystic 00h00m32s 3

aspack 00h00m11s 2

fsg 00h00m14s 2

Packer
name

Execution
time # Waves

mew 00h00m21s 2

boxedApp 00h42m21s 1

epprotect 00h00m04s 1

neolite 00h00m09s 1

npack 00h00m12s 1

packman 00h00m12s 1

rlpack 00h00m12s 1

upx 00h00m09s 1

expressor 00h00m13s 1

vmprotect 00h00m05s 0
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Usecase 2 : Malware (Lockbit)

Lockbit 4.0 API hashing [1] :

1) Searches inside the .dll
2) Looks for the address of an API, but stops a few bytes before
3) XOR the result to get the actual address
4) Calls the API

More difficult to detect which API is called
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Usecase 2 : Malware (Lockbit)
Let’s take RtlAddVectoredExceptionHandler :
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Usecase 2 : Malware (Lockbit)

GoaTracer Drakvuf Any.run
[2]

JoeSandbox
[3]

Hybrid-
analysis
[4]

VMRay
[5]

VirusTotal
[6]

Bypass
obfuscation
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Usecase 2 : Malware (Lockbit)

GoaTracer Drakvuf Any.run
[2]

JoeSandbox
[3]

Hybrid-
analysis
[4]

VMRay
[5]

VirusTotal
[6]

Bypass
obfuscation
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But remember that VMRay doesn’t output
the asm instructions for example !



Why not adopt the Goat ?

• Researchers who need precise data about a binary

• Analysts trying to reverse a new sample

• Anyone receiving a suspicious file
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Limitations

• Doesn’t follow injections into auxiliary processes

• VMs run on Windows 7

• Cannot analyse drivers
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Future works
• Add Windows 10 VMs

• Extract payload from packed binaries

• Memory dump at each wave transition

• List obfuscations made by the PE file
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Key takeaways

• GoaTracer, a free online sandbox to analyze PE files

• Outputs asm instructions, syscalls, waves, CFG, CG, ...

• A combination of precision and stealth
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How to access GoaTracer

Available at goatracer.lhs.loria.fr

You can request an account at loria-goatracer-contact@univ-
lorraine.fr
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https://goatracer.lhs.loria.fr
mailto:loria-goatracer-contact@univ-lorraine.fr
mailto:loria-goatracer-contact@univ-lorraine.fr


Thank you !
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