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GoaTracer

GoaTracer is a free online sandbox for dynamically analyzing PE files

You can use it via APl or Web Interface
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Waves Reflection Reflection Reflection

Wave 1 Wave 2 Wave k
01005000 pushfd 01007088 cal  Ox100708d 1006ba7 mov ebx, dword ptr [ebp+0x403783]
0100708d sub dword [ss:esp], 0x23a 1006bad xor esi, esi

01005001 push 0x3
01005003 jae  0x1005010 01007084  jmp  dword [ssiesp+0xd]

01005005 jmp 0x1005009
01005007  db Ox75;u e —
01005008 db 0x75;'u’ 1006bb3 jnz Dxa

01005009 call 0x1005014

1006baf not ebx

1006bbd add dword ebp+lnd(3763]
01005006  xor  ax, Ox773 el

01005012 jmp 0x1005031
01005014 add esp, Ox4

e womse — Represents self-modification,
EEE?.:,‘:,?E 0100501a db Ox75;'u' . .
it TR T seen In unpacklng Iayers

iwloriq e

110000101 1
110010011« Laboratoire lorrain de recherche .
roooolol 1t en informatique et ses applications @ @ gEIIYOE%?II\.II-EE



o ,OUtpUtS

Three outputs :

‘ « Control Flow Graph (CFG) — Visualizes instruction flow

® « Call Graph (CG) — Shows the function call structure

¥ T ) « CAPA matching list — Lists detected TTPs (MITRE ATT&CK)

JSON Format

, & Python reader provided
(https://qitlab.com/defmal1/dynamicanalysishybridplatform/reader-cfg-cg-

json)
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https://gitlab.com/defmal1/dynamicanalysishybridplatform/reader-cfg-cg-json
https://gitlab.com/defmal1/dynamicanalysishybridplatform/reader-cfg-cg-json
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Anatomy of the Goat

Uses two main technologies :
* DynamoRIO — Dynamic instrumentation
* LibVMI — Virtual machine introspection
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,Anatomy of the Goat

Communication between DynTracer and DynHybridVMI :

DynTracer
(Virtual Machine)

DynHybridvMI
(Hypervisor level)

Program runs

|
' Ewvent cccurs

|
' Store data in registers |

. Trigger interrupt

Handle event

P

| Send response
< p
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DynHybridvMI
(Hypervisor level)

DynTracer
(Virtual Machine)
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L .
o Instrumentation

0x0100%ch 8b 5508 mov edx, dword ptr [ebp+0x08]
0x0100% ce 33 c9 ¥Or  ecx, ecx
0x0100%edd ffdo call eax

DynamoRio cache &4
OnlcodllDc &b 5506 mov  edy, dword pir febpHoe] L
Oxlcod1iof 33c9 ¥OI  ecX, e !

mow  dweord pir [ {5 0x00000eeE], e

mov e, eax

push OuTThadeds

fmp  $0w Looc2T80 <shared bbb ndcall>

Oxlcodllll 64 89 Od 28 Oe 0000

Oxlcodllls 8b cB
Ooclcodllla 68 d2 9e ba 77

Oxlcod111f 29 S5c 16 ff f

Instrumentation

inclcod 110 Bb 55 06 mow  ed, dwaord pir [ebp-HnDE] ! L,
oxlcodilod 33 co NOT  BC, B0 y
Ooilcod1111 64 859 Od &8 0e 0000 mov  dword pir |5 0wD0000ess], ecx
Oxlccdl118 8h ol Mo eCx, 8

Oxlcodllla 68 d2 9e ba 77 push 0w TThd9ed?

“—

Introspection

roject

+ Libwmi

case EVENT_APP_JMPEAX FUNC:
I event->xB6_regs-=rboe source of branch
& event->xBE_regs->rcx target of branch

';.Iﬁi_set_\q:leg{wri. +revent-2086_regs->rip, RIP, event - vopu_id);
Break ;

Retumn VMI_EVENT_RESPONSE _MNOMNE ﬁ\

locdlitf es 5c % jmp S0xlccc2T80 <shared bb_ibl_imdcall-

S0oclecc2Te0 <shared bb_ibl_indcall > r
A

Onlcod2Tal S0 psh eax

Omlcod2Tal 51 pesh ecx

Oxlcod2Ta2 be ba fa abof mov eax, EVENT_APP_IMPEAX_FUNC I tag

Omlcod2TaT 8b Sd 08 mowv ebel, sournce_addr
Oxlcod2Taa Bb 4d 0c mow ecx, tanget addr
oclood27ad f1 icehp WPE-]."'IIEI'I’I.IP’I

Onlood2Tal 58 Pop Sax

Instrumentation

Oxlcodilc &b 56 08 mov  edy, dword ptr | ebip--0n0E]
Oxlcodllof 33 ca XOT B0, BCX

Oxlcodllll 6489 Od eB0e 0000 mov  dword pir [is OwDO000ee8], ecx
Oxlcodllls 8b cB MoV  B0x, 8ax

Oplcodllla 68 d2 e ba 7T pssh Om T 9ed2

loocdl1tf e S5c 16 ff ff i S0locc27T80 <shared bbbl indcall=
— ‘_'E-'-’-‘-’-'-'- m -

S0 1coc2Te0 <shared bb ibl_indcall> z

a;clcoiz]"an S0 push eax

Oxlcod2Tal 51 psh ecx

Oelcod?Ta? be bd faab Of mov eax, EVENT_APP_JMPEAX_FUNC [ tag

Oulcod2TaT 8b Sd 08 maow ebx, sournce adidr
Oxlcod2Taa 8b 4d Oc miow ecx, tanget addr

O loccd27ad f1 icebp

Oxlccd27ae 59 pop ecx Continue here
Oclood2Tal 58 PO eax
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L .
o Instrumentation

0x0100%ch 8b 5508 mov edx, dword ptr [ebp+0x08]
0x0100%ce 33 c9 X0l ecx, ecx
0x0100%ed] ffdD call eax

DynamoRio cache &4
OnlcodllDc &b 5506 mov  edy, dword pir febpHooE] il
Oxlcod1iof 33c9 ¥OI  ecX, e !

mow  dweord pir [ {5 0x00000eeE], e

mov e, eax

push OuTThadeds

fmp  $0w Looc 2780 <shared bbb ndcall>

Oxlcodllll 64 89 Od 28 e 0000

Oxlcodllls 8b cB
Ooclcodllla 68 d2 9e ba 77

Oxlcod111f 29 S5c 16 ff f

Instrumentation

inclcod 110 &b 55 06 mow  ed, dwaord pir [ebp-HnDE] ! L,
oxlcodilof 33 co NOT  BC, B0 y
Ooilcod1111 64 859 Od &8 0e 0000 mov  dword pir |5 0wD0000ess], ecx
Oxlccdl118 8h ol mon  eCH, 8

Oxlcodllla 68 d2 9e ba 77 push 0w TThd9ed?

“—

Introspection

roject

+ Libwvmi

case EVENT_APP_JMPEAX FUNC:
I event->xB6_regs-=rboe source of branch
& event->xBE_regs->rcx target of branch

';.Iﬁi_set_\q:leg{mri. +revent-286_regs->rip, RIP, event - vopu_id);
Break ;

Retumn VMI_EVENT_RESPONSE _MNONE ﬁ\

locdlitf es 5c % jmp S0xlccc2Te0 <shared bb_ibl_imdcall-

S0oclecc2Te0 <shared bb_ibl_indcall > r
A

Onlcod2Tal S0 psh eax

Omlcod2Tal 51 psh ecx

Oxlcod2Ta2 be ba fa abof mov eax, EVENT_APP_IMPEAX_FUNC I tag

Omlcod2TaT 8b Sd 08 mowv ebel, sournce_addr
Oxlcod2Taa Bb 4d 0o mow ecx, tanget addr
oclood27ad f1 icehp WPE-]."'IIEI'I’I.IP’I

Onlood2Tal 58 Pop Sax

Instrumentation

Oxlcodilc &b 56 08 mov  edy, dword ptr | ebip--0n0E]
Oxlcodllof 33 ca XOT B0, BCX

Oxlcodllll 6489 Od eB0e 0000 mov  dword pir [is OwDO000ee8], ecx
Oxlcodllls 8b cB MoV B0x, 8ax

Oplcodllla 68 d2 e ba 7T pssh Om T 9ed2

elocdl1tf e 5c 16 ff ff i S0loccc2T80 <shared bbbl indcall=
— ‘_'E-'-’-‘-’-'-'- m -

S0 1coc2Te0 <shared bb ibl_indcall> z

a;clcoiz]"an S0 push eax

Oxlcod2Tal 51 psh ecx

Oulcod?Ta? be bd faab 0f mov eax, EVENT_APP_JMPEAX_FUNC [ tag

Oulcod2TaT Bb Sd 08 maow ebx, soumnce  addr
Oxlcod2Taa 8b 4d Oc miow ecx, tanget addr

O loccd27ad f1 icebp

Oxlccd27ae 59 pop ecx Continue here
Onclood2Tal 58 PO eax
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L .
o Instrumentation

0x0100%ch 8b 5508 mov edx, dword ptr [ebp+0x08]
0x0100%ce 33 c9 X0l ecx, ecx
0x0100%ed] ffdD call eax

DynamoRio cache &4
OnlcodllDc &b 5506 mov  edy, dword pir febpHooE] il
Oxlcod1iof 33c9 ¥OI  ecX, e !

mow  dweord pir [ {5 0x00000eeE], e

mov e, eax

push OuTThadeds

fmp  $0w Looc 2780 <shared bbb ndcall>

Oxlcodllll 64 89 Od 28 e 0000
Oxlcodllls 8b cB

Ooclcodllla 68 d2 9e ba 77
Oxlcod111f 29 S5c 16 ff f

Instrumentation

inclcod 110 &b 55 06 mow  ed, dwaord pir [ebp-HnDE] ! L,
oxlcodilof 33 co NOT  BC, B0 y
Ooilcod1111 64 859 Od &8 0e 0000 mov  dword pir |5 0wD0000ess], ecx

Oxlcodll1ls &b cB MoV B0x, 8
Onlcodllla 65 d2 9e ba 7T push 0w TThd9ed?

“—

Introspection

roject

+ Libwvmi

case EVENT_APP_JMPEAX FUNC:
I event->xB6_regs-=rboe source of branch
& event->xBE_regs->rcx target of branch

';.Iﬁi_set_\q:leg{mri. +revent-286_regs->rip, RIP, event - vopu_id);
Break ;

Retumn VMI_EVENT_RESPONSE _MNONE ﬁ\

locdlitf es 5c % jmp S0xlccc2Te0 <shared bb_ibl_imdcall-

S0oclecc2Te0 <shared bb_ibl_indcall > r
A

Onlcod2Tal S0 psh eax

Omlcod2Tal 51 psh ecx

Oxlcod2Ta2 be ba fa abof mov eax, EVENT_APP_IMPEAX_FUNC I tag
Omlcod2TaT 8b Sd 08 mowv ebel, sournce_addr

Oxlcod2Taa 8b 4d Oc mos e, 1
Type-1 Interrupt |

iclccd2vad fL icebp

Onlood2Tal 58 Pop Sax

Instrumentation

Oxlcodilc &b 56 08 mov  edy, dword ptr | ebip--0n0E]
Oxlcodllof 33 ca XOT B0, BCX

Oxlcodllll 6489 Od eB0e 0000 mov  dword pir [is OwDO000ee8], ecx
Oxlcodllls 8b cB MoV B0x, 8ax

Oplcodllla 68 d2 e ba 7T pssh Om T 9ed2

elocdl1tf e 5c 16 ff ff i S0loccc2T80 <shared bbbl indcall=
— ‘_'E-'-’-‘-’-'-'- m -

S0 1coc2Te0 <shared bb ibl_indcall> z

a;clcoiz]"an S0 push eax

Oxlcod2Tal 51 psh ecx

Oulcod?Ta? be bd faab 0f mov eax, EVENT_APP_JMPEAX_FUNC [ tag

Oulcod2TaT Bb Sd 08 maow ebx, soumnce  addr
Oxlcod2Taa 8b 4d Oc miow ecx, tanget addr

O loccd27ad f1 icebp

Oxlccd27ae 59 pop ecx Continue here
Onclood2Tal 58 PO eax
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m |“ STELIM Entatinn ) m—

'-.. .
” Instrumentation 3
inclcod 110 &b 55 06 mow  ed, dwaord pir [ebp-HnDE] ! L-,
0x0100%ch 8b 5508 mov edx, dword ptr [ebp+0x08] oxlcodl1of 33c9 XOr B, X :
0x01009ece 33cO  xor _ ecx. ecx ﬁ:ﬂﬁﬁ T Ol Ot 00 00 P mdmwmrlt-ma]. "
0x01009%ed0 ffd0 call eax Oncloodllla €8 d? 9e ba 77 push Ox77bdged?
- T loclocdl1if e8 5c % jmp S0xlccc2TE0 <shared bb_ibl indcall>
DynamoRio cache | — .
OxlcodllOc Bb 5508 mov  edx, dword pr Jebp+0n0E] L g a— i
Oxlcodliod 33co ¥OT EeC, ec ! S0xlecc2Ta0 <shared bb ibl_indcall> Yol
Oxlcodllll 64 89 0d e De 00 00 mov  dword pir [ 0x00000ee8], ecx T
Oxlcodllls 8b cB MoV &Cx, 8ax Onlcod2Tal S0 psh eax
Oxlcodllla 68 d2 9e ba 77 push  OxTThaded? Oxlcod27al 51 push eox
Oxlcodll1f 9 Sc 16 ff fi fmp  $0w Looc 2780 <shared bbb ndcall> Oxlcod2Taz be ba faab of mov eax, EVENT_APP_JMPEAX_FUNC I tag
' Omlcod2TaT 8b Sd 08 mowv ebel, sournce_addr
Oulcod2Taa 8b Ad0c Mo e, 1
oclood27ad f1 icehp Type-1 Interrupt |
Dol
I — | |_Oxlcod27af 58 pop eax
—__‘—‘—
Step 3 o— ﬁ_
+ Libvmi Instrumentation _ ’
_n_rmﬁfzf:fg—ﬁp;;ﬁ ':EH"":D—U':'{"E”;:: — oxlcodlloc 8h 5508 mov  edx, dword ptr [ebp+0n0E] ?
il event->xBE_regs->rcx target of branch ml{ﬂﬁﬂ 3:; i e O ﬂ ED:I Imlpdrlfs i i
Sk - - . Oxlcodllls 8h cB y
\lm_iet_\q:leg{vm. +hevent->x86_regs->rip, RIP, event — wopu_id); cn:lu.La. 0 o b 77 s ;I e
Break ; aeticis push . Ox77bdSed2 :
s locloccd111f o8 5c 16 ff ff Shclocc2 T80 <shared bb_ibl indcall>
) _‘_-_,_-—""-'-F m i
Return VMI_EVENT_RESPONSE_NOMNE 4— — - 2
£00c1lcoc2T80 <shared bb_ibl_indcall= x
a;clc-:tiz]"al:l S0 push eax
Oxlcod2Tal 51 psh ecx
Owlcod27a2 bd ba faab 0f mov eax, EVENT_APP_JMPEAX_FUNC I tag
Oulcod2TaT Bb Sd 08 mio b, sownce_addr
\\i Oxlcod?Taa 8b 4d Oc mow ecx, langet_addr
O loccd27ad f1 icebp
Ouclccd27ae 59 pop ecx Continue here
Onclood2Tal 58 PO eax
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m |“ STELIM Entatinn ) m—

'-.. .
” Instrumentation 3
inclcod 110 &b 55 06 mow  ed, dwaord pir [ebp-HnDE] ! L-,
0x0100%ch 8b 5508 mov edx, dword ptr [ebp+0x08] oxlcodl1of 33c9 XOr B, X :
0x01009ece 33cO  xor _ ecx. ecx ﬁ:ﬂﬁﬁ T - Oe 00 00 P mdmwmrlt-ma]. X
0x01009ed0 ffd0 call eax Owlcodllla €8 d2 9e bd 77 push Ow77Thdged?
- T loclocdl1if e8 5c % jmp  $0xlccc2780 <shared bb_ibl indcall>
DynamoRio cache | — .
OxlcodllOc Bb 5508 mov  edx, dword pr Jebp+0n0E] L g a— i
Oxlcodliod 33co ¥OT EeC, ec ! S0xlecc2Ta0 <shared bb ibl_indcall> Yol
Oxlcodllll 64 89 0d e De 00 00 mov  dword pir [ 0x00000ee8], ecx T
Oxlcodllls 8b cB MoV &Cx, 8ax Onlcod2Tal S0 psh eax
Oxlcodllla 68 d2 9e ba 77 push  OxTThaded? Oxlcod27al 51 push eox
Oxlcodll1f 9 Sc 16 ff fi fmp  $0w Looc 2780 <shared bbb ndcall> Oxlcod2Taz be ba faab of mov eax, EVENT_APP_JMPEAX_FUNC I tag
' Omlcod2TaT 8b Sd 08 mowv ebel, sournce_addr
Oulcod2Taa 8b Ad0c mow ecx, 1
oclood27ad f1 icehp Type-1 Interrupt |
Dol
I — | |_Oxlcod27af 58 pop eax
—__J—‘—
Step 3 — ﬁ_
+ Libvmi Instrumentation _ ’
_n_rmﬁfzf:fg—ﬁp;;ﬁ ':EH"":D—U':'{"E”;:: — oxlcodlloc 8h 5508 mov  edx, dword ptr [ebp+0n0E] ?
il event->xBE_regs->rcx target of branch ml{ﬂﬁﬂ 3:; i e O ﬂ ED:I Imlpdrlfs i i
Sk - - . Oxlcodllls 8h cB y
um_iet_\q:leg{vm, +hevent->x86_regs->rip, RIP, event — wopu_id); m:]c:ndu.La. &8 dz 9e b4 77 mp“g, ?mmgdg
Break ; r :
s locloccd111f o8 5c 16 ff ff Shclocc2 T80 <shared bb_ibl indcall>
) _‘_-_,_-—""-'-F m i
Return VMI_EVENT_RESPONSE_NOMNE 4— — - 2
£00c1lcoc2T80 <shared bb_ibl_indcall= x
a;clc-:tiz]"al:l S0 push eax
Oxlcod2Tal 51 psh ecx
Owlcod27a2 bd ba faab 0f mov eax, EVENT_APP_JMPEAX_FUNC I tag
Oulcod2TaT Bb Sd 08 mio b, sownce_addr
\\i Oxlcod?Taa 8b 4d Oc mow ecx, langet_addr
I locd?Tad £1 icebn
I'mmm pop ;;:ﬂ Continue here
I Jmr
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Anatomy of the Goat

Instrumentation

Placement

(DynamoRIO)

Inside the
program

Introspection
(libVMI)

Outside the VM

GoaTracer

Inside/Outside

Scope

Program-level

System-level

Program and system level

Impact

analysis analysis analysis
: Non-instrusive
Alongs@ e (external Alongside the execution
execution o .
monitoring)
Fine-grained

analysis at the
instruction level

Stealthy and not
easily detectable

Instrusive and
easily detectable

Higher-grained
analysis, cannot
output all executed
instructions

Instruction level analysis.
Reasonably stealthy and
difficult to detect
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Resilient against most known detection
techniques

Tested on Al-khaser

Undetected by pafish

Wine det
Using >Add; (wine_get_unix_file_name> from kernel32.dll ... OK
Reg key C(HECUS~SOFTWARE-W ) 0K

UirtualBox de
Scsi pol *bus—>t id->logical wnit id-> @ identifieP ... OK
Reg key C(HELM-HARD ription:Syste on">» ... OK
Reg key C(HKLMMSOFTL e’ leUdiguH bue“t ﬁﬂ i _l 0K
Reg ke --- OK
Reg key (HHLH Hﬁ?ﬂﬁﬁi
Reg ke (HHLM\HQHBUQ' ] ] e
Reg key < b ] -
Reyg | ! icess\UBox* ... OK

(e ]iF H BiozDate"

2 ivers\UBox= ... OK
iunal E: f. OK
( for starting with 88:88:27 ... OK

Luuklnq for ; 5 K
Looking for KIPJH L
Looking for X networ
Looking for UBox proc es (vhoxservice.exe, vhoxtray.exe)
Looking for UBox devices using WMI ... OK

Ul“lua re dete
Scsi port
Reg key
Looking
Looking f

id—->logical HﬂLt id-> B identifier ... OK
1HL.\UHUn € b

Looking for a MAC address starting wi 5:69. BB:1C:14 or B@:5

..‘-. 0}{ -
Looking f pseudo
Looking f UMuware se

1 Qemu detection

identifier ... OK

csi port—>bus—>target ;
temBiosUersi "y .. OK

Reg key C(HKLMNHARDWARESD

1 Cuckoo tion

Looking in the TLS for the hooks information structure

to RE me. weck log file for more information.




Wine de

1 Using >Add; (wine_get_unix_file_name> from kernel32Z.dll ... OK
Reg key C(HECUS~SOFTWARE-W ) 0K
UirtualBox de
Scsi pol *hus—->t et id-2>logical wnit id-> @ identifieP .-. DK
Reg key C(HELM-HARD ) ription:Syste on">» ... OK
. . . *] Reg key C(HKLM~SOFTL e’ leUdiguH bue“t ﬁﬂ i _l 0K
[#] Reg ke --- OK
Resilient against most known detection  [eEEECERNITHH
: [%] Reg ke (HHLM\HQHBUQ' ] ] e

Reg ] ! ices~UBox»* ... OK
1= ]iF H BiosDate"
ivers\UBox* ... OK

| iunal E f. ‘ OK
[#] L  for starting with 88:88:27 ... 0K
TeSted on Al'khaser Luu}c.l.nq EE; e 23 . Oul—:ig T

Looking for KIPJH L

Looking for X networ

Looking for UBox proc es (vhoxservice.exe, vhoxtray.exe)
Looking for UBox devices using WMI ... OK

Undetected by pafish UMuare dete

[#] Scsi port id—*logical HﬂLt id-> B didentifier ... OK
Reg key 1| OFTUWARE 3 1HL.\UHUn E p
Looking f G =k 101
Looking for L] : [
Looking f a MAC address arting uwi ! , B8:1C:14 or AA:L
h ... OK
Looking f pseudo
Looking for UMware se

1 Qemu detection
Scsi port—2bus—>target id-: (ica unit id-> @ identifier ... OK
Reg key (HEKLM~HARDWARE-D ript “System "SystemBiosUersion">» ... OK

1 Cuckoo tion
Looking in the TLS for the hooks information structure

to RE me. weck log file for more information.




Usecase 1 : Packers

Packer Execution

Execution
time

Packer

name name time

cleor (o I 00h03m48s 159 00h00m21s 2

g ICER R 00h03m25s 106 boxedApp 00h42m21s 1

cddca i 00h12m01s 99 epprotect 00h0O0mO04s 1

00h01m44s 91 00h00OmMO09s 1

00h0OOM30s 16 00h00mM12s 1

yodaprote

00h02m02s 5 00h00m12s 1

00h32m24s 3 00h00m12s 1

~*

mystic 00h00m32s 3 00h00mMO9s 1
S 00h00mM11s 2 expressor MU0 ek T
LOI’ IQ fsg 00h0OmM14s 2 vmprotect 00h00mMO5s 0
Hll i il peatad @ QO s
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Usecase 2 : Malware (Lockbit)

o | | | -
Lockbit 4.0 API hashing [1] : L’g
LOCK: X,
1) Searches inside the dll

2) Looks for the address of an API, but stops a few bytes before
3) XOR the result to get the actual address
_ 4) Calls the API

More difficult to detect which APl is called

UNIVERSITE
DE LORRAINE
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Usecase 2 : Malware (Lockbit) L3

LO CKIIN]

» Let’s take RtlAddVectoredExceptionHandler -

e

| Basic Block 1276

llllllll

zi:loria

10000101 1( . :
1001001 1« Laboratoire lorrain de recherche

o1t en informatique et ses applications

[ RtlAddVectoredExeeptionHandler (NTDLL.DLL) 9 ‘

Windows APl Functions calls

i Timestamp Name
52.867071  VirtualProtect
52.876537  VirualProtect
216.899624 RtlAddVectoredExceptionHandler
217.422922 RilRemoveVectoredExceptionHandler

UNIVERSITE
DE LORRAINE
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Usecase 2 : Malware (Lockbit) Locf;

GoaTracer Drakvuf Any.run JoeSandbox Hybrid- VMRay VirusTotal

N [2] K] analysis [5] [6]
G [4]

& Bypass
obfuscation

UNIVERSITE
DE LORRAINE

21



Usecase 2 : Malware (Lockbit) Locf;

GoaTracer Drakvuf Any.run JoeSandbox Hybrid- VMRay VirusTotal

N [2] [3] analysis [5] [6]
G [4]

D < X X

Bypass
obfuscation

9 o

But remember that VMRay doesn’t output
the asm instructions for example !

llllllll

ollo
olliool 2
= 4
2110000101 I( : : A
111001001 1« LADoOratroiIre lorrain ae recnerche / V4 g UN“[ERS'TE
eoo0i0110 en informatique et ses applications 7 it AR
IIIIIII 7 I DE LORRAINE
i N BT |
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» o s Why not adopt the Goat ?

@
.
e
; " * Researchers who need precise data about a binary
) e® ® .
® * Analysts trying to reverse a new sample
\

B @« Anyone receiving a suspicious file

:
\ _
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+ o Limitations

* Doesn’t follow injections into auxiliary processes
* VMs run on Windows 7

B © « Cannot analyse drivers

y UNIVERSITE
DE LORRAINE

24




» o oFuture works

« Add Windows 10 VMs

e - Extract payload from packed binaries

/I

 Memory dump at each wave transition

. . List obfuscations made by the PE file

y UNIVERSITE
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.Key takeaways

» GoaTracer, a free online sandbox to analyze PE files

« Outputs asm instructions, syscalls, waves, CFG, CG, ...

M @« A combination of precision and stealth
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How to access GoaTracer E:? E_!
[w]

Available at goatracer.lhs.loria.fr

You can request an account at loria-goatracer-contact@univ-
lorraine.fr

llllllll
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L, Thank you !
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