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● Antonis Terefos (@Tera0017)
● Malware Reverse Engineer @ CP<r>

○ Reversing Malware
○ Automating Config Extraction
○ Researching Threats
○ Tracking & Monitoring Cyber Criminals

● Enjoy
○ Reversing
○ Web App Penetration testing
○ CTFs
○ Reading Books
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● Godot Gaming Engine
● GodLoader & Campaigns
● GodLoader Evolution
● Godot developed Malware
● Attack scenarios
● Cross-platform-Demos
● Conclusion
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Godot is an open-source game engine for 2D and 
3D development. Uses GDScript for scripting 
game logic and bundles game scripts, scenes, 
sounds, … into .pck (pack) files.

Godot Game Engine
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Godot Basics - GDScript
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Godot Basics - PCK STRUCTURE
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PCK structure parts:

1. PCK Header (0-0x20)
a. Versions, File contents offset, …

2. File Table (0x60-X)
a. File names, sizes, Offsets

3. File Contents (Y-end)



Godot Basics - PCK STRUCTURE (PCK Header)
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Offset Field

0x00 (int32) Magic → GDPC

0x04 (int32) Format Version

0x08 (int32) Major Version

0x0C (int32) Minor Version 

0x10 (int32) Revision Version

0x14 (int32) Flags

0x18 (int64) File Base Address Offset 0x710



Godot Basics - PCK STRUCTURE (File Table)
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Offset Field

0x60 (int32) Number of Files

0x64 (int32) File path size

0x68 (X bytes) File path

0x68 + X + 1 (int64) File content offset

0x68 + X + 9 (int64) File size

0x68 + X + 17 (int32) MD5

0x68 + X + 25 (int32) Flag isEncrypted



Godot Basics - PCK STRUCTURE (Contents ENCR.)
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Offset Field

Y (16 bytes) File MD5

Y + 16 (int64) File size

Y + 24 (16 bytes) AES IV

Y + 40 (int64) Encrypted File Contents



Godot Basics - BUILD Project
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GodLoader Discovery - STARGAZERS GHOST NETWORK
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Undetected GitHub Campaigns
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Campaign Date Repos Stargazers Forks Price

2024-09-12 45 2152 5999 $ 1205

2024-09-14 57 2622 6873 $ 1407

2024-09-23 94 1476 1382 $ 542

2024-09-29 127 3524 3398 $ 1116

2024-10-03 66 786 907 $ 346

Total 389 10560 18559 $ 4616



GodLoader Analysis
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● Anti-Sandbox/VM

● Anti-AV, Bypass Microsoft Defender

● Multi-Threading

● Russian Comments



GodLoader Evolution
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GodLoader INFECTION RATE
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CPR-XSS - ATTACK SCENARIOS
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● Cross-platform downloader

DEMO - SCRIPT
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● Windows
● Linux
● MacOS

DEMOS
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“New programming languages” often produce 
interesting low detection results. 

Godot and GDScript, are such examples, that 
malware authors begun to explored.

Links:

1. https://github.com/GDRETools/gdsdecomp
2. https://github.com/DmitriySalnikov/GodotPCKExplorer

CONCLUSION
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Questions?

@Tera0017
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