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About me

A senior malware analyst  : work more than 5 years in:
A researching and detecting different threats in
network
A improving network traffic analysis tools
A searching for new approaches to detect network
threats
bachelor's and master degree in cybersecurity
played CTF since 2018
teach students & organize cybersecurity events
share my research on the X platform about new

interesting malware | found .@ F .ﬁ@
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Pyramid of network traffic analysis technologies

advanced
analysis:

A fuzzy search
A script modules

A behavioral profiling
A machine learning solutions

' i K rul -
/ signature analysis (network rules ) \ simple
L / reputation lists  (blacklists, whitelists ) \ easy
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Reputation lists

URLhaus

fom ABUSE*" | (3 spammaus
Dateadded (UTC) Malware URL
2025-04-19 16:30:23 http://112.248.113.157:36813/i
2025-04-19 16:27:10 http://120.61.10.91:54522/i
2025-04-19 16:22:12 http://42.231.168.91:34429/bin.sh

2025-04-19 16:21:05

http://219.155.231.114:33687/bin.sh

THREAT fox

2025-04-19 16:15:06]

Status

Q, Browse 10Cs

< c
Tags
EDEEm T @ e
mmm@ ¥ main -

(32-bic Jam oif | mirai - AR T
[32:bit ] eff | mips]

@ LICENSE
[ READMEmd

[ validin-phish-feed-1.txt

Q

25 github.com/MikhailKasimov/validin-phish-feed/blob/main/validin-phish-feed-phishydnstx{

validin-phish-feed / validin-phish-feed-phishydnstxt-7.txt

| code | Blame @ 56788 lines (56672 loc) - 1810 K8
% 36511c.net
27 3konite. com
28 3pkslogistics.com
20 3rdlifemassage.com
30 43gmai . com
E} 4ccgroup. com
32 4drtgroup. com
32 4evervigilant.com
34 4soundla.com
35 4yourwheelz . net
36 7printingandmailing. com
Erd 7psit.com
signs. com

2025-04-19 16:15:06 ABUSE" | (> seasmnse [ validin-phish-feed-crissmonovm...
2025-04-19 16:14:05| Date (UTC) | 1OC Malware Tags [ validin-phish-feed-phishydnstxt-...
2025-04-19 161305 2025-04-19 217.114.43.122:4000 m mm c [ validin-phish-feed-phishydnstxt-...
16:01 I N
R & itz N PRISHTANK" 6. sc e s
2025-04-19 16:05:06) ’ PN fiinphich VerltyAPhich PhichSeaeh  Siakx  FAQ Developors
20050418 17 (157552 ] c2 cenms. IS A__
2025-04-19 16:03:05| 1601 Join the fight against phishing
a4 35.177.239.155:443 - Submit suspected phishes. Track the status of your submissions.
2025-04-19 16:03:05] jﬂ}; 0419 15 e m = Verify other users' submissions. Develop software with our free AP,
&
2025-04-19 16:0105  2025-04-18 Y S— Ii”md phishing site? Get started now — see i ..,..m.m.\:"- -
16:01
2025-04-19 16:00:07| S . Recent Submissions
2025-04-19 110.106.151:8 [ 54 Hook O CEIIIEN .. oo siom o o st et fosc) o veray
16:01 I
20250419 authechelonaiworld Pk Hook =
16:01
2025-04-19
. 16:00
o o 2025-04-19 89.40.31.1 ) 3 AsyncRAT
16:00

Mailing Lists

My Account

Submitted by
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Network rules

s 3

alert http SHOME NET any -> $EXTERNAL NET any (msg:"ET MALWARE Unk LuLAHL Host Profiling Data Exfiltration Attempt™;
flow:established,to server; http.method; content:"POST"; http.uri; pcre:"/"\x2f[a-fA-F0-9]1{32}35/"; http.request body:
content:" 22| emInfol22 3al"; content:"\ZZlHoS e |22 3al"; content:"|22|CurrentUser|: Jal'"; content:
ersionl|22 3a|"; content: 3al"™; content:"[22|CPUModel |22 3al"™; content:"|22|TotalMemoryMB|22
3al|"; content:"[22|PowerShellVers lwn\zz : fast pattern; content:"[22|Architecture|22 3al|"; content:
"|22]securityInfol22 3al"; content:"|22|AVProducts|22 3al"; content:"|22|logDatal22 3al"; content:"|22|execPolicyl|22
Zal|"; reference:md5, 67 : . . : ]
! ! https://github.com/OISF/suricata-intel-index/blob/master/index.yaml
affected product Windo psi/fg / / / / / 4
Client and Server, tls
confidence High, signa . Emerging Threats Open Ruleset ~ 42k rules
mitre tactic name Comm ;
target:src ip;)
- — - . . . —
- PAW Patrules is a collection of rules for IDPS/NSM Suricata engine ~ 20k rules updated
regularly
- Positive Technologies Open Ruleset ~ 300 rules @
« Threat hunting rules - no updates from January 2024
- Lateral movement rules - no updates from 2022
Open- Source rulesets
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File analysis

A Malicioas actvity
® CrazyCatiedD.exe

[N e e o—
Sucorbystb  qunie  gueiee  mwas bt

Processes

CanCamines |

3 Canmcawetem b

MOVE YOUR MOUSE TO VIEW SCREENSHOTS EEEE) B e B o B sZne B

§  CanCamiden

B General ~

Target
5 Score

10"

J)ESandbox o

Linux Analysis Report oI i ANDRORAT ANDROID Evasion STEALTH
TROIAN
naelf
General nformation Oetection Signatures Classification e
B Malware Config A

¢ 0 i
§ = < SR

General Information
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Advanced analysis

A fuzzy search A ML solutions
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Obfuscation techniques for O
C2 communication

®

----- 17

ttttt



Mimicry of legitimate communications

® e - — E 00000000 17 03 @3 00 37 43 88 29 76 7f 94 c5 e2 7b e@ 21
AR i® Ld AesEF S aaalr 80000016 Oc 37 ec 3d fa b3 b8 19 a6 ef 44 b5 12 eb 90 11
|r:p.straam eq3 00000020 3e a7 9c 2d 2a d6 f9 84 32 b5 84 c@ a6 3e b3 6a
No. Time Source Destination Protacol Length Info 09900030 5a 78 bc 10 bo f4 f4 55 ec a3 00 bS
143 15.351965 192.168.100.1.. 163.91.64.258 Tcp 66 53804 - 443 [SYN 00000000 17 03 @3 @0 7d 41 fe d5 ec bf 2c a6 a3 Sa 60
144 15.361673 183.91.64.258 192.168.188.197  TCP 66 443 > 53804 [SYN 000060018 77 3f do ce 73 9a Bc 72 bf 48 8e 8c do 39 92
145 15.361217 192.168.100.1.. 163.91.64.250 TCP 54 53804 - 443 [ACK] 86000020 dc 19 28 1b 91 2f 87 59 @6 85 ad e6 2 49 03
146 15.362144 192.168.160.1.. 163.91.64.258 TLsvi.2 114 Application Data 00000030 1c 73 cd @d 12 a8 24 69 1le 5e b3 ed 76 42 89
147 15.376573 103.01.64.250 192.168.100.107  TCP 54 443 > 53804 [ACK] 00000040 b3 do 27 73 84 5f d7 c6 a4 fe 40 f7 09 1d 38
183 24.893126 183.91.64.258 192.168.108.197 TLSv1.2 184 Application Data 00000050 5f @c d9 6@ b4 ec d7 ce 75 cd 18 d2 99 13 65 _ 5
893809 .168.100. 1... 54 53894 - 443 [RST, 00000060 1c le c9 24 af 2a 97 24 ae 73 29 63 52 9d ab 3a ..-%3.%.% _s)cR..:
00000070 28 54 1b 50 c1 30 ce a8 ab db cf de al 75 cf ad (T.P.@.. ..... u
00000080 ff 37 7
<
Frame 146: 114 bytes on wire (912 bits), 114 bytes captured (91 52 54 8@ 36 3e ff 18
Ethernet II, Src: 18:f7:78:6f:96:ee (18:f7:78:67:96:ee), Dst: R @e 64 fe dd 46 6@ 80
Internet Protocol Version 4, Src: 192.168.108.197, Dst: 1@3.91.|| 9920 gj ;; sg gf: (
Transmission Control Protocol, Src Port: 53894, Dst Port: 443,
e 94 ES ez 7[': POPPEEER 17 03 03 00 2f 00 60 00 00 0O 00 DO PO A VO 00 B
24 b5 12 e
v TLSv1.2 Record Layer: Application Data Protocol: Hypertext T 21 co a6 3¢| | OPPRARIE OO OO0 PO GO0 OO PO A0 PR OO BD 0 0P BB /O BB BB .. .. ... .
Content Type: Application Data (23) 0 bs -
Version: TLS 1.2 (ex83€3) 00000020 00 00 00 0 08 d5 cd 4d 31 23 22 82 55 53 45 52 ceeaa. G MO1H#TUUSER
Lengtn: 55 00000030 2d 50 43 00 -PC.

Encrypted Application Data: 430829767f94c5e27be@218e37ec]
[Application Data Protocol: Hypertext Transfer Protocol]

TLSclient packets have a larger service packet because the
client initiates the connection and provides additional

data
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Mimicry of legitimate communications

magchytes size xor key32bytes

000PRRRO |17 B3 03][@0 37]|43 08 29 76 7f 94 c5 e2 7b eB 21 el 7C0) vl {W )]
0000PPR10 ©Be 37 ec 3d fa b3 b8 19 a6 ef 44 b5 12 eb 90 11 N ..D.....
00PPPV20 3e a7 9c 2d 2a |d6 f9 84 32 b5 84 c@ ab 3e b3 6a >..-% 2....>.3
00PPPV30 5a 78 bc 10 b f4AAf4 55 ec a3 00 b5 ZX. o U
000PPRRO 17 ©3 03 B0 7d fe d5 ec bf 2c a6 a3 5a 60 40 A AN )
0000PPR10 77 3f dO ce 73 9a@c 72 bf 48 8e 8c do 39 92 3a w?..s..r .H...9.:
00000Y /.Y .... I
00000( From Hex d6798432b584c0a63eb36a5a78bC10b0T4FAS5eca30005 | @i A yB.$
69066 Delimiter 5 - @ : .SV @
00000\ Auto mc 46 = 1 TrRaw B o eee Uewesws e
00000 b.*.$ .s)cR..:
00000| yor Output B0, ... u
215515151 ofieDEoLeenaDESKTOP- JGLL ILDwu
Key
430820767F94c5e27bed; X7
Standard [ Null preserving
N Y, 9

......

Backdoor TONESHELL
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Detection
Mimicry of legitimate communications

A network rules (for specific malware families)

Backdoor TONESHELL
Rule 2.

Rule 1.

alert http any any -> any any
alert http any any -> any any (msg: "Backdoor Toneshell second pkt "
(msg: "Backdoor Toneshell first pkt " flow: established, to_client :
flow: established, to_server ; stream size : client , <, 261:
stream size : client , <, 260; stream size : server , <, 1024;
stream size  : server , =, 1; content : |17 03 03|" ; startswith
content : /17 03 03 00|" , startswith ; flowbits :|isset , Toneshell_request ;
flowbits : set, Toneshell request ; flowbits : unset , Toneshell request ;
classtype : trojan -activity threshold : type both , track by _src,
sid: 1; rev: 1)) count 60, seconds 60;

© classtype : trojan - activity
sid: 2; rev: 1)) (

A deep parsing mechanism for protocols and applications

------
------

......



DNS tunneling

Zloader DNS requests use the following format:

[prefix].[header].[payload].[zloader_nameserver_domain ]

The 14-byte header consists of the following structure:

struct zloader_dns_tunnel_header{
unsigned int session_id;
unsigned int sequence_num;

byte msg_type;

byte field_1;
unsigned int field_2;

The header consists of 14 bytes that are converted into 28 lowercase hexadecimal values

(" Protocol Length  Info
DNS 118 Standard query @xe5ac A cdn.@000000001000000010000000000.ns1.brownswer.com
DNS 110 Standard query @xb78d A cdn. 1 .nsl.brownswer.com
DNS 110 Standard query @xdc5e A cdn.@ 0 1 00.nsl.brownswer.com
DNS 110 Standard query @x0600 A cdn. 1 .nsl.brownswer.com
DNS 110 Standard query @x4746 A cdn.@ 1 00.nsl.brownswer.com
DNS 110 Standard query @x@f5b A cdn. 1 .nsl.brownswer.com
DNS 110 Standard query @x@9ee A cdn. 1 1 .nsl.brownswer.com
DNS 110 Standard query @x49ed A cdn. 1 1 .nsl.brownswer.com
DNS 110 Standard query ©x438b A cdn. 1. 1 .nsl.brownswer.com
DNS 110 Standard query @x454a A cdn. 1ci 1 .nsl.brownswer.com
DNS 118 Standard query @xabb8 A cdn. 1d 1 .nsl.brownswer.com
DNS 110 Standard query @x7871 A cdn. 1 1 .nsl.brownswer.com
DNS 110 Standard query @x4dedd A cdn. 25 1 .nsl.brownswer.com
DNS 110 Standard query @xc956 A cdn. 1 .nsl.brownswer.com

0030
0040
0050
0060

88 36 3e ff
82 6b 00 00

52 54 00 fb 2a cb 08 @8 45 00
80 11 «cd 66 c@ a8 64 3b 2d 3d

L]

ac

} example

cdn.90baf13f03000000040003000000.160303009d0100009903036713bfbela8dealce0
b97a5196762fe327f8da77.0a06e9aff09fff3a4f07cc1400002ac02cc02bc030c02f009f00
9ec024c023.c028c027c00ac009c014c013009d009c003d003c00.ns1.brownswer.com




DNS tunneling

Service <
start Service created C2 servers
v
¢ Decoy Dog (... |
7 o=
_ loader @ "
(dcrond)
A A
rﬁ:ﬁl:ne v (DVEBE:;;U[F]IU%RM DNS tunnel Creates f:l:?nsetr to DGA
) ctl.socket metry 1 channel
CAY Tree  [@5% Decryption  [iorg)  Runsin memary social media
@ e ‘"“'EI » |oll0o —
= (BIN] E“?“?Tﬂﬁeeeeeee 44 e4 01 00 00 01 00 00 00 00 00 00 08 34 72 6d D....... ..... Arm
False Main payload connig IroM gppeee1e 62 35 62 69 38 20 74 71 31 31 33 6b 79 76 64 36  b5bi8 tq 113kyvd6
(pcie.cache) mpcibin |0ppee020 6a 36 63 36 69 6f 64 61 33 67 32 7a 73 32 6b 6f  j6cGioda 3g2zs2ko
fo! 00000030 38 71 39 39 39 39 1@ 61 33 6a 35 6¢C 69 76 72 7a  8g9999.a 3j5livrz
Q 00000040 74 61 61 39 39 39 39 @a 63 6c 61 75 64 66 72 6f taa9999. claudfro
00000050 6e 74 03 6e 65 74 00 00 01 00 @1 nt.net..
Pracess end 00000000 44 e4 81 80 00 01 00 @1 00 00 0@ 0@ 08 34 72 6d D....... ..... Arm
00000010 62 35 62 69 38 20 74 71 31 31 33 6b 79 76 64 36 b5bi8 tg 113kyvd6
00000820 6a 36 63 36 69 6f 64 61 33 67 32 7a 73 32 6b 6f j6chioda 3g2zs2ko
00000030 38 71 39 39 39 39 1@ 61 33 6a 35 6¢c 69 76 72 7a  8g9999.a 3j5livrz
90000040 74 61 61 39 39 39 39 @a 63 6c 61 75 64 66 72 6f taa9999. claudfro
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DNS tunneling Detection

A search for anomalies in DNS packet bytes (ML, behavioral profiling)

A analyzing the number of requests and the gaps between packets
(script modules)

A search for requested resources via databases of IOCs

A network rules (for specific malware families)

......



Unknown protocols

GTPDOOR b Linux backdoor, with the novel feature of
communicating  C2 traffic over GTP-C (GPRS Tunnelling

Protocol - Control Plane) signaling messages

ACK Scan

No service / TCP socket required on dst port. Firewall not stateful (does not drop ACK)

TCP Connect Scan

Aservice | TCP socket s listening on the host to complete the TCP three way handshake.

kemel kernel
S tepipstack | | CTPPOOR Scanner e | | GTPDOOR

>
ACKRST ACKRST
SYNACK J RST
"GTPDOOR
alive™

ACK

ACKRST

IP HEADER

UDP HEADER <|

|

GTP HEADER ‘1

GTPDOOR MSG <

doubleagent.net

GTP_FLAGS

GTP_MESSAGE_TYPE

GTP_MESSAGE_LEN

GTP_MESSAGE_LEN

SPARE / TEID

KEY

MESSAGE TYPE

MESSAGE LENGTH

MESSAGE DATA

MESSAGE DATA




Unknown protocols

0. Time Source Destination Frotocol  Length Info
1 @.eee000 192.168.808.1 192.168.80.5 GTP 74 Echo request[Malformed Packet]
2 19.252482 192.168.80.1 192.168.80.5 GTP 74 Echo request[Malformed Packet]
3 19.254712 192.168.88.5 192.168.80.1 GTP 164 Eche response
4 19.254817 192.168.80.1 192.168.88.5 GTP 86 iEcho request
5 19.255481 192.168.88.5 192.168.80.1 GTP 86 Echo response

T v v v~

Frame 4: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 192.168.80.1, Dst: 192.168.80.5

User Datagram Protocol, Sre Port: 35251, Dst Port: 2123

GPRS Tunneling Protocol Prime

“ Flags: @xee

288, .... = Version: @

I ...8 .... = Protocol type: GTP" (@) I
va.. B8R, = Reserved: @
vees ...8 = Header length: 28-Octet Header

Message Type:
Length: 41633

Echo request (@x@l)

Sequence number: @xada3 (42147)
Dummy cctets: @@@Ba5a6a’a2ad@102838472113
Reordering required: True

Recovery: @

~ Unknown extension header
v [Expert Info (Warning/Protocol): Unknown extension header]
[Unknown extension header]
[Severity level: Warning]
[Group: Protocol]
Response In: 5

g8
g8
8

45
c@ ad 58 @l ca
a2 al ad
84 72 1f 18 @8

oS & D
[ B v I cw B v I v
i 5=
oo D
®
=

@a @8 a2
aa o8 42
ad 5@ a5
ai ee ae
@5 e 88
2b

@@ 81 84 @6 B8 ee 27 2c
38 B85 48 B2 48 11 e9 4e
89 b3 @58 4b @@ 2e 21 97
a5 ab a7 ad a9 @81 82 a3
43 26 2a 26 43 29 28 26

GTPDOOR
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Unknown protocols Detection

A network rules like: |alert udp any any ->any 2123.. |but...

A deep parsing mechanism for protocols and applications

A behavioral PC profiling

......



Steganography

GET /xampp/brz/greatnicethingsonhereforgivemebackallpowe
Accept: */*
Accept-Encoding: gzip, deflate

Host: 109.248.144.184
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 14 Apr 2025 21:38:21 GMT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.1.25
Last-Modified: Thu, @3 Apr 2025 14:12:00 GMT

ETag: "3bal8-631e@5a71a8e2"

Accept-Ranges: bytes

Content-Length: 244248

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-gzip

(tantum = Chr(65) )

masculiflorous = Chr(99)
weirdoes = Chr(116)
heroner = Chr(1@5)

iring = Chr(118)
dodecaphonic = Chr(101)
marimonda = Chr(88)
gracillariidae = Chr(79)
gordonia = Chr(98)
Kbar‘bie = Chr(106) Y

: Stega r campaign

TTP/1.1

User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 18.0; WOW64; Trident/7.0@;
CMET4.8C; .NET4.@E; .NET CLR 2.8.50727; .NET CLR 3.8.30729; _MET CLR 3.5.308729)

GET /xampp/vb/newﬁimagTTP,fl .1

Host: 109.248.144.184
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 14 Apr 2025 21:38:28 GMT

Server: Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.1.25
Last-Modified: Mon, 31 Mar 2025 20:26:27 GMT

ETag: "38692c-631a93c17ch9a”

Accept-Ranges: bytes

Content-Length: 3172652

Keep-Alive: timeout=5, max=100

Connection: =
Content-Type

L2110

22222222222222222222222222222222222222222222222222 . . .. .. P e
.................. Guveanernnranenaenneana.1A.."Qa2q.....4B..R...3..$b.Cr.4

4]y 1 o B e I
1.AQ"a..q2B...#. .R....r............ ?..T....V..7,05..m.=N.d...2. .|-AG.»

18 .uldW*8. .. L..)...d3.~. . U.%..0..¥<.UC+..07.X.5Q....%q)...?\.BA..q2b..a..".K
p.1,bH..b.b...L.1 .&L.d....1...¥$...T2d..h..Al._;nr@..... _M..&. .r).&L.d..

= "1.d.\*L.~L.2B..8...&IRd..$..L.$...i.....Y¥..C..

+\\LL.8 .. L. y|.r.6rv@B.'...tXX.d..2T|c"....

G.(...9%.. ..J#.L.".e..z¥...i..... [ P =<Yoo .. y.1(....C._...L.

Moocas Kemovro | osa r o d L

Q gAAAAAAfugAATANNIbEBTM
BhVGhpcyBwem3ncmFtIGNhbm5vdCBiZSBydWagalldgREITIG1VvZGUUDQOKIAAAAAAAAABQRQAATAEDAF/
66mcAAAAAAAAAADAATIALATAAADZYAAAGAAAAAAMA/
1YYAAAZAAAAAAAAAAAAEAAE AAAAAE AABAAAAAAAAAAGAAAAAAAAAAC S GAAAAZ AAAAAAAAMAY TUAABAAABAAA
AAAEAAAEAAAAAAAABAAAAAAAAAAAAAAAL BUGABLAAAAAGAYAAAEAAAAAAAAAAAAAAAAAAAAAAAAATAY AAWAA
AAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAALAAAAALAAALAAAAAALAAALAAAAALSAAAAAAT AAAC AAAAAAALAAAA
AAACCAAAE e AMAAAAAAAAAAAACS BZXH BAAAABD CYAAASAAAAOBEAAA TAAMAAAAAAAAAAAAAACAAAG AU Y Y

@)
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Steganography Detection

A network rules (for specific malware families)

AUICRCaN SteganoAmor  campaign

alert http any any -> any any (msg:. "Possible SteganoAmor Operation" ;

flow: established, to_server ; http . method; content : "GET";

http .uri ; content : !"?"; content : " ; content : "IF" ; distance : 1; within : 2;
endswith ; fast_pattern ; pere - "/ \/a -z|{15} \.( tlg )IF$/U" ; http . header ; content
" Referer "; flowbits : set, sa tif req ;

classtype : trojan -activity ; sid: 1; rev: 1))

A checking for file type mismatches and analyzing anomalous internal
content using signature analysis (as above), files analysis in sandboxes,
advanced analysis (ML)



Encryption, compression and encoding

3a
2a
as>
a8
8e
73
a4
22
bl

le
f3
8f
ac
Be
f2
38
1d
b6
d8
3e
d7
37
Ac
eb
fd
£5

3e
1le
d7
78
ab
cf
ee
f6
7a
a1

00000000 ae
00000010 oI ™62
00000020 af 9e a2 4
00000630 56 do 2a cd
00000040 a7 44 03 da
00000050 ec 1f 90 93
00000660 87 75 97 59
00000670 7 7 58 88
80000030 eb 3b 3 £3
RO c5 a3
F3 dg 2e
W2 86 e/
1c c7 e7 43 cb
€3 94 a7 b6 38
27 2a 7b 37 1b
82 74 55 4f a8
00000160 c1 c7 a3 66 ec
00000110 34 fGamdomdd
oeeoeces | 31 36 ea b8 d1 39 09
90000010 7e de do
00000114 33 32 00 2 bc 57 d6 8b
80000124 Ba bf 07 8d Be 26 6 26
00009134 69 0@ 86
00600013 31 36 00 ad 90 54 6a
00000023 d5 le OF
00009137 31 36 00 ea 53 ed 97 1f
00000147 ea c7 60
0000014A 33 32 0O
0000015A ©Oa bf 07
0000016A 82 20 2a
00600026 31 36 00 ad 90 54 6a
00000036 d5 le OF
0000016D 31 36 00 o 03 13 bd 9a
0000017D 93 49 df
00000039 31 36 00 68 d1 39 09
90000049 7e de d9
00000180 33 32 00 2 bc 57 d6 8b
80000190 ©Ga bf 07 d8 41 71 7e 14
000001A0 54 79 7e
0GRRAC 31 36 00 ad 99 54 Ga
0000005C d5 le OF
000001A3 31 36 00 b9 76 63 fe eb
00000183 d7 27 25
000016 33 32 00 2 bc 57 d6 8b
000001C6 ©a bf 07 dd 23 03 19 81
00000106 a5 6b 9c

000006C0
000006D0
©00000ED
©00000r0

2 bc 57 dé 8b
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Custom e ncryption , compression and encoding

00000008 1c 00 00 60
00000004 04 00 00 00 03 @0 @9 00 00 00 04 00 Ob c8
000014 cc 4b 07 60 TIRTZ e/ 85 084 00 00 60

00000020 1c 00 00 00
00000024 @4 00 @0 00 1f|8hb 08 @0 ©0 00 00 @0 04 @@ Ob cB
90000034 cc 4b @7 00 c3|92 e7 85 @4 00 00 80

00000040 fe 03 00 0O
00000044 a2 05 00 00 1| Sb 03 60 00 00 00 @0 84 0@ a5 54
00000054 db ae ab 36 1@ fd 95 bc 54 6a 15 ed 13 Ge 21 44

00000000 60 02 00 PO 60 ©2 80 00 31 00 _32 00 33 00 34 00
00000018 35 00 36 90 00 00 90 Of 00 09 ed 57 3d 6b
00000020 db 50 14 3d 90 a8 da b3 6b ac 3 I3b6 e2 a8 b2
00000030 ©@a 81 26 2d a5 90 86 84 d@ 38 a5 la 5a 92 ed
00000040 62 37 ae 12 f2 45 09 5d ©a 81 @e a5 4) d6 de 9
00000050 1f 99 33 a5 63 b6 1a 4a d7 @e 59 3b 7 5e 59
00000060 49 68 @2 a9 5d 04 ¢5 €8 3c de d3 d3 91 be 74
00000070 de bd £7 8d al 84 22 26 59 5a b8 c7 6b 5
00000080 81 @1 3 86 94 63 ba 76 7e 78 9d 5b <6 16
00000090 1 la 6f 99 d6 f9 d7 @d fc 7a f7 6d df 45
000000A8 bc al 4e 26 b@ 81 @e 75 62 b2 6e 53 33 25

T 36 D o 0 T AT T 6B T Gh 0 €0 (D) oF V@t 00P0AA6A ea a9 8e cl 2§ 5c ©2 @1 13 20 el @d 08 el 7e 4b
000008C0 10 2d ce 71 9e 6b 10 b3 6e 62 89 d7 75 d4 00000074 48 80 7c 7d 9d bd 55 5 9c 87 3e 75 24 cf 8¢ c7
000000D8 6@ 12 d6 c4 5d cc 29 eb 23 c@ b6 7e dl 42

-+ 00000084 cb cb 9e 65 c¢9 52 db 34 49 3c e4 4d fa e7 8f bf
- 00000694 56 db 62 c5 0] 60 3b 65 ab el 14 88 c@ 46 ed Oc
000008A4 c4 14 00 b3
. 00000eB4 88 63 ac 49
.1 ....5..8 000008C4 14 5c 85 b7
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00000146 bf 89 d2 ea da 47 Sb Sb 90 51 f8 64 ad ed 1c a3 .
00000156@ 8d b3 2f 47 1f b3 ee ¢3 a2 32 2d da 95 49 88 cd ..
00000168 c8 aa @f 2b b3 b6 53 7c¢ fd b4 7@ 90 58 cc ab f3  ...+..
0000017¢ 11 cb 2f 7e da da 97 8c <3 b2 4c ab 29 dé d2 58
00000180 3c de ff fb 2f @4 6b bc b3 b5 56 62 64 54 19 72
00000190 4e 3b 6¢ a3 3c ed 2¢ ¢5 b6 b4 d5 fb 02 3f de e
000001A0 6 7b 3d 1c 24 Af 7a 17 eB 26 fc fb 29 da 23 9f
000001B0 Se 28 a6 2d aa 1 8d ef 7d be f@ 07 ff b3 cf 5b
000001C0 fd 36 ee d4 d3 de ba el 9@ c3 cc 31 a2 8 86 13
00000100 99 ab e2 11 d5 5d a7 3e 9b f4 a6 @d 8d ac 9e 91
000001E® 69 aa 3f 15 cf 9b 8 e2 4d 8d be @a 37 7c 3f 1b
000001F@ b9 bb 8d 55 d9 d9 9d f@ 4 b3 cb bd ca 838 68 d1
00000200 83 c7 bd ed el 21 63 ba 15 fa d5 @5 ee a5 e7 1la
00000210 bb 8a 67 96 73 8f a3 b5 a2 46 b3 62 13 8c 6¢ a7
00000220 99 23 13 cc d3 S5e 7b fd 13 4a c@ d8 69 9b 2a f1
00000230 98 77 99 45 33 6d da f2 7f f5 45 d3 b4 df 15 aa
00000240 c4 67 12 4d da 8c cc 23 e5 22 b2 11 19 87 a5 ad
00000250 e7 e7 80 39 ed 33 39 7d 84 ac db 8c c2 6f c7 6f
00000260 da b2 ab be
0P000R00 1f 00 00 00 1f 00 0@ 80 31 00 32 00 33 00 34 88  ........
00000010 35 00 36 00 00 B0 01 60 8@ 00 78 9c 63 00 00 00
00000020 01 00 01
00000264 32 01 00 00 32 61 00 60 31 00 32 60 33 60 34 @0
00000274 35 08 36 @0 00 0@ 32 75 00 00 78 9c ed dl 4d 4a
00000284 3 48 14 @0 e® 87 4b c1 3b 78 01 5d e8 d2 33 @8
00008294 62 97 22 52 5a a9 62 6a 4a 13 eb cf 45 bc 82 7
000002A4 f2 22 be 24 fe 24 52 91 82 b8 fa be 21 93 cc be
00008284 99 c9 9b 9§ St = G

000002C4 e3 7c df ef
malwar

o
I
o

11 @2 90 ee c4 34 de 89 76 aa
aa 43 d1 36 21 b8 ef al 58 3a 68
25 a3 42 92 48 35 89 6b 54 49 bd
ee f6 10 4c 26 b4 29 65 8e d7 dé6
99 70 ff c5 6d 97 84 6f 24 3c ad%
8c 42 9d ff df d8 af 46 0@ be
81 a3 @2 90 21 11 4c 48 5c @9 36
77 9f 9f bd fe 6b 48 02 a3 2d 93
6f ec 89 49 39 45 1@ 8c 2a 02 a3
6f 81 4d 78 81 8d 45 ac 66 86 8b
d6 26 19 ea 62 19 22 55 a5 f4 69
30 da 9c ab a5 2e 67 f1 79 87
77 5a ca 3c 9e d9 @3 2¢ 79 9b c2
76 A7 Af {6 7c 8f ce @2 bf 36 cb
00000184 c@ Of %9a 70 5 31 8b e9 4b 73 el 92 53 Of 33
00000194 d5 df 65 5¢ e5 9d 7e ac 34 df af de 79 50 {7
000001A4 7a dl e9 7e ¢id f1 79 d7 df f4 d7 be f7 99 61 93
000001B4 af 1f e4 79 P6 e3 b4 9b 84 42 9b 87 fd 91 36 4Af
000001C4 3e bd 2d ©2 p6 al ed4 dc 2 58 ad 1f d7 96 4f 6e
00000104 93 18 b4 a8 pd 35 62 97 56 c3 7f e9 43 34 19 d1
@00001E4 3f fa 7c b5 [fc 9f fa a@ b7 3e 12 01 41 11 c4 5f
000001F4 fa d8 1la fb B9 9d 16 12 1d 34 89 99 26 ba b6 25
00000284 8b bl 91 1b [2d 52 65 a4 e3 36 52 44 c9 31 Se ee
00000214 13 78 e7 66 [B8f a5 ec 5c 9a @7 54 @9 f8 53 a3 9a
00000224 28 do6 e9 85 |cb 98 af 74 7d 28 4d 84 dd 40 71 5@
00000234 a5 bb 34 f6 |bc ea 72 f6 bd ae 88 76 5e 1d 30 59

Lo —h o © S s LN
o
a

Fa
MmN WO R R oD
=)

o

e examples using




......

~ Detection |
Custom e ncryption , compression and encoding

A network rules with using thresholds, flowbits , pcre , stream_sizes
byte tests ,byte jumps etc.

A script modules  (more flexible )

A Zlib, Gzip decompression  functionality  in the solution

------
------

......



Frequency of sending malicious packets

B N e VT

GET /bins/OERSmf8D7NSRv6iuXfcFhgFvenk4sTTqK8 HTTP/1.1
Host: conn.masjesu.zip

User-Agent: Wget/1.21.2

Accept: */*

Accept-Encoding: identity

Connection: Keep-Alive

HTTP/1.1 200 0K

Server: nginx/1.22.1

Date: Fri, 14 Feb 2025 22:28:48 GMT
Content-Type: application/octet-stream

‘ Wireshark - Follow TCP Stream (tcp.stream eq 4) - b5342a9551dd4601b73...

pel-{W |
Al Ll TSecr=1518320894 [

=3602326265
8408399 TSecr:

] X

a1=22684039¢

.[1;95mDevice Connected: 192.168.100.188 | Port: 22 | Arch: x86_64.[@m
! BOTKILL

.ep 4 L

P2326352 TSe¢

1 client phe, 1 server pht. 1 furm.

Contenthength: 120308 Entire conversation (84 bytes) ~ Show data as | ASCII ae stream [ -
. . / total streams.
Connection: keep-alive Find: Find N
Last-Modified: Fri, 14 Feb 2025 22:80:82 GMT
ETag: "67afbce2-1d7e8" Filter Out This Stream Print. Save as. Back Close Help
X-Cache-Status: HIT
Accept-Ranges: bytes
pUBBUL |Secr=15183208
St et | e Tsecr-matssosmn
L 7hNANUNV..J9. ... F>"y. ... QJ.g.X.#.. ... N."y.... Q1. f.A ... 1.g PRSI TSEEr=lsl
Hy. .kpN.X......... NANUNY. . NANuNV. A, . . .. J.g.Hy....Hy. . kpN.P.J..... g.A. . ... l.g ’17 TSecr=1821596601
Hy. .. .N.X.NANUNV. .NANu.. . OHWHQHy..S8<Hy....HP/.Hy..#.MN....*J.NV..Hx..a..... X. . »98616 TSecr=151832089
-@..Hy..83/...a...}.P. .-@..]...fP/...a..... Xp.-@..72/cee e, foa..... p. .J. #25 TSecr=1821590616
g /...a. XA Xp--@..7 /... Hx.. ....... Joaa.... 0.. J.f./...a...{.X. V| 1821590616 TSecr=151
1 client pkt, 90 sarver pkts, 1 tumn. 125 TSecr=18215968616
Entire conversation {121 kB) ~ Show data as | ASCII b Stream 90617 TSecr=15183209
DA617
Find: | | Find Nexty r=151
. Filter Qut This Stream Print Save as... Back Close Help 726 TSecr=1821590617 B .
$90617 TSecr=15183209 M|ra| botnet
A TCP 33256 » 8@ [ACK] Seq=171 Ack=20236 Win=64128 Len=0 TSval=1518320927 TSecr=1821590617



.......

Detection ©
Frequency of sending malicious packets

A network rules with thresholds (type threshold), xbits
A checking number of packets for a certain time

A behavioral PC profiling

.......



Packet fragmentation / data littering

GET /lib/rose HTTP/1.1
Host: travelrevert.site

::fg;:geﬂﬁ; Cupl/IES5E Ad 5a c2 90 20 ©3 20 20 20 04 20 20 20 c3 bf c3  MZ.. . . ...
: bf 20 20 c2 b8 20 20 20 20 20 20 20 40 20 20 20 5 an @
HTTP/1.1 208 OK 26 20 20 20 20 20 26 20 20 20 20 20 20 20 20 20
Date: Wed, 23 Apr 2025 16:57:11 GMT 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Content-Type: application/octet-stream 1o Gl 25 20 Q= 1 2 bn G2 W@ ) @ 8 2l oo cooo '
Content-Length: 23664 €2 b8 01 4c c3 8d 21 54 68 69 73 20 70 72 6 67 ...L..!T his prog
Cammestions eap-alive 72 61 6d 20 63 61 6e be 6Ff 74 20 62 65 20 72 75 ram cann ot be ru
cerver: cloudflare 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 2e 8d Ba n in DOS mode. ..
Content-Disposition: inline; filename=rose od 0a 24 20 20 20 20 20 20 20 52 47 4f c2 be 16 -.$ RGO. ..
Last-Hodified: Tue, 22 Apr 2025 13:47:13 GMT 26 21 c3 a3 16 26 21 c3 a3 16 26 21 c3 a3 1f Se  &!...&!. ..&l..."
Cache-Control: no-eache €2 b2 c3 a3 14 26 21 c¢3 a3 44 53 20 ¢3 a2 14 26 &, .DS ...&
Etag: "1745320633.7270398-23664-4057797581" 21 c3 a3 62 4d 20 c3 a2 14 26 21 c3 a3 44 53 24 -&!..Ds%
Cf-Cache-Status: DYNAMIC c3 a2 1d 26 21 ¢3 a3 44 53 25 ¢3 a2 le 26 21 c3 Sk...&!.
CE-RAY: 934ee6@3ea79besf-LHR a3 44 53 22 ¢3 a2 12 26 21 c3 a3 40 53 20 ¢3 a2 1..@s .
alt-sve: h3=":443"; ma=86400 15 26 21 ¢3 a3 16 26 20 3 a3 c2 a@ 26 21 ¢3 a3 Y
€3 92 53 29 c3 a2 17 26 21 c3 a3 ¢3 92 53 21 c3 5 [
MZ.. . . P @ e e S L..!This program cannot| a2 17 26 21 c3 a3 c3 92 53 c3 9e ¢3 a3 17 26 21 R L S &!
c3 a3 ¢3 92 53 23 ¢3 a2 17 26 21 ¢3 a3 52 69 63 ....S#.. .&!..Ric
% RGO. .. &...~ll. &!..DS ...&l...M L.&1..& ... &1.]68 16 26 21 c3 a3 20 20 20 20 20 20 20 20 20 20 h.&!..
..S#...&!. .Rich.&!.. PE d.... . P. 8 P 20 20 20 20 20 20 20 20 20 20 20 20 20 20 50 45 PE
P B X X...d p- .- P P P 20 20 64 e2 80 a@ 06 20 14 c2 a5 c3 bb 67 20 20 doo.. ... g
Ltext anma o a & “.rdata PE - F be 20 22 20 6b 02 Qe 1d 20 ot
@ @.reloc soos o 20 20 20 20 20 50 13 20 cos oo P.
e2 82 ac @1 20 20 20 20 o cooo
20 20 20 20 20 20 20 06 8 & = 8
c2 90 03 20 20 @4 20 20 oo
20 20 10 20 20 20 20 20 - 8
20 20 1@ 20 20 20 20 20 5 8
20 20 20 20 10 20 20 20 5 5
20 58 c3 bl @2 20 64 20 .. X X... d
20 20 20 20 60 03 20 20 p- .. -
20 20 20 20 e2 82 ac 03 8 A
c3 98 02 20 1c 20 20 20 oo o
20 20 20 20 20 20 20 20
20 c3 98 02 20 38 01 20 ... 8.
20 20 c3 80 02 20 78 05 ban L3
20 20 20 20 20 20 20 20
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Detection

Packet fragmentation / data littering
A network rules for full streams A ML- solutions or script modules
(not single packets ) for finding junk bytes and

sensitive contents inside streams
A many small packets is an anomaly
especially if they are the same
length - advanced analysis

......



Encrypted traffic

POST / HTTP/1.1 VPN (In HTTP)

Host: 154.17.253.252:80
Content-Length: 1655

Content-Type: application/octet-stream
Cookie: N=es/+G1OEQUZSwsipfgwu98SDHQE/vxE/jKuMLHSQUsYR+HagMHSAxAB6SplqtY1TyVqLwuCXFmbsBsw8cf4BCBTzeWOLceEFkcKBxofEhnk4sWlgWVzoMNQ5Crrml7X/+2hi84/ /NXnzVYTeNycilHrrylox3Skvpetwoeih
kpyWXViVYL7mBLkcWf9s8KdtnveujWloXeaA/KROg6RY
Accept-Encoding: gzip

179..85.5.RO......... p.DCEwS. . v . +..f......... 5.5.64
: _.Ale~.m...snF.VC.X....R.&.&2..

. .b nD.~\..L....B.. . .. .
....... (.G~ .. Xeowooo A NC..dlw.p....12[.H.3.
...... k~Y.. _@F%_./..iDJ233 5.436995000 1e. 2.18.190.163 HTTP2 HEADERS[1]: GET /512/3252/3252741.png
234 5.470222000 2... 10.127.0.54 TcP 443 » 36648 [ACK] Seq=2766 Ack=598 Win=64768 Len=8 TSval=3764134770 TSecr=416473881
DL 235 5.470386000 2... 10.127.0.54 TcP 443 » 36648 [ACK] Seq=2766 Ack=690 Win=64768 Len=8 TSval=3764134770 TSecr=416473881
TcP 443 » 36648 [ACK] Seq=2766 Ack=1037 Win=64512 Len=0 TSval=3764134770 TSecr=416473881
wb.D[xUh7.0.0.. |
""""""""""""" ~|[ 0020 @0 07 3a 73 63 68 65 6d 65 @0 60 00 05 :schem e
Y 0.}V, B 52/3252741.png 0050 20 00 00 05 3a 70 61 74 68 00 00 @0 15 2f [ :p ath /
vt Pl BZ.{2.... 35 31 32 2f 33 32 35 32 2f 33 32 35 32 37 34 31 512/3252 /3252741
- 2e 70 6e 67 00 00 00 Pa 75 73 65 72 2d 61 67 65  .png user-age HTTP
> 6e 74 00 00 00 af 4d 6f 7a 69 6¢c 6c 61 2f 35 2e  nt----Mo zilla/5. g
\d6U. X} 2(.. ox® 30 20 28 4c 69 6e 75 78 3b 20 41 6e 64 72 6f 69 @ (Linux ; Androi
0. 64 20 31 31 3b 20 73 64 6b 5 67 70 68 6f 6e 65 d 11; sd k_gphone
0. .X+..P&.g..GX..A..Z|. ....T. Q.k..r.....WfA. entifier: 1 5f 78 38 36 5f 36 34 5Ff 61 72 6d 36 34 20 42 75 _x86_64_ arm6d Bu
s XN 69 6c 64 2f 52 53 52 31 2e 32 31 3@ 37 32 32 2e  ild/RSRL .210722
i True 303133 3b 20 77 76 29 20 41 78 70 6¢ 65 57 65 ©13; wv) Applelie
pLO8..5.X_.E EELL EEPERR Woufions @ON. . fyE....D...eA..... X.Z |pendency: @ 62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b 48 54  bKit/537 .36 (KHT @
-S .B..h. 4d Ac 2c 20 6¢c 69 6b 65 20 47 65 63 6b 6f 29 28 ML, like Gecko)
oL . ) ) 56 65 72 73 60 6f 6e 2f 34 2e 30 20 43 68 72 6f Version/ 4.0 Chro
--/-6[M..8.).1..H..q..8...5. .. -7-h7...piF:.@. e B O e 0072100870084b958d33 6d 65 2f 38 33 2e 30 2e 34 31 30 33 2e 31 30 36 me/83.0. 4103.106
b /oBps T W .. 6 20 4d 6f 62 69 6c 65 20 53 61 66 61 72 69 2f 35  Mobile Safari/s
0..35)W.Z8F ... }oteoze e Gumen oo MDLU.d IV D9 adu0 3 ).QH..U.0n/.../ I b %2 X 33 37 2e 33 30 00 00 99 06 61 63 03 65 7@ 74 00  37.30 accept
@0 00 27 69 6d 61 67 65 2f 77 65 62 70 2¢ 69 6d *image /webp,im
61 67 65 2f 61 70 6e 67 2c 69 6d 61 67 65 2f 2a  age/apng ,image/*
2c 2a 2f 2a 3b 71 3d 30 2e 38 60 00 00 10 78 2d ,*/*;q=0 .8....x-
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Encrypted traffic Detection

network rules for specific VPN, PROXY
script modules  checking packet lengths
combination behavioral profiling & ML solutions

deep parsing for HTTP2

Do P > Do Do
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Conclusion

Any obfuscation technique by an attacker can
be detected, it is not always necessary to
use advanced methods such as ML, often
simple rules are sufficient.

The proper allocation of protection
resources for detecting different
® obfuscation techniques with multiple methods
will allow you to effectively detect current
2 and new threats in the network

&

®)
i Kseniia Naumova (@naumovax) kw




Thanks!
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