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network malware analyst

Tricky obfuscation techniques

for C2 communication? 

Just detect them all!



About me
• senior malware analyst: work more than 5 years in:

• researching and detecting different threats in 
network

• improving network traffic analysis tools
• searching for new approaches to detect network 

threats
• bachelor's and master degree in cybersecurity
• played CTF since 2018
• teach students & organize cybersecurity events 
• share my research on the X platform about new 

interesting malware I found
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source: https://www.geeksforgeeks.org/how-does-the-internet-work/
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NGFW

NTA

network security solutions 

NDRHost-based 
IDS/IPS

Firewall

DLP

...

network analysts

monitoring, analysis, detection
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Pyramid of pain network traffic analysis technologies

reputation lists (blacklists, whitelists)

signature analysis (network rules)

various files analysis (sandboxes)

• fuzzy search

advanced 
analysis:

• script modules

• machine learning solutions
• behavioral profiling

tough

challenging

simple

easy
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Reputation lists 
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Network rules

source: https://rules.emergingthreats.net/open/suricata-$version/emerging.rules.tar.gz 12

Open-Source rulesets
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File analysis
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Advanced analysis

• fuzzy search

• script modules

• ML solutions

• behavioral profiling

Not only!
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Mimicry of legitimate communications

TLS client packets have a larger service packet because the
client initiates the connection and provides additional data

Backdoor TONESHELL
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Mimicry of legitimate communications

magic bytes size xor key 32 bytes Backdoor TONESHELL
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Mimicry of legitimate communications

Rule 1.

alert http any any -> any any

(msg: "Backdoor Toneshell first pkt";

flow: established, to_server;

stream size: client, <, 260;

stream size: server, =, 1;

content: "|17 03 03 00|"; startswith;

flowbits: set, Toneshell request;

classtype: trojan-activity;

sid: 1; rev: 1;)

Rule 2.

alert http any any -> any any

(msg: "Backdoor Toneshell second pkt";

flow: established, to_client;

stream size: client, <, 261;

stream size: server, <, 1024;

content: "|17 03 03|"; startswith;

flowbits: isset, Toneshell_ request;

flowbits: unset, Toneshell_ request;

threshold: type both, track by_src,

count 60, seconds 60;

classtype: trojan-activity;

sid: 2; rev: 1;)

Backdoor TONESHELL
• network rules (for specific malware families)

• deep parsing mechanism for protocols and applications

Detection
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DNS tunneling

source: https://www.zscaler.com/blogs/security-research/inside-zloader-s-latest-

trick-dns-tunneling

example:

cdn.90baf13f03000000040003000000.160303009d0100009903036713bfbe1a8dea1ce0
b97a5196762fe327f8da77.0a06e9aff09fff3a4f07cc1400002ac02cc02bc030c02f009f00
9ec024c023.c028c027c00ac009c014c013009d009c003d003c00.ns1.brownswer.com

Zloader
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DNS tunneling

source: https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/hellhounds-

operation-lahat

DecoyDog
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DNS tunneling Detection

• search for anomalies in DNS packet bytes (ML, behavioral profiling) 

• analyzing the number of requests and the gaps between packets 
(script modules)

• search for requested resources via databases of IOCs

• network rules (for specific malware families)
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Unknown protocols

GTPDOOR – Linux backdoor, with the novel feature of
communicating C2 traffic over GTP-C (GPRS Tunnelling
Protocol - Control Plane) signaling messages

source: https://haxrob.net/gtpdoor-a-novel-backdoor-tailored-for-covert-access-

over-the-roaming-exchange/
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Unknown protocols

source: https://haxrob.net/gtpdoor-a-novel-backdoor-tailored-for-covert-access-

over-the-roaming-exchange/

GTPDOOR
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Unknown protocols Detection

• network rules like: alert udp any any -> any 2123... but ...

• deep parsing mechanism for protocols and applications

• behavioral PC profiling
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Steganography

SteganoAmor campaign
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Steganography Detection

Rule for 

alert http any any -> any any (msg: "Possible SteganoAmor Operation";

flow: established, to_server; http.method; content: "GET";

http.uri; content: !"?"; content: "."; content: "IF"; distance: 1; within: 2;

endswith; fast_pattern; pcre: "/\/[a-z]{15,}\.(t|g)IF$/U"; http.header; content:

!"Referer"; flowbits: set, sa_tif_req;

classtype: trojan-activity; sid: 1; rev: 1;)

• network rules (for specific malware families)

• checking for file type mismatches and analyzing anomalous internal 
content using signature analysis (as above), files analysis in sandboxes, 
advanced analysis (ML)

SteganoAmor campaign
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Encryption, compression and encoding

njRATXworm RAT
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Custom encryption, compression and encoding

malware examples using Zlib and Gzip compression 30



Custom encryption, compression and encoding
Detection

• network rules with using thresholds, flowbits, pcre, stream_sizes, 
byte_tests, byte_jumps etc.

• script modules (more flexible)

• Zlib, Gzip decompression functionality in the solution
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Frequency of sending malicious packets

Mirai botnet
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Frequency of sending malicious packets
Detection

• network rules with thresholds (type threshold), xbits

• checking number of packets for a certain time

• behavioral PC profiling
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Packet fragmentation / data littering
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Packet fragmentation / data littering
Detection

• network rules for full streams 
(not single packets!)

• many small packets is an anomaly, 
especially if they are the same 
length - advanced analysis

• ML-solutions or script modules 
for finding junk bytes and 
sensitive contents inside streams
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Encrypted traffic 
VPN (in HTTP)
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HTTP2

TLS



Encrypted traffic Detection

• network rules for specific VPN, PROXY

• script modules checking packet lengths

• combination behavioral profiling & ML solutions

• deep parsing for HTTP2

• …
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Conclusion
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Kseniia Naumova (@naumovax) 

Thanks! 
Q&A 

linkedin.com/in/naumovax@naumovax
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Kseniia Naumova (@naumovax)

Any obfuscation technique by an attacker can 
be detected, it is not always necessary to 
use advanced methods such as ML, often 
simple rules are sufficient. 

The proper allocation of protection 
resources for detecting different 
obfuscation techniques with multiple methods
will allow you to effectively detect current 
and new threats in the network
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