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WHOAML

Antonis Terefos (@Tera0017)

Malware Reverse Engineer @ CP<r>
Reversing Malware
Automating Config Extraction
Researching Threats
Tracking & Monitoring Cyber Criminals

Reversing

Web App Penetration testing
CTFs

Reading Books
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AGENDA

GhOst Network

Stargazers Ghost Network
Operator: Stargazer Goblin
Present Ghost Networks

New Discoveries

Statistics

Conclusion
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WHAT 15 A GHOST NETWORK

Ghost Network 1s a network of “ghost”/fake
accounts that operate as a service on
legitimizing malware distribution activities
on various platforms.
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STARGAZERS GHOST NETWORK

First discovered Ghost Network

Operates on GitHub

Exists since August 2022

Public since July 2023

Makes malicious repos appear legitimate

Ghost accounts actions:
Star/Watch/Fork repositories

Like/share releases
Create repos with malicious content
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Past GitHub Attack Chains

downloads GitHub downloads

attachment——— —J L‘

Phishing Email Loader Payload

release

Stargazers Ghost Network

GitHub Smpoac
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Releases

Packages
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TYPICAL REP(

Searchable tags
Phishy README.md
Download link in README.md

o Link to external website
o Release of other repo
o Password protected archive

High number of stargazers
Usually recently updated
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Response Body Strings

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">
<html>
<head>
<title>Index of /logs</title>
</head>
<body>
<h1>Index of /logs</hl>
<table>
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Q Search ¢ Graph  4b API
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IS Content type Last Analysis Date @
200 text/htmlcharset=UTF-8 8 months ago b
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Original Formatted
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href=/%5bTR%5d_185.205.92.30.zip">[TR]_185.205.92.30.zip</a> </td><td al

href= %5bTR%5d 188.119.55.63.71ip">[TR1 188.119.55.63.7ipn</a> </td><td al
e
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OPERATOR: STARGAZER GOBLIN

Operates & Maintains

Stargazers Ghost Network

Public since July 2023

Smaller scale since August 2022

Campaigns focused mainly social media targets
utilizing Atlantida Stealer
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sourceforge.net,

User Ratings

| 5.00ut of 5stars

Rate This Project

User Reviews

lanatenet1992

Executor has transformed the way | manage tasks!

cariousbombawot

SourceForge provides a wealth of information for software evaluations.

A anz IS

N% W

Open Source Software Business Software Resources

Ease
Features
Design

Support

Login To Rate This Project

Filter Reviews:

Posted 2024-08-11

Posted 2024-08-11
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cw @CR-oc1st 3 weeks ago - Sy
2 = . 5 s i
You will definitely become the top 1 who makes it e s {m\ :‘A'>

Guys, in case your download is stuck at 0% | recommend to change provider or try later (because it may be due to
server overload, | really did not expect that there will be so many people, | am pleased). | personally check the
performance of the application and my downloads always go. But, for example, my friend also has problems with
downloading, it is solved by changing the Internet connection.

75 GF  Reply
— 1 month ago

Guys, in case your download is stuck at 0% | recommend to change provider or try later (because it may be due to
server overload, | really did not expect that there will be so many people, | am pleased). | personally check the
performance of the application and my downloads always go. But, for example, my friend also has problems with
downloading, it is solved by changing the Internet connection.

75 GF  Reply

/ 2replies

A @adarshgupta9776 1 month ago
HOW WAS U ABLE TO PUSH A REPOSITORY IN GITHUB UNDER MY ACCOUNT WHO GAVE U ACCESS?

(5 &* Reply

@ @beelbuu 7 days ago
@adarshgupta9776 anyway, does the process he is showing works?

75 GF  Reply | /

-I-\
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' MALWARE DISTRIBUTED V1A NETWORKS

Atlantida
Rhadamanthys
Lumma

Medusa

RedL1ine

RisePro

Python Stealers
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Ralanre- RTC
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[9 LICENSE Initial commit last
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BA® A 3 12:02

Balance: 0 BTC | 0 USDT | 0 TON

D UA ‘. OS - A N D ROID I N F[ (TIO N S Seed Phrase: mountain monkey lightning
zebra elephant elephant rain stream
sequoia birch canyon kiwi

R R R TRON Address:
In 2 days - 24 Android 1nfection: TEp8xZWJmsZocqvWzlvi3dwBZ2pzGcyD

Actor possibly of Russian origin{ M
. Balance: 0 BTC | 0 USDT | 0 TON
File Stealer

V'I Ct'l ms. Seed Phrase: passionfruit elephant cloud
hat papaya pine elephant rock tree
o Us - 13 papaya p P

banana storm grass
o RU/UA/NL - 2 TRON Address:

o DE/PL/CZ/IN/TR - 1 TF36bMwU2fDTQV4AMT1LvO6kVKQLSHUU
dok

Balance: 0 BTC |0 USDT |0 TON

Found wallets: 0 Found




| File name

Variant file names
File size

File type

md5

shal

sha256

Medusa Stealer

1.43 MB
PE32+ executable (GUI) x86-64 (stripped to external PDB
c1e5219c@bf776476e7a6d7e3bbae5cd

21db8ae12972427d3c2e609753918e87238ec701

AjmalAfghanistan/Twitch-View-Bot
AjmalAfghanistan/YouTube-View-Bot
Idrissip07/Fake-Crypto-Sender
Idrissip07/UnlockTool-Activated-Version
kloisova/Credit-Card-Generator
Masaruz101/Octoplus-FRP-Tool-Activated-Version
mihako86/Avast-Premium-Activated-Version

335feB85fc469fb67c43acc9be3091983495e0a151c293888cbe226dacdc7933d
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e Constant changing number
o Increases when:
m Creating new accounts
m Obtaining credentials of compromised accounts
o Decreases when:
m Legitimate user changes credentials
m GitHub bans accounts
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100 3Be3g - 10$ 100 stars- $10

500 stars - $50

500 3Be34 - 50% 4
" topGit.top
topGit.top Trust account with age created repository - $2
TpacToBbIi akKayHT € BO3PacTOM CO34aHHbIM peno3uTopuem - 2$ - Direct supplier. We work from our accounts with our software!
- Mpamoii nocTasLyuK. PaboTaem co CBOMX akKayHTOB CBOMM cOpTOM! - ANY payment method
g2top - NOBO cnoco6 onnare.. For volumes over $500 additional. discounts
YuacTHUK - Npu o6bemax cBbile 500$ A0M. CKUAKN

Added promotion of unique clones on github, gitlab

P s Il list of serv St
[o6aBneHa HakpyTKa yHUKanbHbIx clones Ha github, gitlab EUlstofisaivice

MoNHbIA CNWCOK yCnyr: 5
ycny - Github stars (s

tatio 0 Forks (forks)

- Github stars (3Be3gbl) Re o - Watchers (observers)

- Forks (¢popkw) - Clones (unique clones of the repository

- Watchers (Habnrogatenv) - Accounts (trust accounts with a repository and mail included)
- Clones (yHuKanbHbIe KNOHbI Peno3ntopus)
- Accounts (TPacToBbI€ akKayHTbl C PEMO3UTOPVUEM M MOYTOM B KOMMAEKTE) Also Any other service is possible on github upon request (cheating forks, watchers, etc.)

Frequently asked questions:
Do cheaters get banned?
- They don't ban, because... for github the process looks organic

Tak xe BO3MOXHa Ntobas apyras ycnyra Ha github no 3anpocy (HakpyTka forks, watchers n 1.4.)

YacTble BONPOChI:
W3 HakpyTKu B6aHAT?
- He 6aHsT, T.K. Ans github npoLiecc BbIrNSANT OpraHN4Ho. Spoiler: Current prices May 2024

100 stars - 10%

Cnoinep: AKTyanbHble LieHbl Maii 2024
500 stars - 50%

KOHTaKT:
HakpyTKa - t. me/topgit_top
aKKayHTbI - http

Trust account with age created repository - 2%

Contact
cheat - tme/t
accounts - https

CP<IE>
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" CENERTED PROFT

October 2024, Profit ~14.7K USD

e 113786 stars -> ~11.4K USD
e 551 repositories -> ~1.1K USD
e 14964 forks -> ~2.2K USD :

March 2025, Profit ~17.8K USD

® 54356 stars -> ~12K USD
e 1859 repositories -> ~3.7K
e 13834 forks -> ~2K USD ’
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STARGAZERS GHOST NETWORK

(8 July 24, 2024

cp<fF

CHECK POINT RESEARCH



CONCLUSION

e Ghost Networks break social actions trust by
misusing various platforms engagement tools.
Stargazers Ghost Network, 1is highly
profitable and Threat actors achieve great
infection rates.
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