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● Antonis Terefos (@Tera0017)
● Malware Reverse Engineer @ CP<r>

○ Reversing Malware
○ Automating Config Extraction
○ Researching Threats
○ Tracking & Monitoring Cyber Criminals

● Enjoy
○ Reversing
○ Web App Penetration testing
○ CTFs
○ Reading Books
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● Gh0st Network
● Stargazers Ghost Network
● Operator: Stargazer Goblin 
● Present Ghost Networks
● New Discoveries
● Statistics
● Conclusion

Agenda
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Ghost Network is a network of “ghost”/fake 
accounts that operate as a service on 
legitimizing malware distribution activities 
on various platforms.

What is a GHost Network
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● First discovered Ghost Network
● Operates on GitHub
● Exists since August 2022
● Public since July 2023
● Makes malicious repos appear legitimate
● Ghost accounts actions:

○ Star/Watch/Fork repositories
○ Like/share releases
○ Create repos with malicious content
○ …

Stargazers GHost Network
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● GitHub has been seen multiple times in 
malware attach chains.

● Though, past attack chains utilizing GitHub 
were not triggered by the user!

● Past GitHub attack chains were used as 
endpoints to download further payloads.

Differences with PAST GitHub Attack Chains
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● Initial trigger: Atlantida attack chain 
utilizing CVE-2024-38112

The Discovery

● Active C&C during January had an open-dir 
with PII data.

● All victim’s screenshots on GitHub repos.



The revelation - Chapter 1
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● Searching specific topics
○ Repositories target specific audience are including 

tags 
○ Repositories come on top as they contain usually the 

most stars (GitHub’s grading method)

● Sharing links via
○ Discord
○ YouTube
○ …

Landing to GitHub Repositories



● Searchable tags
● Phishy README.md
● Download link in README.md

○ Link to external website
○ Release of other repo
○ Password protected archive

● High number of stargazers
● Usually recently updated

Typical REPO
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● Atlantida campaign, 6 days - 1365 victims
○ 4 days - 1101 victims.

● Rhadamanthys campaign, 2 weeks - 1056 victims
○ 7 days - 617 victims

IS IT SUCCESSFUL?

Total 
Launched

Launched 
in 2 weeks

Launched 
in 1 week

Launched 
in 2 days

Launched 
in a day

Rhadamanthys 
GO DownloaderAtlantida Open-Dir
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● Operates & Maintains 
Stargazers Ghost Network

● Public since July 2023
● Smaller scale since August 2022
● Campaigns focused mainly social media targets 

utilizing Atlantida Stealer

Operator: STARGAZER GOBLIN
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● Network operates upon two principles
● Avoid detection
● Minimize loses

● Network Roles
○ repo - account
○ commit - account
○ stargazer - account
○ release - account

STargazers GHOST NETWORK - OPERATION
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● The operation is based both in Stolen 
accounts as well as created by and for the 
network.

● Stolen accounts are more valuable.

GHOST ACCOUNTS



Ghost NEtwork Universe
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● Similar to GitHub
● Smaller in Size
● Few limited campaigns

NEW DISCOVERY - SOURCEFORGE GHOST NETWORK



Discord & YouTUBE
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● Atlantida
● Rhadamanthys
● Lumma
● Medusa 
● RedLine
● RisePro
● Python Stealers
● …

MAlware distributed VIA NETWORKS
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● The networks can attack a plethora of OS 
systems from Windows to Linux, Mac & Android.

● Multiple suspicious Linux & Wordpress related 
repositories.

● As well as dual OS targeting 
○ Windows & Android.
○ Windows & MacOS.

is ONLY WINDOWS DOOMED?



● In 2 days - 24 Android infections
● Actor possibly of Russian origins
● File Stealer
● Victims:

○ US - 13
○ RU/UA/NL - 2
○ DE/PL/CZ/IN/TR - 1

DUAL OS - Android Infections
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Monitoring Stargazers Ghost Network
Phase I

Discover recently 
popular 
repositories.

Phase II

Filter repositories 
containing 
malicious 
keywords with link 
in README.md. 
(“Password”, 
“Download”, …)

Phase III

Collect stargazer 
accounts from 
suspicious 
repositories.

Phase IV

Retrieved further 
starred 
repositories form 
stargazers.

Medusa Stealer
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● Constant changing number
○ Increases when: 

■ Creating new accounts
■ Obtaining credentials of compromised accounts 

○ Decreases when:
■ Legitimate user changes credentials
■ GitHub bans accounts

SIZE(Stargazers_GHOST_NETWORK)
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SIZE(Stargazers_GHOST_NETWORK).2024.OCTOBER
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SIZE(Stargazers_GHOST_NETWORK).2025.March
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● Discovered public advertisement July 2023
● Menu offers:

○ Stars
○ Followers
○ Forks
○ Watchers

● Summary making repository popular.

THE MENU & PRICES
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GENERATED PROFIT
October 2024, Profit ~14.7K USD

● 113786 stars -> ~11.4K USD
● 551 repositories -> ~1.1K USD
● 14964 forks -> ~2.2K USD

BOTCONF 2025

March 2025, Profit ~17.8K USD

● 54356 stars -> ~12K USD
● 1859 repositories -> ~3.7K USD
● 13834 forks -> ~2K USD



Stargazer Goblin took notes.
Notes FROM CP<r> BLOGs
Major Updates:

● Double-Archive releases.
● Archives as issue-attachments.
● Dependencies-Loaders.

● Stargazers Private History.
● From Atlantida to Lumma.
● Utilizing github-actions[bot].

● Exotic Techniques

BOTCONF 2025



● Ghost Networks break social actions trust by 
misusing various platforms engagement tools.

● Stargazers Ghost Network, is highly 
profitable and Threat actors achieve great 
infection rates.

CONCLUSION
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Questions?

@Tera0017

Contact
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