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About Us

« Cybersecurity Research Institute (CSRI),
NICT

« A team of experts dedicated to:
* Monitoring and analyzing darknet traffic |
 Tracking Internet-wide scanners

 Discovering and analyzing zero-day
vulnerabilities in loT ecosystem

Real-time visualization packets

. arriving at ‘NICTER’ darknet sensors
* Ana IyZI ng malware (300,000 unused IP addresses)
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Three Key Challenges in loT Botnet Research

Challenge 1.
Tracking infected hosts

[fgae”:lntgl;;mg infection vectors J X RaPP er B ot

¢ p
Challenge 3.
Analyzing the Evolution and
kOperation of a Bot Family )

+ o CYBERSECURITY
m Laboratory



Challenge #1: Tracking infected hosts

A[Methods for Tracking and Profiling Infected Hosts

]
)

* How to get the IP address of infected hosts?
v'sinkhole C2 traffic
v'flow data analysis
v'passive monitoring of scan packets

* How to identify the infected device?
v'passive scan data (Shodan/Censys)
v'active scan-back the source
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Our Approach to Tracking Infected Hosts

« Passive monitoring of scan packets with bot-specific
signatures:

{23 26}
{2367 7079808182 83848588 90..}
{80 81 5555 7574 8080 8081 8181 8443 37215 ...}

AND/OR {80 81 82 8080}

else
{
tcph->dest = htons(23); {80 81 82 83 85}
}
tcph->seq = iph->daddr;

Characteristic scanning port sets

TCP SYN packet patterns

% Non-scanning bots can't be detected this way
& But loader’s infection activity reveals which malware is being deployed

+ o CYBERSECURITY
’m Laboratory



Tracking Bots by Destination Ports (Top 10)

* Daily unique source IPs, grouped by Mirai scan port
sets
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Identifying the Infected Device

 Actively scanned-back bot IPs < Around 70% of hosts were DVRs

in real time after detecting their — 527 out of 602 hosts (87.5%)
scan responded

« HITRON DVR: 63%

« Rifatron DVR: 7%

e Other devices: 17%

DVR Web Service Login

20,000 packets/sec =S EYBERSECURITY
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What is DVR?

 Digital Video Recorder - A device that records, stores and streams camera
recordings

CRU: Hisilicon 3531
ARM Cortex-A9(Dual-Core)

Memory: 384MB
NAND Flash: 128MB
HDD: 2TB
NIC: 1Gbps

Linux based 0OS
Web Ul (HTTP)
RTSP/ONVIF server
Telnet/SSH access
Dynamic DNS
Internal HDD for recording storage

® This 1080p 16-channel DVR from 2016

. , _ , (around $1000) comes with these specs
Camera input: F R e & _ _
BNC/IP Bl R . ® Newer models supporting 4K video often

include upgraded CPUs, including some with
I quad-core processors

\
User 7
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Challenge #2: Identifying infection vectors

A[Common Infection Vectors }

A) Brute-force login (default credentials)

B) Management interface exploits
 Known CVEs
» Zero-day attacks
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A) Brute-force logins

 Original Mirai hard-coded 60 ID/password pairs
* 40% of them are linked to DVR, over 70% are surveillance equipment

m Manufacturer (vendor) Device Model / Type (if known)

666666 666666 Dahua Technology Default user account on Dahua DVRs/IP cams
888888 888888 Dahua Technology Default admin account on Dahua standalone DVR/NVRs
admin 12345 Hikvision IP Cameras/DVRs (older Hikvision models)
(snip)
root 1111 Merit LiLin (Pinetron) Digital video recorders
root juantech Guangzhou Juan Optical DVR device (Juan CCTV DVR/NVR equipment)
root jvbzd Hangzhou Xiongmai (XM) IP Camera/DVR (Xiongmai firmware)
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A) Brute-force logins

Content redacted — available to in-person attendees only

« o CYBERSECURITY
’_",.. i Laboratory



B) Management Interface Exploits

« Exploits (zero-day) are sent only if the host returns a valid banner
* No banner - No payload
« Honeypot can't capture the exploit

* Real hardware is required for observation

- But how do we know which device models are being targeted in the
first place?

If infected device spread scans If infected device doesn’t spread scan

nctive scan-back
ingerprint device type

ait for a incident report

From the user or ISP notice
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J: 3tu-¥L

» OEM: ITX Security (Korea)

 Discovered four previously uknoy
vulnerabilities

« Distributed in Japan and overseas
» Vulns reported via JP distributor;
patch released

e« TWO were being exploited AS Zero- |+ Patchstatus via overseas distributors
unknown
days:

v'"Hardcoded backdoor account (CWE-
287)

v'0OS command injection (CWE-78)

»e_ - CYBERSECURITY
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Two Zero-days Exploited by Attackers

Content redacted — available to in-person attendees only
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Content redacted — available to in-person attendees only
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DVRs Keep Getting Targeted: Vulnerable ecosystem

Easy to Hack, Rarely Patched

 User context
» 24/7 online and exposed to the internet

» Security is often ignored — “if it works, it's fine”
* Default Design
» Weak credentials; Telnet/HTTP enabled by default
 Operational Reality

 Firmware rarely updated; vulnerabilities left unpatched

Botnets Exploit the Ecosystem

111111
—
5
- »

BEEEE
—
=
- >

 OEM and white-label DVRs share common firmware
* One exploit can impact many vendors across regions
« Patching is fragmented and hard to coordinate

»o_— CYBERSECURITY
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Challenge #3 : Analyzing the Evolution and Operation of a Bot Family

A[Why We Focused on RappeBot }

« Exclusive Targeting Strategy
— Only RapperBot exploits ITX/CTRing DVRs

* Detection-Avoidant Behavior
— Avoid spraying payloads; target confirmed devices only

 Variant-Based Functional Evolution
— Multiple variants for different targets and infection vector

* Infection Trends and Abuse
— Persistent infections in Japan, with active use in DDoS campaigns
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RapperBot in a Confirmed Attack

» RapperBot was used in the March 10 DDoS attack on X, confirmed
through our C2 monitoring

®CBSNEWS X

X is down for some users, with Musk User reports indicate problems at X (Twitter)
claiming a cyberattack is hitting the social R R P R R PG R R e v e
media service e s e e clkon wd s T ko o Al ey Whehoms P

| have a problem with X (Twitter)

1elp provide feedback to the service
Something else

Select the option you are having issues with and help provide
BB B

X (Twitter) outages reported in the last 24 hours

rSy 4

DOGE CUTS EXPECTED TO CONTINUE AS LAWMAKERS ;
QUESTION ELON MUSK'S AUTHORITY TO FIRE FED WORKERS |

o CYBERSECURITY
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Emergence of RapperBot
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._.

» Discovered in June 2022 by CNCERT

 Named derived from a YouTube video of rappers

« Based on Mirai source code

« Targets Linux-based loT devices

« Propagates via SSH brute-force (not Telnet)

« C2 infrastructure overlaps with Fbot, linked to
Rippr group =

YouTube
ALL URBAN CENTRAL - 3:31

@2tallforfood - | Am Da Bag (Official Video)

Mise en ligne : 19 nov. 2020 - 336 "J'aime"

e | HE - FEF MERKEEFBloTiREH
BB EMSE

R SRS RANRTERNT MG - 2022-07-05 @EEXN 1

HEMCNCERTHRRSDHTHL SRR EET2T LN KNS

= L3

1.1 WS PR
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el AR LR EESDRHE, BRIV MEPPLREDHEARapperBot. BILEH), EATMKBENELBI50008
ERFEWUIITER FEMINTERES, SRHEEAPRBOESERES,

14, BZEFRapperBotl# P MEERTC210112 56.149.116, WER—THALMITRE | dota.lwishiwashappy.eu, EEE
ERipprEHAERNET FEFootF R EERBE, BEAXRIEE RippEIERBEFLaEARS P MEREK, ZEAERAER
ILERMODAYNDAYELIRE, B2 R IR T B LU R M SN DDoSHF EAIN S EA T =D,
BLEBGAIEE tiRapperBotREMIRAVE WBE 2 0% — 1 BB,

1.2 o TRPASRENR

IHECNCERTIBRMIE, BOE—TARLERZE T &I 3000 EZMIoTAMS MECc2RMign:, XhH161 MREERNC
SCibiE, F£HI T AROABEN, RPEHISEES0005 ] EHMCACHEY%, FHME 100050008 EMNHICECH21%D T

10008 EHMCACE 3%,
C&( ’ !

1‘\‘ B
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ttps://www.ics-cert.org.cn/portal/page/112/1208496c5e164aceb8dadd08ab993dd2.html
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RapperBot — 3-Year Attack Campaign Details

Content redacted — available to in-person attendees only
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RapperBot and Mirai: Similarities and Differences

21

- ldentical to Mirai

void attack udp generic(uint8 t targs len,attack target *targs,uint8 t opts len,attack option *opts)

1. Attack function arguments are identical to Mirai

2. Same option structure as Mirai
« Option 0 = packet data size

» Option 1 = data content

» Option 7 = destination port number

#define ATK_OPT_PAYLOAD_SIZE
#define ATK_OPT_PAYLOAD_RAND
#define ATK_OPT_IP_TOS
#define ATK_OPT_IP_IDENT
#define ATK_OPT_IP_TTL
#define ATK_OPT_IP_DF
#define ATK_OPT_SPORT
#define ATK_OPT_DPORT

] // What should the size of the packet data be?

1 // Should we randomize the packet data contents?
2 // tos field in IP header

3 // ident field in IP header

4 // ttl field in IP header

S // Dont-Fragment bit set

6 // Should we force a source port? (@ = random)

7

// Should we force a dest port? (8 = random)

- Modified from Mirai

Obfuscated string struct with per-string keys

struct table wvalue {

< hint32 t Keyr >

char *val;

struct table value ({
char *val;
uintl6 t val len;
BOOL locked; uintlé t val len;
}.: BOOL locked;

¥

struct scanner auth {

Password list struct nested by banner

char *username;
char *password;
uintlé t weight
uintlé t weight

uint8 t username len;

uint8 t passwor

struct scanner auth {
bool t regular expression;
char *banner;
struct {
char *username;
char *password;
} credentials[100];
uint32 t entry count;

min;
max;

d.: Xens

~o— CYBERSECURITY
— @ Laboratory

—9—o—



22

Functional Comparison: RapperBot vs Original Mirai

._.

Function RapperBot (ver.2025.02.recon) Original Mirai
Scan Target Ports 36 ports, scan result reporting 2 ports, scan result reporting
String Obfuscation Method Per-string single-byte XOR keys Single global XOR key
Global IP Address*, Hostname, Current
Collected Host Data  directory, Network interface name, MAC N/A
address, etc
C2 Resolution Method TXT record via OpenNIC DNS Standard DNS (A record)
C2 Protocol Structured, XOR-encoded payload Fixed-format binary, unencrypted
Supported DDoS Methods 11 10

*. RapperBot uses STUN/3478 to obtain a global ip address

+ o CYBERSECURITY
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RapperBot Variants by Scanning Behavior

._.
; Scanning Infection ID/Password :

No-scan

Telnet
Scanner

SSH Scanner

Recon Scanner

None external loader

Brute-force
Malware

installed after
successful

login
Brute-force

Sends device
info to loader for
exploitation

Scans for device
types only

N/A

32
(1 random port)

36

None

895

508

N/A

ITX DVR
CTRing DVR

Huawei HG659 Router
Nokia G-010S-A GPON SFP

Hikvison DVR
WiMAX Router

Rifatron DVR
Shenzhen TVT DVR NVMS-9000

~o—— CYBERSECURITY
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RapperBot Exploit Arsenal

Content redacted — available to in-person attendees only
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Tracking DVRs via Predictable DDNS Hostname

 |f the DDNS hostname is derived from the MAC address, attackers
can brute-force valid hostnames and track active devices

If your DVR's host name

is Y559469, Your DVR's remote address &8 sysTem
address is http://Y559469.dvrhost.com:7000 — Sn—
MAC address DDNS domain JODEL 1.264 SIMPLE 4CH PLUS
] HOSTNAME Y559469
BE SURE TO SUBSTITUTE YOUR HOSTNAME FOR | VAC 00:02:F1|55:94:69 |
THE ADDRESS USED IN THIS EXAMPLE : NETWORK 192.168.0.149:7000
INTERNAL HDD 1 EA, 0/ 158 GB
The remote address will be used in place of “Host/IP" /s USB PORT NONE

in your mobile app and /or web browser. MOUSE PORT DISCONNECT

. ; IDE BUS SDA : GOOD
Port 7000 is the DEFAULT port for the iDVR-E series,
if you have changed the port to any other number,

please use that instead

DVR manual (https://videos.cctvcamerapros.com/pdf/surveillance-dvrs/iDVR/iDVR-DDNS-Setup.pdf)
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C2 Resolution via OpenNIC and TXT Records

Content redacted — available to in-person attendees only
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RapperBot infection strategy

._.
attacker’s infrastructure g: RapperBot infection

X (oo ] (o0 ]
(oeo ] = 3. Share scan results X

e = > copm =

C2 Server Report Server Loader server Download Server

6. DoS attack command 2. Reporting scan result

g 5. Download RapperBot

¥ 4. Exploit using loader from Download Server
reported by recon

No scan
1. Port scanning and infection
Recon
1-1. Identification device only
TELNET
g 1-2. Brute-force login attack and infection
SSH

&) 1-3. Brute-force login attack and infection

veo. - CYBERSECURITY
bots Victim devices —e—o. Laboratory
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RapperBot Botnet: Infection Timeline

.__.

Lable Variant Type Scan Ports Ports
RapperBot-A Recon {67, 80, 6700, 8291, 501000, ...} 14
RapperBot-B Recon {23, 80, 2051, 34567, 345678, ...} 16
RapperBot-C Telnet {23, 26, 254, 523, 1023, ...} 31 + 1 random port
o RapperBot-D | Recon {23, 67,70, 79, 80, 6700, ..} 26
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Target Distribution of DDoS Commands (Mar-Apr 2025)

Majority of targets were
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Includes AWS Global
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Correlating RapperBot C2 Commands with X Downtime

._.
« RapperBot C2 attack timing exactly aligns with observed outage in

ThousandEyes

2025-03-10 ) .
Duration of DoS attack command targeted AS13414 (Twitter Inc.)
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Conclusion

._.

Vulnerability impacts 28+ vendors

Vulnerable DVR ecosystem , -
No fix for distributors, end users

RapperBot’s Changing TTPs C2, recon targets, new zero-days

Track and analyze RapperBot’s new target

Toward Mitigation
Global coordinator to reach distributors

~o— CYBERSECURITY
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- NICT N
Cybersecurity Research Institute

Thank you!

NICTER Blog

blog.nicter.jp

Q uestion S? X NICTER Analysis Team

@nicter_jp
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Partial I0Cs

._.
Command and Control servers:

e Download servers:

O

2 @ B 0 U O ©

95[.]214[.]27[.]202

194[.]180[.]48[.]105
zybl.lac

rpprl.]cc

vzxv[.Jme

4v[.Jwtf

00s[.]Jcc

6sz[.Jru

OpenNIC ©
o iguessimherel.Jlibre txt

O

O

ozxxbl.]eu
h[.Jvzxv[.]Jme
giap[.lcc

, helloworld|.]libre

O 0O O O 0O O

dbovmix[.]xyz txt
tvoewev[.Jlink txt
keipyebl.]africa txt
dfubdf|.]Jclick txt
194[.]180[.]48[.]105
193[.]132[.]162[.]174

o nexuszetal.]lib txt

iranistrash[.]libre txt

o churchofhollywood|.]libre txt

167[.]99[.]0.202

34

« Scan report servers:

O

158[.]255[.]213[.]225
193[.]31[.]6[.]57
80[.166[.]177[.]235
pool[.Jrentcheapcars|.]sbs
pool3[.Jrentcheapcars|[.]shs

« Monero wallets:
o 48SFiWgbAaFf75KsRSEEr4i

DcxrevFzVmhgfb6Qudss52J
K8cCR8bwmUxXNBPN2Vmq
DTucJL3eabiZc5XRYVGkbh
6BH58Ytk

« Email address:

o horse@riseupl.]net
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