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Vietnamese Cybercrime
Background



Evolution of Vietnamese Cybercrime Groups



Vietnamese Cybercrime Increased 
The pandemic era marked a turning point, 

as these groups expanded their credential theft operations to a global scale
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Vietnamese actor using Yashma ransomware

https://blog.talosintelligence.com/new-threat-actor-using-yashma-ransomware/
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CoralRaider
Actor Profile

Aliases UTG-Q-007

Affiliations Vietnam

Active since 2023

Goals Data theft and hijacking social media accounts for financial gains

Victimology India, China, South Korea, Bangladesh, Pakistan, Indonesia, Vietnam, Ukraine

Notable TTPs Social engineering, data exfiltration, dead dropping and customized commodity loaders

Malware & tooling
CoralRaider employs a variety of customized commodity malware families such as RotBot, XClient 
stealer, NetSupport RAT, AsyncRAT, Cryptbot, LummaC2, and Rhadamanthys.
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Two Unknown Vietnamese Cybercrime Groups 
Both of them like to use copyright infringement phishing lure to deploy infostealers

Phishing Mail 
Campaign 

New PXA Stealer 
Campaign 

https://blog.talosintelligence.com/new-pxa-stealer/
https://blog.talosintelligence.com/threat-actors-use-copyright-infringement-phishing-lure-to-deploy-infostealers/
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CoralRaider Campaign Target 
Asia and Southeast Asia



Attack Kill Chain 
of Intrusion - 1



Initial Vector Intrusion - 1
Windows shortcut file

Unique drive serial 
numbers

• A0B4-2B36

• FA4C-C31D

• 94AA-CEFB

• 46F7-AF3B

• 자세한비디오및이미지.lnk

• 設計內容+我的名片.lnk

• run-dwnl-restart.lnk

• index-write-upd.lnk

• finals.lnk

• manual.pdf.lnk

• LoanDocs.lnk

• DoctorReferral.lnk

• your-award.pdf.lnk

• Research.pdf.lnk

• start-of-proccess.lnk

• lan-onlineupd.lnk

• refcount.lnk



Attack Kill Chain 
of Intrusion - 2



Initial Vector Intrusion - 2
Windows shortcut file

• Full Movie (HD).lnk

• Full Video (720p_HD).lnk

• HD Movie (720p).lnk

• Movie (720p_).lnk

• Movie.lnk

• Movie_(720p).lnk

• Setup.lnk

• Video (720p).lnk

• Video (720p)HD.lnk

• Video (720p_HD).lnk

.(gp -pa 'HKLM:\SOF*\Clas*\Applications\msh*e').('PSChildName')



Content Delivery Network (CDN) Cache
CDN to store the malicious files

CDN edge URLs Information Stealer

hxxps[://]techsheck[.]b-cdn[.]net/Zen90 Cryptbot

hxxps[://]zexodown-2[.]b-cdn[.]net/Peta12 Cryptbot

hxxps[://]denv-2[.]b-cdn[.]net/FebL5 Cryptbot, Rhadamanthys

hxxps[://]download-main5[.]b-cdn[.]net/BSR_v7IDcc Rhadamanthys

hxxps[://]dashdisk-2[.]b-cdn[.]net/XFeb18 Cryptbot

hxxps[://]metrodown-3[.]b-cdn[.]net/MebL1 Cryptbot

hxxps[://]metrodown-2[.]b-cdn[.]net/MebL1 Cryptbot, LummaC2

hxxps[://]metrodown-2[.]b-cdn[.]net/SAq2 LummaC2



Intrusion 1 & Intrusion 2 of same campaign
Summary 

lnk file->PowerShell
->hta->infostealer 

Focuses on stealing 
victims’ credentials, financial 

data

Executed through a
“FoDHelper.exe” and abuses the 

“CurVer” registry key

PowerShell script are 
similar

MotivationTTPs PowerShell scriptsUAC bypass



Intrusion 1 & 2 Cont.
PowerShell decrypted script and download routine



UAC Bypass

Abuses CurVer registry key feature
• CurVer: A ProgID (Programmatic identifier) – registry key 

associated with COM (Component Object Model) class 
Object  

Creates a ProgID “.omg” and writes the PowerShell 
downloader script to the registry key 
HKCU\Software\Classes\.omg\Shell\Open\command

Creates CurVer subkey in 
HKCU\Software\Classes\ms-settings 
And sets the default value to “.omg” 

Gets translated to 
HKCU:\Software\Classes\ms-settings\shell\open\command

1

2

3
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CoralRaider Payloads



RotBot

A customized variant of QuasarRAT client

Evades detections, Perform recon and 
modifies internet proxy and functions as a 
loader

Loads and run XClient stealer from its 
resource section 



XClient Stealer

• Performs anti-VM and anti-virus software 
evasion checks

• Captures screenshots and steals credentials and 
financial data, targeting variety of browsers - 
Chrome, Microsoft Edge, Opera, Brave, CocCoc, 
and Firefox browser

• Hijacks and steals data from victims’ social 
media personal, business and advertisement 
accounts including Facebook, YouTube, 
Instagram, TikTok. 

• Steals data from Telegram desktop and Discord 
app



XClient Stealer - Exfiltration
Exfiltrate stolen data to Telegram C2

Telegram API

• /sendDocument

• /sendPhoto

• /sendMessage



CryptBot

Typical information stealer discovered in 2019

Steals browsers, cryptocurrency wallets, browser 
cookies, and credit cards

New variant is packed with VMProtect 
V2.0.3-2.13



Targeted Data and Applications
by new Cryptbot variant

• Avast Secure 
Browser

• Brave
• Mozilla Firefox
• Cleaner Browser
• Vivaldi
• Google Chrome
• Opera

• Microsoft Edge

• Chromium
• Slimjet
• Comado Dragon
• Caccoc
• 360Chromex
• Cent Browser
• AVG Web Browser
• CatsxpSoftware

• Java
• Trezor
• KeePass
• Authy two-factor authentication
• Google Authenticator

• Bitcoin
• Litecoin
• Dogecoin
• Motamask
• Argent X
• Braavos
• Polka
• Soltiare

• Bitwarden
• Last pass
• EnKrypt
• Meowcoin
• Rabby

• ZiPay
• Exodusweb3
• Trust
• Martian aptos
• Mult BitHD
• Electrum
• OKX
• Backpack

• Xverse
• UniSat
• Tonkeeper
• Safepal
• Binance

• Phantom
• Sollet
• TronLink
• Guarda
• Atomic
• Yorol
• Jaxx Liberty
• Kepir

• Tezos
• Bitbox
• Ledger Live
• Waves-cient
• Exodus_Eden

ApplicationsWeb Browsers Cryptocurrency wallets



Cryptbot

• Steals credentials from Password 
manager databases 

• Steals data from authenticator 
application

• Different versions of database files 
having different file extensions



LummaC2

Sold in underground market for years

Has custom obfuscation algorithm

The C2 domains are encrypted with a symmetric 
algorithm

Steals victim data including discord credentials 



LummaC2



Rhadamanthys

Advertised in underground in September 2022

Author has released its newer version V0.6.0 

Attacker uses a Python executable as a loader 



Rhadamanthys Cycle

Replaces binary code from 0 to 9 
and decodes second stage

Python decoder script

Allocates memory block and injects 
stealer to the process

Python injector

•"%Systemroot%\\system32\\dialer.exe"
•"%Systemroot%\\system32\\openwith.exe"

Targeted process for injection

Unpacks to a Custom 
magic header “XS”

Unpacks the malware

Rhadamanthys

2
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BSR (Binary Stub Replacer) Crypter

• 73 BSR PyInstaller samples consisting of 32 unique BSR Crypters on VirusTotal

• BSR (Binary Stub Replacer) python script are based on

• open-source Condor project

• open-source Divinity Protector

• New ABD Downloader, used dead-drop resolver for configuration and download address.

https://www.ciphertechsolutions.com/acce-release-notes-v2-5-20240520/

BSR + 
Mario Loader

BSR + 
Rhadamanthys

BSR + 
Lumma Stealer

BSR + 
ABD Downloader



Phishing Mail Campaign Target 
Taiwan



Target Traditional Chinese Speakers
Example : [Redacted] 的影片內容遭到侵犯版權.exe 

(translates to “[Redacted]'s video content has been copyright infringed.exe”)
Fake PDF 

• Well-known technology 
and media companies 
in Taiwan and Hong 
Kong

Phishing emails

• Well-known industrial 
motor manufacturer 
and online shopping 
store in Taiwan

Specific password



Phishing Campaign 
Infection Summary

• Phishing email containing a malicious download 
link

• Third-party cloud link downloads the malicious 
RAR file

• Malicious RAR file contains a fake PDF malware 
and an image printing file



Phishing Campaign 
Infrastructure

The actor is using the third-party data storage 
service as a download server to deceive 
network defenders 

1. Google's Appspot.com domains

2. Short URL created by a third-party 
service

3. Dropbox service

Abusing 3-party



Phishing Campaign
Fake PDF

Embed LummaC2 or Rhadamanthys 
information stealers into legitimate binary

• iMazing Converter

• Foobar2000

• Punto Switcher

• PDF Visual Repair

• LedStatusApp

• PrivacyEraser

Payload



LummaC2

Sold in underground market for years

Using custom obfuscation algorithm and loader

The C2 domains are encrypted with a symmetric 
algorithm

Steals victim data including system details, web 
browsers, cryptocurrency wallets, and browser 
extensions



Call Unknown Lib Run Malicious Code Functions
Jump code to shellcode block (Shellcode = LummaC2)

Encrypted 
shellcode

Decrypted 
shellcode



Rhadamanthys

Advertised in underground in September 2022

Author has released its newer version V0.6.0 

Attacker uses a customized loader 



Numerous Anti-analysis in Rhadamanthys loader
Conceal the malicious activities and make analyses more challenging

Heavily obfuscated

Malicious code

Expands the file > 700MB Avoid detection 
1. antivirus programs 
2. sandbox environments

Persistence and evasion



New PXA Stealer Campaign Target 
Europe and Asia



PXA Stealer Campaign Motivation



PXA Stealer Campaign Infection Chain
Using the Telegram bot for exfiltrating victims’ data



PXA Stealer Campaign 
with Multiple ZIP file 
attachment

The malicious file contains a malicious loader 
and hidden folder

• Obfuscated Windows batch scripts 

• Decoy PDF document

• Using copyright in filename as well

Notable Tactics



PXA Stealer 
Evasion Tactics

Executing “task kill” commands to kills a 
variety of processes

• Endpoint detection software

• Network capture and analysis process

• VPN software

• Cryptocurrency wallet applications

• File transfer client applications

• Web browser 

• Instant messaging applications



PXA Stealer Harvest Functions 

Target validates Discord tokens 
stored in various browsers or 

Discord applications

Target MinSoftware application 
database that searches for the 

database file "db_maxcare.sqlite"

Target Facebook cookie 
especially in Facebook 

ads account data

Target autofill form data from a 
browser's database

Discord token stealer 
function

MinSoftware 
application data 
stealer function

Autofill data stealer 
function

Facebook data stealer 
function

Collects the victim’s login 
information from the browser’s

Extract cookies from a 
specified browser's cookie 

database

Targets the credit card 
information stored in 

the browser database

Stealing Chrome and other 
Chromium-based browsers or

Key4.db that used by Mozilla-based 
browsers

Login credentials 
stealer function

Browser master key 
decryption function

Browser cookies 
stealer function

Credit card data 
stealer function



PXA Stealer 
Exfiltration 

Exfiltrated to the actor’s Telegram bot

• Rename each file while adding archive

• Exfiltrating the victim’s data

• Deletes the collected user data

Final step



Attribution



Who are behind 
Campaigns 

Language preferences in naming, PDB strings 
identical image on a Vietnamese-language 
website

Threat actor underground activities

Vietnamese words hardcoded in binary

Attacker’s Telegram bot server or account 
is in Hanoi, Vietnam



Vietnamese Words in Payload and PDBs

PDB strings

D:\ROT\ROT\Build rot Export\2024\Bot Export Khuê\14.225.210.XX-Khue-Ver 2.0\GPT\bin\Debug\spoolsv.pdb

D:\ROT\ROT\Build rot Export\2024\Bot Export Trứ\149.248.79.205 - NetFrame 4.5 Run Dll - 
2024\ChromeCrashServices\obj\Debug\FirefoxCrashSevices.pdb

D:\ROT\ROT\Build rot Export\2024\Bot Export Trứ\139.99.23.9-NetFrame4.5-Ver2.0-Trứ\GPT\bin\Debug\spoolsv.pdb

D:\ROT\ROT\Build rot Export\2024\Bot Export Chiến\14.225.210.XX-Chiến -Ver 2.0\GPT\bin\Debug\spoolsv.pdb

D:\ROT\ROT\Build rot Export\2024\Bot Export Trứ\139.99.23.9-NetFrame4.5-Ver2.0-Trứ\GPT\bin\Debug\SkypeApp.pdb

D:\ROT\ROT\Build rot Export\2024\Bot Export Chiến\14.225.210.XX-Chiến -Ver 2.0\GPT\bin\Debug\spoolsv.pdb

D:\ROT\ROT\ROT Ver 5.5\Source\Encrypted\Ver 4.8 - Client Netframe 4.5\XClient\bin\Debug\AI.pdb



Vietnamese Words on Same image on Internet
The support EPS file preview image in this campaign (left) and the image we found from the internet 
(right)



CoralRaider's Telegram Environment

• Possibly infected their own environment while testing the bot.

• Telegram groups “Kiém tien tử Facebook,” “Mua Bán Scan MINI,” and “Mua Bán Scan Meta.”

• IP address 118[.]71[.]64[.]18 located in Hanoi, Vietnam



CoralRaider’s desktop image

• Interesting OneDrive 
folders 

• Same as seen in PDB 
strings



CoralRaider’s Excel Spreadsheet Image

• Multiple Tabs Employee 
salary spreadsheet 
advertising costs website to 
buy copies PayPal related 
can use

• Has victims’ data including 
PayPal account details

• Multiple versions, First one 
was created on May 10, 
2023

• Microsoft office 365 
account “daloia krag”



PXA Stealer Campaign’s Telegram Account 
“Lone None,” hardcoded in the PXA Stealer

• The account has an icon of Vietnam’s national flag

• A picture of the emblem for Vietnam’s Ministry of 
Public Security

• Vietnamese comments in the PXA Stealer program

• Private antivirus checker



PXA Stealer Campaign’s 
Underground Activates 

• This actor active in “Mua Bán Scan MINI,” which 
CoralRaider actor also operates

• Mainly selling Facebook accounts, Zalo 
accounts, SIM cards, credentials, and money 
laundry data

• Promoting his Telegram channel, “Cú Black Ads – 
Dropship,”

• sharing a few automation tools , selling of 
information related to social media accounts, 
proxy services, and a batch account creator 
tool

• Require users to send key back to the channel 
administrator for activation, which mean not 
sharing all the tools for free



PXA Stealer Actor Sharing Tools

• Sharing lots of automated 
utilities designed to 
manage several user 
accounts

• For example: Hotmail batch 
creation tool, an email 
mining tool, and a Hotmail 
cookie batch modification 
tool

• Sharing packages not only 
the executable files but 
also their source code

Hotmail batch 
creation tool

Hotmail cookie batch 
modification tool



Takeaways



Case Learning, Mitigation and Future holds 

Case
recapitulate

Mitigation

What the 
future holds 

• Efficiency and adaptability
• Sophisticated in the arsenal
• Underground market growing 

• Implementing MFA and 
multi-layered defense

• Use case study to adjust 
defense strategy

• Leveraging LLM models to enhance tactics
• Changing financial motivation to initial access broker



blog.talosintelligence.com @talossecurityblog.talosintelligence.com @talossecurity
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