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Download files

oSamples: https://drop.pm/5
• Password: ghidra

oGhidra script template: https://drop.pm/ad (rename to AmadeyWorkshopTemplate.java)
oBSim database:

https://github.com/advanced-threat-research/BSim/tree/main/golang/windows/database 
• Download bsim.golang-runtimes.windows.386-amd64.h2.medium-nosize.mv.7z.001 through 006

oFIDB database: 
https://github.com/advanced-threat-research/FIDBs/blob/main/golang/windows/amd64/
Trellix.ARC's.Library_golang-1.2.2-through-1.21.6-os-windows_x86.LE.64.default.fidb 

https://drop.pm/5
https://drop.pm/ad
https://github.com/advanced-threat-research/BSim/tree/main/golang/windows/database
http://bsim.golang-runtimes.windows.386-amd64.h2.medium-nosize.mv
https://github.com/advanced-threat-research/FIDBs/blob/main/golang/windows/amd64/Trellix.ARC's.Library_golang-1.2.2-through-1.21.6-os-windows_x86.LE.64.default.fidb
https://github.com/advanced-threat-research/FIDBs/blob/main/golang/windows/amd64/Trellix.ARC's.Library_golang-1.2.2-through-1.21.6-os-windows_x86.LE.64.default.fidb
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 About me o Max ‘Libra’ Kersten
o /in/Libranalysis on LinkedIn
o @maxkersten.nl on BlueSky

o Senior malware analyst at Trellix’ 
Advanced Research Center

o I write blogs about reverse engineering

http://maxkersten.nl


Who are you
A brief introduction round



 About the 
workshop Aims to teach 

concepts
Re-usable 
concepts in 
other tools

Ghidra
Freely 
available and 
easy-to-use

Focus on the 
analyst’s 
mindset

Avoid rabbit 
holes



 Virtual 
safety

Virtual machines

Snapshots

Old, but not 
defunct, samples



 The dragon Modular framework

Extension can be written in Java & Python

Project based

Collaboration is made easy

Universal language: p-code



© 2022 TRELLIX INC.

Demo
Let’s dive in!



 A dragon’s 
habits

Views

Data types

Functions

Hotkeys

Scripting

Headless execution
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Demo
Let’s dive in!



Scripting
The FlatAPI



Headless execution



The samples
An overview

Amadey
Understanding Ghidra

XorDDoS
String decryption

qBit
Function recovery



XorDDoS bot
String decryption

Find the strings
Where are the encrypted strings 
loaded?

Decrypt a string
Recreate the string decryption 
routine in a language of choice

Decrypt all strings
What is the structure in which 
some strings are found?
How would you decrypt them all?







Multiplication is repeated addition



Amadey
Understanding Ghidra

Behaviour
How does it escalate its privilege?
How does it persist?
(Bonus) How does it handle C2 
communication?

Strings
How are the strings decrypted?
Which AVs are checked for?
Work with the template script to automate 
string decryption



Hashes
Different types for different purposes

Cryptographic Fuzzy



 Function 
recovery Default naming 

scheme
Address 
based

FunctionID Exact 
matches

BSim Fuzzy 
matches
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Demo
Let’s dive in!



qBit
Applied function name recovery

FunctionID
Configure Ghidra to use the additional FIDB
Apply the signatures to the qBit sample

BSim
Run the rename script
Run the rename script headlessly



© 2022 TRELLIX INC.

Q&A
For questions, you can also reach 
out to me via /in/Libranalysis aka 
Max Kersten on LinkedIn

https://www.linkedin.com/in/thisislibra/
https://www.linkedin.com/in/thisislibra/

