
Gorillabot goes Bananas
An overview of the Gorilla botnet



• Things in common
• PhD Candidates in Cybersecurity – TU Delft 

(Netherlands)
• Supervisors:

• Prof. Dr. Georgios Smaragdakis
• Dr. Harm Griffioen

• Waited at the wrong bus stop this morning 

• Things not in common...
• Maarten: Botnets and Malware Analysis, likes 

pineapple on pizza 
• Dario: Analysis of Internet Scanners, does NOT like 

pineapple on pizza 

Who are we?





Static Analysis



Static Analysis
• Closely related to Mirai source code

• Two main campaigns observed

• Distinct command structure

• “Quiet” period between the first and the second 

campaign



C2 connection
• Hardcoded C2 IP in the binary



b'0x01' ping

Bot C2

4-byte challenge

Decrypt 
hardcoded

key K sha256(chall + K)

b'0x01'  ("OK")

Attack Commands

C2 authentication



Command structure #1
Example command payload:

e49f0adb167409a5614d3b6db42a3881b3f13e9f66926e3c1292b92d216d85f

0030303670c0472b7cc4223050a0734333b33030734363435

This ends up being a concatenation of two things: [sha256, command]



Command structure #1
Byte-wise caesar cipher applied to the payload:

Finally parsed as a normal Mirai command



Command structure #2
Example command payload:

Also a concatenation: [decr params, hash, key, command]

b477a7b9 44b0cd6f 61673d74 a449c262 81a9659b c3356b3f ac53e676 ea7801b1
1d9912b1 4442bb89 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 0c97ca38 d2557bd0 aaf90e98 eeb7b265 cc7b4007 72c4cbba
9fe438ab 08399f2b 888ca258 72e058e0 280b36fe 7f058ff9 ac5533c6 0e471f2b



Command structure #2
Decrypt command with 
“custom” Feistel cipher

Finally parsed as a normal 
Mirai command



Dynamic Analysis



Dynamic Analysis
• Run the samples in a Docker environment

• Collect C2 commands via a tcpdump

• Collect DDoS traffic statistics, but block it 

with iptables



Dynamic Analysis
• Re-implement the communication 

logic in Python!

• Automated “feed” of attack 

commands sent by the C2



Gorillabot overview



• Samples listen on one TCP port in 
[38241, 38243]
• We know bots scan Telnet port 23
• Q: Can we estimate botnet size 

by scanning back Telnet 
scanners?

• Network Telescope (3x IPv4 /16)
• Passive subnets: advertised w/ 

BGP, but inactive
• Insight into DDoS backscatter, 

misconfigurations and Internet-
wide scanning

Scanning the scanners



• Three scanning periods (week-long)
• Dec '24:

•  ~100 IPs replying daily (out of ~10k 
telnet scanners)

• Jan '25: 
• 2 IPs per day, likely FPs (all three 

ports open)
• Feb '25:

• Comeback! But issue fixed 
https://zmap.io/

1. TCP SYNs (dport 23)

2. Update IPs

3. Scan TCP dports
[38241, 38243]

Scanning the scanners

https://zmap.io/


Scanning the scanners
• Conclusion: it's not that easy...

• Bots might be behind NAT

• IPs churned if we're not fast enough

• A better way: Use Netflow data from ISPs/IXPs to estimate the population

• A work in progress!



Botnet spreading
• First campaign:

• Bots themselves scan telnet internet-wide

• Second campaign:

• Scanning is now done from centralized infrastructure:

• CVE-2024-3721 on some NVRs, ADB exploit, …



Attack overview



Attack overview

Commands

~1.5 M
Unique targets

~121 K

Data observed between 27/09/2024 and 15/05/2025



Used attack vectors
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DDoS-as-a-Service



Attack power
• Samples are rate-limited per received 

command

• More power?

More commands!



Live dashboard



There’s more!
• Future Works

• Use ISP/IXP Netflow Data for botnet population

• Estimated power generated by the botnet

• Publication planned

• For now, here's Maarten's MSc Thesis:

"Exploring the Gorillas in the Malware Jungle"



Maarten Weyns
PhD Candidate, EWI-INSY-CYS

Delft University of Technology (TU Delft)

      @maarten-weyns

Dario Ferrero
PhD Candidate, EWI-INSY-CYS

Delft University of Technology (TU Delft)

      @dario-ferrero-b78191230

Thanks! Questions?
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