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Flow Of The Presentation

➔ Identify the problem
➔ Establish a framework for performing technical threat intelligence at scale.
➔ Harbinger: Showcase the automation developed to enable large-scale threat 

analysis
➔ Accurately attribute techniques by analyzing techniques and obfuscation 

methods
➔ Leverage this intelligence to identify and track emerging trends in threats at 

scale



Motivation

● Monitor the evolution of techniques used in malware samples on a large 
scale.

● Avoid the need to reverse-engineer every sample that appears.
● Hunt for both packed and unpacked samples using the same rules.
● Focus on attributing techniques rather than just the artifacts created by the 

samples.



Harbinger: Threat Intelligence At Scale

● Harbinger is a suite of tools and automations developed to efficiently 
attribute and hunt on large corpses of files. 

● This suite facilitates in-depth analysis and collection of execution 
artifacts, allowing researchers to search through the results, identify 
emerging trends and common technique patterns. 

● By streamlining the process of file analysis and attribution, Harbinger 
enhances the abilities to perform threat intelligence at larger scale.



Key Components

Dr Plague: Sandbox Rule Engine Artifact Library



Dr Plague: Collecting Execution Artifacts

Dr Plague is simple generic unpacker and in-memory scanner. It provides the following 
features
● Dumps Syscalls And WinAPI
● Unpacks and dump memory regions
● Dump process injection payloads
● List of loaded modules (static and dynamic)
● Some anti-anti analysis tricks

● Forked Version CapeMon
Previously Used Intel Pin**
Before that Dynamio Rio**



Rule Engine

Rule Set Groups: Hunting, Attribution, 
Detection

Develop rules that are not affected by 
packers.

Unpacked memory dumps and injected 
payloads.

Yara In Post Processing And Hunting

C Rules In runtime



Continuous Sample Ingestion

Integration With 
OSINT Feeds, 

LiveHunts or Other 
Samples

Dentonation

In-house tools such Dr 
Plague, to label and 
collect information 

from sample 
dynamically

Rule Engine Processing

Running Rules On Pre 
And Post Processed 

Artifacts

Searchable Artifacts

Searchable Library Of 
Collected Artifacts

Sample Ingestion Life Cycle



Demo 1

Evolution Of CLFS Based Exploits



Use Case 1: Evolution Of CLFS Exploits

Since 2019, there have been ten vulnerabilities related to the Common Log File System (CLFS) that are 
actively being exploited in the wild by threat actors and ransomware groups according to CISA catalogue.

Let's Consider the triple combo of vulnerabilities patched in 2025:

Great Blog: 
https://securelist.com/windows-clfs-exploits-ransomware/111560/

CVE Exploit Type Threat 
Cluster/Group

Precursor to 
Ransomware 

POC

CVE-2023-28252 Elevation Of  
Privilege

Nokoyawa ✅ ✅

CVE-2022-37969 Elevation Of  
Privilege

Bian Lian ✅ ✅



CLFS Exploit: General Rule For CLFS



CLFS Exploit: Specific To CVE-2022-37969

exploit explained: 
https://www.coresecurity.com/core-labs/articles/understanding-cve-2022-37969-windows-clfs-lpe



Exploit: Specific CVE-2022-37969 But in C



CLFS Exploit: Hunting CVE-2023-28252

exploit poc: https://www.coresecurity.com/core-labs/articles/analysis-cve-2023-28252-clfs-vulnerability



Demo 2

Medusa Ransomware And Its Tooling



Ransomware: Medusa Ransomware And Its Tooling

The Medusa ransomware is reportedly operated as a ransomware-as-a-service 
(RaaS).

Similar to the majority of ransomware operators, It does double extortion.

Medusa affiliates are creative and employ a myriad of different tooling.

Attackers using Medusa often use the Bring Your Own Vulnerable Driver (BYOVD) 
technique in attacks.



Medusa : Encryptor

Various methods are employed to deploy the locker.

Different versions of the locker feature slightly different code variations.

The chain associated with the locker is often preceded by BrC4, BYVOD, and/or 
general tricks for disablement of antivirus



Tag Rule: Failed Device Handle



Sounds Good, But Does it Scale ?



Continuous Monitoring WorkFlow

OSINT

Internal 
Telemetry

Artifact 
Clustering

Static Artifacts

Execution 
Artifacts

Artifact Library

Source Dr Plague

Rule 
Engine

OSINT Enrichment



Continuous Monitoring Of Threat Evolution

● Continuously collect Samples from Open Source Intelligence (OSINT) 
sources and detonate.

● Analyzing a large volume of samples efficiently and thoroughly to :-
○ Cluster similar artifacts to streamline the triage process.
○ Identify emerging trends in malware behavior and characteristics.

● Searchable library for the collected artifacts to facilitate easy access and 
analysis.
○ Postgresql For Syscalls, Winapi, Process Trees and Hunt Results
○ FileSystem blobs For Other Things



Benefits Of Using this Approach



Internal Telemetry And OSINT Sources

Source Rich 
Execution 
Artifacts

Monitoring 
Rule Logic 
Flexibility

Clustering/
Attribution

Proactivity Ease Of 
Monitoring

Internal 
Telemetry

✅ * ✅ ✅ ➖ ✅

OSINT 
Sources

❌ ➖ ❌ ✅ ➖

Harbinger ✅ ✅ ✅ ➖ ✅

Legend
✅ : Supported
❌ : Limited/No Support
➖ : Partial Support



Limitations And Future Of The Project

● Add interface for CAPA
● UI leaves a lot to be desired (._.')
● Enhance network capture capabilities and implement similar hunting 

rules for network fingerprinting.
● Revise the codebase and initiate the process of open-sourcing key 

components.
● Host a limited-access version online to facilitate sample submissions.
● Upgrade the API interface for better usability and functionality.



Conclusions

Harbinger Rules can reveal interesting insights when done right

Writing attribution rules in c opens a new vector for monitoring evolution of 
techniques

Threat Intelligence with greater emphasis on the technique employed rather than 
solely on the epiphenomenon

A sample may be not work, yet it can still provide valuable insights from an 
intelligence perspective.



Thanks For Attending 
The Talk

QnA






