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How it started...
End of 2024, ransomware case involving Hunters International affiliate

Initial access:
Admin downloaded
RVTools from SEO
poisoned domain

C2 and Persistence:
SmokedHam installed
to admin workstation

Credential Access:
Installed REM tool
Kickidler Grabber
from AWS EC2

Lateral Movement:
Leveraging Kitty for
RDP Tunneling over

SSH 
Encryption:

Powershell script to
deploy ESXi
ransomware

Exfiltration:
Data exfiltration via
WinSCP to AWS EC2
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🔎 https://www.synacktiv.com/en/publications/case-study-how-hunters-international-and-friends-target-your-hypervisors
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SmokedHam ?
PowerShell-based C# backdoor

Infection chain from trojanised installer (source: https://medium.com/trac-labs/who-
ordered-the-smokedham-backdoor-delicacies-in-the-wild-87f51e2e5bd2)
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Hunting season!
Beginning of 2025, hunting on YARAify

RV-Tools-7.6.1.exe

■

■

TLP CLEAR



Quick analysis with AssemblyLine
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SETUP.nsi■
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Infecting myself with SmokedHam
Installing trojanised RVTools.exe in dedicated VM with internet access■
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Letting it marinate

A whole week later, malicious Powershell and cmd activity appeared
Some recon: whoami , systeminfo

Take a screenshot of the desktop and upload it to remote EC2

AV detection ( nand0san/av_detect  github repository)

Download payload from Proton66 bulletproof hosting server
( https://sj34udsbh.com/images/poster.jpg ) and store it encoded in registry key
value HKCU:\Software\ujzfqpem

Create a scheduled task MicrosoftEdgeUpdate  to run the payload every 2 hours

The payload encoding: for(i=0;i < len(blob);i++){blob[i]+=19}
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An unexpected present
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What's in the Secret Sauce?
280Ko of ugly Powershell

minusone-cli  (by Airbus-CERT💙): automagically reduced the complexity without executing it
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What's in the Secret Sauce?
Dynamic analysis the previous result with Powershell ISE  to decode the remaining values■
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Should I bring a Doggy Bag?
Final stage is 188KB x64 headless PE

Anti-reverse mecanisms: each function is decrypted right before execution then re-
encrypted (recursive)

DNS tunneling encoded comm with its C2: *.opticsinet.com
Unfortunately the C2 was not responding at the time of analysis

Main commands
Shell handler (command execution, token impersonation)

File handler (List, Read, Write, Delete)

Execute shellcode

Delete persistence ( MicrosoftEdgeUpdate  task) and exit
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