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Lesson #2 :
OpSec Isn’t Included with the Malware Toolkit
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ASP.NET
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') IntelliTraceProfilerProxy [15.0.21225.01]

i) JetBrains Rider 20231 [231.8109.212]

i) Microsoft .NET Framework 472 () [4703062]

3 Microsoft NET Framework 4.7.2 Targeting Pack [4.7.03062]

#) Microsoft NET Framework 4.8 () [4.8.03761]

) Microsoft .NET Framework 4.8 SDK () [4.8.03761]

}) Microsoft NET Framework 4.8 SDK [4.8.03928]

}) Microsoft NET Framework 4.8 Targeting Pack [4.8.03761]

l) Microsoft NET Framework Cumulative Intellisense Pack for V
) Microsoft .NET Host - 7010 (x86) [56.43.64668]

") Microsoft .NET Host FX Resolver - 7010 (x86) [56.43.64668)
i) Microsoft .NET Runtime - 6.014 (x64) [6.014.32123]

) Microsoft NET Runtime - 6.0.21 (x86) [48.87.64667)

i) Microsoft NET Runtime - 7010 (x86) [56.43.64668]

i) Microsoft NET Targeting Pack - 6.0.21 (xB6) [48.8764667]

) Microsoft \NET Targeting Pack - 7010 (x86) [56.43.64668]

§) Microsoft ASPNET Core 6.0.21- Shared Framework (x64) [6.0
i) Microsoft ASPNET Core 6.0.21 Shared Framework (x86) [6.0.
I) Microsoft ASPNET Core 6.0.21 Targeting Pack (x86) [6.0.21.23
) Microsoft ASPNET Core 7010 Shared Framework (x86) [7.010.
") Microsoft ASPNET Core 7010 Targeting Pack (x86) [7.010.233
) Microsoft ASPNET Diagnostic Pack for Visual Studio [177.266.
) Microsoft ASPNET Web Tools Packages 170 - CHS [17.0.30714
i) Microsoft ASPNET Web Tools Packages 17.0 - ENU [17.0.30714
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Email: [name]|@[company name].com
Username: [company acronym] [ name]

Access: mail/admin/oa [company
name)].com

2006 - Beijing (China) - Funding Raised

1"Wis a leading integrated medical equipment and system supplier in China

Email : marketing@company name.com
Website: www.company name.com
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http:// -skong. com/

http: .skong. com/gologin

http://alpha.skong. com:8888/gologin

http://alpha.skong.com:8881/gologin

http://devadmin.skong.com/gologin

http: evlogin.skong. com/login

http://docapi.skong. com/forwardlogin. htm

http://emtadmin. skong.com/gologin

http://gitlab.skong.com/users/sign_in

http://login.skong. com/login

http:

roadmin. skong. com/gologin

http://prologin.skong.com/login

http://prowww.skong.com/search/gofindlist

http://proytadmin. skong.com/gologin

http: roytlogin. skong.com/login

http://sitadmin.skong.com/

http://sitadmin.skong.com/gologin

http://sitlogin.skong.com/login
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http://sitwww.skong.com/search/gofindlist

http://uatadmin.skong.com/

http://fuatadmin.skong.com/gologin

http://uatlogin.skong

http://uatlogin.skong.com/login

http://uatwww.skong.com/search/gofindlist

http://webgladmin.skong.com/gologin

http://webgllogin.skong.com/login

http://xy.skong.com: 8088/gologin

High Privilege Developper
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BREAKING NEWS

Do NOT use the same password for everything
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Lesson #3:
Do NOT cross the streams - one device for business,
another for your bad decisions
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Estelle Ruellan
Cyber Threat Intelhigence Researcher
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