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10 different 
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Nice try buddy…
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Nice try buddy…
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Nice try buddy…
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Lesson #2 : 
OpSec Isn’t Included with the Malware Toolkit
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Really Now…
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Really Now…

2 cybercrime 
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Really Now…

2 cybercrime 
forums
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Really Now…

中文
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Really Now…

Email: [name]@[company name].com

Username: [company acronym ]_[name]

Access: mail/admin/oa.[company 
name].com 

Email : marketing@company name.com
Website: www.company_name.com
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Really Now…

150 + ADMIN a ccess

192 . 168 . x . x
172 . 16 . x . x
10 . x . x . x

140 +ADMIN access

3 sets of credentials 
across 300 instances
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Really Now…

High Privilege Developper
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Really Now…

Corpora t
e

Sha dy
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Really Now…

Lega lIllega l
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Do NOT use the same password for everything
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Lesson #3: 
Do NOT cross the streams - one device for business, 

another for your bad decisions

https://flare.io/


Estelle Ruellan
Cyber Threa t Intelligence Resea rcher


	The OpSec Hall of Shame
	Diapositive numéro 2
	Quinn 
 
	Quinn 
	Quinn 
	Quinn 
	Diapositive numéro 8
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	X. Yu  
 
	Diapositive numéro 21
	Diapositive numéro 22
	Diapositive numéro 23

