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“Windows Shortcut Exploit Abused as Zero-Day in 
Widespread APT Campaigns”

“exposes organizations to significant risks of data 
theft and cyber espionage”

“dating back to 2017 […] 11 state-sponsored groups 
[…] motivated by cyber espionage […] nearly 1000 
samples”



YARA pro-tip: 
strings are 
optional



THIS IS ALL A LIE!!!11

“MSRC has thoroughly investigated this 
issue and confirmed it as a Moderate 
severity”



“ZDI-CAN-25373” 
WITH BENEFITS



ANYWAY; THE LNKS…

Unique. First seen mid-March 25, distributed in 
package. Targets RU-speaking.

Intricate / indirect exec of a stage 1.

Stage 1 = obfuscated .NET library w/ exports, 
sideloaded by legitimate Windows binary.

Download, exec + persistence for stage 2.

Pivot, pivot, pivot… *THROWS UP*… oh?! A dump with a 
stage 2 candidate.



HERE COME 
YOUR 12TH

ATTRIBUTION

Known
actor

Stage 1

Stage 2

Infrastructure
cluster

Same C2
response format

IP overlap
C2 redirect
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