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Reminder ...



Beginning of the story

ZIP content :

Links to



Execution chain
Load Execute Decompress

The story continue in a folder name "Windows in the public user directory

name Lib/images

Python interpreter

Contains python script name "images"



Stage 2
One interesting line :

Decompress and loaded the bytecode :

The dropper get a new python file with a url get on telegram

Load Load

One line exec Hybrid decipher Dropper



After downloading



Last stage ...

A classic python stealer which sends logs to telegram

After decompression and deciphering the same previous stages :

AND FINALLY  WE GET IT !!!

And then, I saw this line at the end :



.NET Stage
Again the same decompression and decryption process.

First file is still a python file, he load a fileless .NET

Final malware

LoadLoadLoad



Some interesting things
- .NET malware use certificate pinning :

- After the execution of the first python script (Lib/images), it's completely fileless

- Python script is still undetected by a lot of security products as the C2 IP:

- We learned yesterday in the conf that the Vietnamese malware is a PXA Stealer



Thank you for listening !

Thank you to @roubachof_  for the subject idea

Thank you to the speaker who give us the name of the malware
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