
From python to
APT...

Paul Daligault (@Al-oxos)



Telegram C2

Multiple malwares
distributed :

- Custom python stealers
- RATs (XWorm, Pure RAT)

- Some other stealer
 

Found about 10 Telegram
channels with various
names and objectives

(logs, data stealing, ping...)





Looking it up



Digging deeper



Everytime the same
error...



What have we got



Everytime the same
error... (#2)



Vietnamese terror



Vietnamese terror



Vietnamese terror



Vietnamese terror



Thank you for
you attention !

Oh and also, no its not an APT, our friend still have some
things to learn :D

Sorry Eric, we had to hack the lightning talks !


