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Repository of Yara rules
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S ._ Actors

« o> O " impot/app/
EH impots

Farmulaire de remboursement électroni que - N 0551584

Données personnelles Mes coordonnées bancaire

: 6504711855,

: false,

Continuer

Phishing kit sources ExFiltration configuration

* B impot.zip

v B impot css 3.1 Ko # API CONFIG

¢hincode = :
v B app images 139,6 Ko

£ ces s 19.2 Ko # REZ CONFIG
' gmail = "infosresultat@gmail.com";
B images pages 38,1 Ko S$token = "7271659943: AAEKiFm3G2X-z-obEp90X -0041HI5e5Km g";
_ $chatid = "-1002191395823";

Ois templates 1,8 Mo s$spammer = "Exodia";

B pages + index.php 2,7 Ko # SCAMA
» O templates + main.js 7,0 Ko $login = "yes";
$applepay = "yes";
0 server + main.php 4,5 Ko
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ition = "Phishing Kit impersonating Binance"
e = "AGPL-3.08"

Check for specific
flles/directories names ot aimanee — using ot asrectoy-
appearing into ZIP file e (e

Sspec_dir = " _nuxt"
Sspec_dir2 = "builds"
Jspec_filel = "C5M-ywlo. js"
$spec_file2 = "cfg.js"

NO need tO u nZi p it Fspec_file3 = "bootstrap-icons.BOrJxbIo.woff"

Sspec_filed = "error-404.CoZKRZXM.css"

Jspec_filed = "b.png"

Short phishing kit description L
(impersonated brand)

(bSpec_
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Crowdsourced YARA rulas

Popular
thraat g hing Threat categories Family labals phis
label

' Detections: 7 / 61

w ESET-MOD32
e AVAST

w Cynet

W AVIra

\w GOOgle

o lkarus

! AVG

ﬂ Bkav

w Lionic

u MicroWworld-eScan

Security vendors’ analysis
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A @leftcensibaass - 600.51 KB 2022-11-02 06:45:56 UTC
d6302c9128bal1776095b8767 . S
. Add context o093

ail.zip

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

. Live hunting

Crowdsourced YARA Rules

o

. Matches rule by Thomas 'tAd' Damonneville from ruleset PK_Stripe_rd972 at
R etro h u ntl n /M hitps /Igithub.com/t4d/PhishingKit-Yara-Rules
Security Vendors' Analysis
Acronis (Static ML) Undetected Ad-Aware Undetected
AhnLab-V3 Undetected Alibaba Undetected

AlYac Undetected Antiy-AVL lUndetected

h
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Help us, contribute!

https://github.com/t4d/PhishingKit-Yara-Rules
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