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Reporting
We had a report / question from the editor in chief of LeMagIT, Valery Marchive
« Look at these ransomware samples, do they share some features? »

SHA256 Family Date
0a8088e2ba539541f476836c6f4e5812c4ae5c52133801faa1bc3806a4ade683 Cactus November2023
30390db8ef77afdb6add86f7f2990a142823401078ab237020933d0423374b27 LukaLocker1 May 2024
4e58629158a6c46ad420f729330030f5e0b0ef374e9bb24cd203c89ec3262669 LukaLocker2 June 2024
e6a498b89aa04d7c25cbfa96599a4cd9bdcc79e73bf7b09906e5ca85bda2bff6 Nitrogen March 2025

Families were qualified by paiement links inside the ransom notes.



Correlations

Lukalocker X Nitrogen



Similarities

Cactus, Lukalocker and Nitrogen seem to share some functions.



Can you explain this Ransomware?

Here we can spot interesting functions in the binaries



Let’s have a look!
The samples work exactly the same way:

1 > mutex creation
2 > calling the file iteration process (incharge of file encryption)
3 > exits with an immediate shutdown
The fun fact here: they use the same mutexfjhv6esdvsx



Compare

The samples share the same function import obfuscation.



Obfuscation

The called function and library are stored reverse [::-1] and Base64 encoded.
Here, we have the example of how the obfuscated function « FindNextFileW » is called from « kernel32.dll »
This method can evade imports detection rules based as they are « rebuilt » during running.



Conclusion
• We can assess with good confidence that Lukalocker and Nitrogen are, at least, variants.
• Unless they seem to be different families, they are probably both operated by Volcano Demon
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Link to the article:https://www.glimps.re/en/resource/nitrogen-correlation-with-lukalocker-cactus/
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