GROUP-IB




WHO WE ARE

Semyon Rogachev Rustam Mirkasymov
Malware analyst Threat Intelligence analyst

* 4+ years in malware analysis and

incident response « 8 years in cyber threat research

and threat intelligence

« Strong skills in reverse engineering

« Strong skills in reverse engineering,
knowledge in exploit development and
understanding software vulnerabilities
mechanisms

* Author and co-author of Group-IB
ransomware reports

» Author / co-author of numerous APT
threat reports (including Lazarus,
Silence, Cobalt, Moneytaker, RedCurl,)

Twitter: @ Talien




GROUPS EVOLUTION

Most of banking hacking groups in 2008-2017 were Russian speaking.

RedCurl
Silence
Cobalt
MoneyTaker
Buhtrap
Corkow

Anunak







RTM ATTACK OVERVIEW

FIRST STAGE -
C&C server RECONNAISSANCE
0 MODULE

m Phishing emails contain a reconnaissance
) module, which checks if any indicators of
financial activity is presented on the infected
host.
& I
&) X
SECOND STAGE - RTM
Compromised Phishing emails CORE
email servers with RTM
Phishing domain Reconnaissance If indicators of the financial activity were found,

RTM core module is downloaded from the C2
server. In other case some common malware,
like Pony Stealer is downloaded.

EINES module attached

RTM Recon Reconnaissance RTM Core with modules

THIRD STAGE - RTM
MODULES

™ RTM Core collects additional information about
A the infected host, downloads and executes

modules, which are used for the network
Compromised web reconnaissance, lateral movement and money

: stealing.
sites for

financial specialists



FIRST STAGE - RECONNAISSANCE

RTM Reconnaissance module checks browser history to find traces of the following
remote banking services:

=) =) =)
SBERBANK V1B ALFABANK
sbi.sberbank bco.vtb24.ru ”?kl-(alfﬁc‘bsnkk
online.sberbank dbo.vtb ClicK.altaban
bps-sber bco.vtv.24 ibank.alfa-bank.by
=) =) =)

RAIFFEISEN BLOCKCHAIN.INFO WESTERNUNION
elba.raiffeisen blockchain.info wupos.westernunion

elbrus.Raiffeisen



FIRST STAGE - RECONNAISSANCE

RTM Reconnaissance module checks file system to find the traces of the following
financial software:

&) o =)
1C SBERBANK FTC GPK CRYPTOPROVIDER
1cv7.exe

1cv7/l.exe feapk

1cv8.exe wclnt.exe el

&) o &)

WEBMONEY CRYPTO WALLETS QIWI

webmoney.exe wallet.dat giwicashier.exe

wallet.dll



SECOND STAGE - CORE MODULE

After reconnaissance module acquired and run RTM Core, it is capable of
execution of the following commands:

Command Description Command Description

del-module Uninstalls module hosts-clear Removes all records from the hosts file
find-files Scans filesystem for the specified file cfg-set-* Commands to manipulate RTM settings
download Uploads a specified file to the C&C screenshot Creates a screenshot every 5 seconds
unload Closes main window of the RTM dns Gets/sets DNS servers via the WMI
uninstall Stops all activities and removes itself auto-elevate UAC bypass

uninstall-lock Erases MBR, removes itself reload Restarts the RTM

shutdown Shutdowns infected host CcC Sets new C&C address

reboot Reboots infected host get-cc Sends the list of the C&C addresses

hosts-add Adds records to the hosts file botnet-id Sets new bot ID




SECOND STAGE - CORE MODULE

After reconnaissance module acquired and run RTM Core, it is capable of
execution of the following commands:

Command Description

prefix Sets new bot prefix

connect-interval Sets pause between C&C communications
dbo-scan Scan for using banking services
kill-process Terminates specified process
video-process Starts a video recording thread

video-stop Stops a video recording thread

msg Shows a message box




THIRD STAGE — RTM MODULES

At the third stage additional modules are used. During the tracking of the RTM group, the
following modules were detected:

Module name Module name Module name
1c_2 Kkl chrome_hst persist

445scan Ipewnd pony

alfa_scan domain proc_lock
anti_mse ffa rdp

arp_scan flash_grab lpe_evtvwr

bdata lock_ie mimi

bss hide inj_phone prc_list

chrome_pw

mitm

stealer




TYPICALATTACK SCHEMES

bywranvepua ang Kasaxcrana, peaarims 3.0, paspaborka ana Kasaxcrana. « |C-Pedmwrrs / bypeantep  (1CTpeanpuame) o i + M- i 2 R D P O R I EAMVI EWE R

)| & MnaTexHoe nopydyexne (ucxogsawee): Onnarta noctaswuky. Hoeein *

The most frequently seen attack scheme nowadays.
Mposecs u saxpeims | Jswcans | | Mposecm | |, [FZ| = sams a ocrosarm + | | i Mevams - we ~| | 7 Modified version of the TeamViewer is uploaded to
the infected host, which allows to transfer money
directly, for example, via the browser.

Onnata nocrasuimcy

1C 2 KL MODULE

: ifentio e il e T L Used to be frequently used method, but almost gone
——— right now. Modifies the 1C banking software process
L to modify the 1c_2_kl.txt file, which stores the
i e ) payment data.

RANSOMWARE

Following the modern trends, RTM is capable of
deploying a ransomware. During our monitoring of
the RTM activity, at least 4 different were deployed on
the compromised machines.




LiveJournal «f72bba81c921.livejournal.com»

C&C ADDRESS COMPUTATION

f72bba81c921

RECENT ENTRIES

1

[40]1141dde22c5eed944fe46db3c65a272e8e9d843f2f05¢c51be4ae392003bd4293dd64825a4ba8
effb18a288fb4134c3d6437dd527¢c32551f25ede[/40]

[41]1804414096c952cb7ed94ab09ch18df7e5f24cedc61c42c19db11942df38ee8621d844b8b2ael
09a7dfa7a606701e54f90d6fef7ba57e270691fd[/41]

[30]2328531022a1e8889981282eb32b887ac9d4918b9%aa808dee7c47df03cac64019210f272f382
24efd505cb1b9e10428392638faf6d28bfc18a2bbfc3f8¢1381c872a60cd30e2937bd0c6302abd59
ea3270db9c4c3fe6[/30]

[31]9134895538b460bchab6a97a07359319c942419d59¢c2b3986caea06090a08494174a8c/3db7e
547beb3e71909ed73187c6eb29669d42b9f4edfb2cd524b266d7d7a3e572c0f6f2f4e284ce7263ee
93aca28d6b05e0ed[/31]

[119efc08e5bd3e58df11b6dc74a50218d0374494c32b15445093d11c82e1960f12ae6846219aaf3
af0da0dd8b6b5a6df37748c47b9c268a01d[/1]

http://f72bba81c921.livejournal.com/data/rss

[<botnet-id>]<encrypted C&C address>[/<botnet-id>]

LIVEJOURNAL

First tracked versions of the RTM used
LIVEJOURNAL blogs to store the C&C addresses.

.BIT DOMAINS

Newer versions of the RTM .bit domains as
addresses of the C&C servers. .bit domain IP
addresses are stored using the Namecoin
technology.

BITCOIN WALLET

The newest versions of the RTM compute C&C
server address using the transactions data of the
exact Bitcoin wallet.



BITCOIN BASED ALGORITHM

RECON: 1BkeGqpo8M5KNVYXW30bmQt1R58zXAqLBQ
BLOCKCYPHER API

CORE: 1Ce LgFDu917tgtuthZGBA2Yd R559Boy9Y Blockcypher API is leveraged to obtain an information

about the transactions of the exact wallet.

: ) C&C ADDRESS IN
| \_ TRANSACTION VALUE

After obtaining of the transaction information, RTM
extracts the value of the last 2 transactions and
interprets it as an IP address octets.

NO ADDITIONAL
TRANSACTIONS DATA
CHECK

RTM hasn’t been checking which wallet the currency
was received from, which made it possible to
sinkhole the botnet.



BITCOIN BASED ALGORITHM

Examples for better understanding

53

tx_hash

block height
tx_input_n
tx_output_n
value

ref balance
spent
spent_by
confirmations
confirmed
double spend

54

tx_hash
block_height
tx_input_n
tx_output_n
value

ref _balance
spent
spent_by
confirmations
confirmed
double_spend

"6bbfa5406e741ceeddac2cOblecfcf1f3fSbbled3ed3678a8a05df8532399820"
606417

-1

0

35431 s OxS8AGC7 ey 103.138
86722

true
"ad881d022f54180c08ae19078398d65cad38af8078ab6d7bd8c415a6d0ffa929"
126514

"2019-12-03T07:30:572"

false

"d27ae2c99e96aa9883f156a2af536ab3f1a69f0821cf8525d5f20fchb389cd861"
606415

1

0

51291 meeessssslp- OXC85B mss=p- 91.200
51291

true
"ad881d022f54180c08ae19078398d65cad38af8078ab6d7bd8c415a6d0ffa929"
126516

"2019-12-03T07:15:262"

false

| meeess——)-  91.200.103.138



BITCOIN BASED ALGORITHM

Examples for better understanding: 5" December

Hash

0.00002373 BTC
(10.500 sat/B - 2.625 sat/WU - 226 bytes)

8ced96b2dc00df9504830303bdd030e8497c97ffc661a7f90fa245b53819570b

1DmgXb40ESRsvz641nozM9tR76M1qrBffL

0.00003300 BTC
(14.602 sat/B - 3.650 sat/WU - 226 bytes)

0.00413675 BTC 553»

464a01786f783c8aaf9f5f360ee377f3f2f5dfef2261b86¢cb2cd4ac2fe63c0b59

TMPJYJalknZwVTnmurUnyWZkR7viPNbK]E

0.00468266 BTC ffl'»

1CeLgFDu917tgtunhJZ6BA2YdR559Boy9Y
1GnimRmFztsJKqeQW8PXCUfzA2ZoaGXq9v

1CelLgFDu917tgtunhJZ6BA2YdR559Boy9Y
1DmgXb40ESRsvz641nozMStR76M1qrBffL

+0.00035431 BTC

2019-12-0515:29

0.00035431BTC
0.00375871BTC &}

+0.00051291 BTC

2019-12-05 15:27

0.00051291 BTC <=
0.00413675 BTC

91.200.103.138



TRACKING C&CS

& https;//  [rtm/recon/2019-01-01

JSON RawData Headers

o Clapre . Expand Al s 5o

"2021-01-13"

v 0:

o: & https;)  |frtm/main/2019-01-01

JSON RawData Headers

0:  "2021-01-12" Copy Collapse All Expand Al Y Fitter JSON
1:  "206.189.15.193" ;

e: "2021-01-13"
1: "206.166.251.179"

0:  "2020-12-23"

s *'128.199.183.224" 0: "2921-01-13"

v 3: 1:  "91.200.102.113"

0: "2020-12-21" v 2:

1:  "45.61.136.191" 0:  "2021-01-12"
= 1:  "45.61.136.214"

0: "2020-12-17" AR

1:  "165.22.211.203" MR 0l
o ) 1:  "91.200.102.113"

v 43

0: "2020-12-17" T T A

Y i "45.61.136.241" 1: "45.61.139.208"
v 6: v 5:

0:  "2020-12-15" 0:  "2020-12-23"

1: "68.183.217.37" 1:  "91.200.102.113"
v7: v fi=

e: "2020-12-21"
1: "167.172.151.128"

0:  "2020-12-14"
1:  "157.245.98.183"

A%
v 8: 0:  "2020-12-21"
e: "2020-12-11" 1:  "91.200.102.113"
1:  "174.138.44.141" v B:
— o:  "2020-12-17"
0: "2020-12-08" 1:  "45.61.136.241"
1:  "174.138.2.254" v 9:
< °:  "2020-12-17"

0:  "2020-12-84" 1:  "91.200.102.113"

. " "
1 H 45 . 61 - 139- 98 . . 102.2._12_1700

v 11: 1:  "45.61.45.61"
0:  "2020-12-83" .
s "157.245.142.162" 2: "2020-12-17"

1:  "91.200.45.61"



C&C IS JUST A PROXY

access_log /dev/null;

error_log /dev/null; proxy_connect_timeout 600:;
proxy_send_timeout G100k
server { proxy read_timeout 600;
listen *:80; send_timeout 600;
bought
location /index.php { proxy_pass http://91.200.103.39/index.php;
proxy_set header Accept-Encoding ""; }
#proxy set header Host $http host;
#proxy http version 1.1; location / { return 404; }

proxy _buffering off;

}
proxy_set header X-Real-IP $remote addr;
proxy_set_header X-Forwarded-For $remote_addr; HHHH R R R R R R



SINK-HOLING

Deploy a server which redirects data
to the actual C&C server

Run a sniffer and collect all the traffic

All C&Cs are proxies

Wiite a code that decrypts a traffic

New C&C is deployed every 2-3
days

R

Make transactions right after the
adversary

No validation of a fransaction source

|dentify victims and notify them

Provide collected data to LE




TESTING ATTEMPT

Address 1CeLgFDu917tgtunhJZ6BA2YdR559Boy9Y Address bc1q0Onw2g0dgm6shkOxazmaq2tzmwke7ypsz4upzps @

Format BASES58 (P2PKH) Format

Transactions 229 Transactions

Total Received 0.08036732 BTC Total Received 0.00100106 BTC

Total Sent 0.07801948 BTC Total Sent 0.00100106 BTC

Final Balance 0.00234784 BTC Final Balance 0.00000000 BTC

Transaction should be > 0.00000540 5.2.67.50

Higher fee, faster the confirmation 0x205 -> 0.00000517 < 0.00000540



d702456d9306f0af0ds... 2019-12-10 14:15

ote AyuPk6MSQTtG... 0.00485289 BTC e 3EHXUWVIXwkc7uA7x... 0.00448062 BTC @
1CeLgFDu917tgtunhJZ... 0.00035431BTC @

0.00001796 BTC +0.00035431 BTC
(7.213 sat/B - 2.685 sat/WU - 249 bytes)

. . ad881d022f54180c08ae19 98d65cad3... 2019-12-10 14:57
1 confirmation

1CeLgFDu917tgtunhJZ... 0.00042429 BTC @ e 1PFSS4Kk hi 13... 0.00824311BTC @
1CeLgFDu917tgtunhJZ6... 0.00051291 BTC @
1CeLgFDu917tgtunhJZ... 0.00035431BTC @
1CeLgFDu917tgtunhJZ... 0.00023643 BTC @
1CeLgFDu917tgtunhJZ... 0.00018048 BTC @
1CeLgFDu917tgtunhJZ... 0.00035431BTC @
1CeLgFDu917tgtunhJZ6... 0.00051291 BTC @
1CeLgFDu917tgtunhJZ... 0.00031063 BTC &
1CeLgFDu917tgtunhJZ... 0.00023643 BTC @
1CeLgFDu917tgtunhJZ... 0.00052872 BTC @

H(]%\h n4fa746b85f406c42fbbb8c0ac256d00766... 2019-12-10 14:20

0.00787504 BTC & 1CeLgFDu917tgtunhJZ6... 0.00013617 BTC &
180oktk8rzng3iVFoUhV7... 0.00769864 BTC

Fee 0.00004023 BTC s
(17.801 sat/B - 4.450 sat/WU - 226 bytes)

1 confirmation

6ed3a947f6652a76 2019-12-10 14:07 /

3ETLaS3ZzSfBEeaoBW... 0. L1 1CeLgFDu917tgtunhJZ6... 0.00051291 BTC &
36z0teAyuPk6MSQTG... 0.00485289 BTC &

0.00064009 BTC 320 BTC
(17.875 sat/B - 4.469 sat/WU - 3581 bytes)

Not confirmed

0.00001796 BTC +0.00051291 BTC
(7.213 sat/B - 2.685 sat/WU - 249 bytes)

2 confirmations

» We transferred money with the minimal fee.

» Every transaction should be confirmed by some amount of other members of the blockchain. Otherwise it will be unconfirmed and can not be observed.

* Our transferes came to the wallet in wrong sequence



5

LE of different
countries
were involved

5

Years the botnet was
alive

OVERALL STATISTIC

5363

Communicating hosts

6

Different languages
were installed on
bots

3762

Compromised
machines identified

2

Years took to collect
enough evidences and
NELCENGERS

N






To fight effectively against
cybercrime LE agencies
should collaborate



