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Why: security reasons

1. Third-party validation comes with a price:
Latency
License coast
Dependency

2. Ambiguous VT results interpretation
3. Malware targeting Chinese customers is underreported to VT

4. Cloud-specific threats - is it malware or customer’s binary?



A Tale of Two Cities

VirusTotal and other Tl vendors The cloud

SHA2567



Fuzzy hash: ssdeep

Distance(ssdeep1, ssdeep2) ~ portion of shared code

Block size Hash1 Hash2

14jwJ2zVP1uNMuEly2qgldX61/hIUA+nCvw3c/Mk900xK
x14JwJ2zVP1uNMuEly2qgqldX61/hIUA+nCvw3c/7Mk900xK :ll4NpP1MMt1y2AdX61/hIal3ajk0

ssdeep fuzzy hash for Phoenix Miner family
Ref https://www.virustotal.com/gui/file/599393e258d8ba7b8f8633e20c651868258827d3a43a4d0712125bc487eabf92

D143wI2zVP1uNMukly2qgqldXo1/hIUA+nCvw3c/Mk900oxK@: u4NpP1MMt1ly2AdX61/hIal3ajkoB
x14JwJ2zVP1uNMuEly2qldX61/hIUA+nCvw3c7Mk900xK :iL4NpP1MMt1y2AdX61/hIal3ajko
14jwJ2zVP1uNMuEly2qgldX61/hIUA+nCvw3c/Mk90vxK :24NpP1MMt1ly2AdX61/hIal3ajkv

Y4NpPiMMt 1y2AdX61/hIal3ajkoP



https://www.virustotal.com/gui/file/599393e258d8ba7b8f8633e20c651868258827d3a43a4d0712125bc487eabf92

Why no one has scaled it up?

Enough samples?

Algorithm and
computing power?

Use cases?

We are a cloud provider and
we have all four, so, why not?

Great team?



= From our cloud security

Sample collection

product, we collect binary file cloud is 100 million and
hashes: MD5, SHA256 and counting
ssdeep

= Ssdeep library size on our

-

MD5 : a4ae6d3308ba52770bfof8aa429e2a6c¢C

SHA256:e852258786ef31204997cd8f1b7392d2bebl5b7effe@ad819065cb2c8e65218a

SSDEEP:1960608:01UsEAfUY/7FQebKtTrYP/7GILBgMFE2844DYIv8ZFbImQpRTUsL10wW8: Js
FUYJUKtTrYSILBgMFE2844DYIV8ZF9
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Engineering optimization
Without any loss of generality, here is how we did it
— Pairwise SSdeep Pre-filtering: ssdeep normalization

C()mparis()n 99 Redundancy cleanup
LevenShtein edlt distance Pre-filtering: space reduction

| | Block size ratio filter
- O(n*n) or O(M™n) if using

dyn amic prog raming 7-gram block filter 7-gram heap construction

Optimized edit distance

- When it comes to 100M Modified bitap with Wu, Manber* for Levenshtein

samples and their pairs,

challenges appear Fast clustering
Parallel ssdeep Distributed label

clustering propagation




A large graph of known ssdeep

Ssdeep lib and similarity graph of 100 millions and growing
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How to keep growing? Anomaly detection!

Ssdeep lib and graph (100 millions)

= 100 million vs 100 million

pairwise approach would not Emerging samples

work for near real time (millions per day)
: Ssdee
= General anomaly detection simi,ari':y
- Find the emerging samples and
compare with all known ones

- Propagate and update the
ssdeep library and similarity
graph
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So we scaled it up in a graph

Zoom-in Sub graph pattern in similarity The bird view of the xorddos
graph of labeled xorddos nodes with similarity graph
unknown nodes U7
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When scaling up, It starts to rock

Knowing any seeds? Don’t have seed?
Look for sub-graphs Look for clusters

Polymorphic and code reuse can be detected automatically at scale
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XorDDoS as polymorphic malware

= XorDDoS “randmd5()” * as a simple polymorphic MD5 : aa25ac36e2398b115dd0f12c0c8d91e0
function to change its file hash like MD5

- Along with randomized file names like “/usr/bin/
ogjaymsccil”

= A different file hash can effective bypass threat randmd>()

intelligence libs like VirusTotal v
MD5:59¢c4ec3116920bf0745bal15319971187

- And xorddos does it much!

= Alibaba cloud has collected xorddos detection rules for
years to provide enough seeds Iin graph

* For more about Polymorphic XorDDoS, please go to
https://blog.malwaremustdie.org/201 5/09/mmd-0042-2015-p1cé)llymorphic-in-elf.html



Polymorphic means high fuzzy hash similarity

Xorddos variant #1
1536:FBOgZKIWBBthbanqukFJStneKjx46xOUJUHWZ%PXlLGQx:FBttjv8FOF1quOzJUQZS/N

randmd5()

Xorddos variant #2 \
1536:FBOgZKIWBBthbanqukFJStneKjx46xOUJUHwisPX1Le:FBttjv8FOF1quOzJUQZs/4

Ssdeep similarity (variant #1, variant #2) = 0.97
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A sub-graph of XorDDoS

sim=0.85

768 :1zWg0g2K6ZRWT1Bn7cDVss7Xqd+efn5c5D71gkfJzetzBhNeUnEh1uKjxGVox4M/ : FBOgZKIWBBNnMhb1nOF1gkfJStneKjx4a

® Unknown
® Malicious

768 :31zWq0g2K6ZRWT1Bn7cDVss7Xqd+efn5c5D71 zetzBhNeUnEh1uKjxGVex4M/ : FBOgZKIWBBnMhb1nOFLgkfJStneKjx4S

sim=0.79

sim=0.98

: FBttjv8FOF1gPe0zJUQ2s/N

1536: FBOg2KIWBBnMhb1nOF1gkfJS
sim=0.97

1536: FBOg2KIWBBNMhb1nOF1gkfJStneKjx46x0UJUHW2sPX1LGQ@1CFzgWGatdhHQhgq: FBttjv8FOF1gPe0zJUQ2s/1YtLHQVP/

Jx46x0UJUHWZs

1536: FBOgZKIWBBnMhb1nOF1gkfJStneKjx46x0U 2sPX1Le:FBttjv8FOF1gPe0zJUQZ2s/4 sim=0.93
sim=0.97 sim=0.85
536: FBOgZKIWBBnMhb1nOF1gkfJStneKjx46x0UJUHWZ2s6: FBttjv8FOF1gPe0zJUQ2s6
1536: FBOgZ2KIWBBnMhb1nOF1gkfJStneKjx46x0UJUHWZ2sPX1LGQO1CFzq hHQhgZ : FBttjv8FOF1qPe0zJUQ2s/1YtLHQVX

sim=0.90

1536: FBOgZ2KIWBBnMhb1nOF1gkfJStneKjx46x0UJUHWZ2sPX1LGQUW1CFzgWGatdhHQhgh:FBttjv8FOF1gPe0zJUQZ2s/1YtLHQVPk]
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XorDDoS on VirusTotal

= Out of 211k XorDDoS samples
- Avira: 153k detected (73%

- VirusTotal: 2.5k listed w/ one or

more engines (1.2%

= Yes, the polymorphic technique
can bypassing VirusTotal!

SHA256:c7b9c2d1c89732219¢cb3fbc40f75675e19206aa13959c1a8046d58ec26a09477
https://www.virustotal.com/qui/file/

c7b9c2d1c89732219¢cb3fbc40f75675e19206aa13959¢1a8046d58ec26a09477/community

<& C @ virustotal.com/gui/file/c7b9c2d1c89732219cb3fbc40f75675e19206aa13959c1a8046d58ec26a09477/detection & a M w
> €7b9c2d1¢c89732219cb3fbc40f75675e19206aa13959c1a8046d58ec26a09477
33 @ 33 security vendors and no sandboxes flagged this file as malicious

c7b9c2d1¢c89732219ch3fbc40f75675e19206aa13959c1a8046d58ec26a09477

VirusShare_cab83472f26ffcc4bcf0053f703d44ca

e elf  upx

Community

X Vv

Score

DETECTION DETAILS RELATIONS BEHAVIOR

Security Vendors' Analysis

Ad-Aware (D Trojan.Linux.Generic.183294
AhnLab-V3 (1) Linux/Agent.253320

Arcabit @ Trojan.Linux.Generic.D2CBFE
AVG @ ELF:Xorddos-AD [Trj]
BitDefender @ Trojan.Linux.Generic.183294
Comodo () Malware@#37kkbwsh2q9cy
DrWeb (1) Linux.Packed.227

eScan @ Trojan.Linux.Generic.183294
Fortinet @ ELF/Xorddos.Dltr

Ikarus @ Trojan.Linux.Xorddos

MAX (1) Malware (ai Score=100)
McAfee-GW-Edition @ GenericRXIA-RO!ICAB83472F26F
NANO-AnRtivirus @ Trojan.EIf32.Xorddos.fprvhu

COMMUNITY °

AegisLab
ALYac

Avast

Avira (no cloud)
ClamAV
Cynet
Emsisoft
ESET-NOD32
GData
Kaspersky
McAfee
Microsoft

Rising

247.38 KB 2021-05-04 11:17:48 UTC

@ Trojan.Linux.Agent.9lc

@ Trojan.Linux.Generic.183294

(D) ELF:Xorddos-AD [Trj]

(D) LINUX/Xorddos.iyani

(D Unix.Malware.Agent-6990227-0
(1) Malicious (score: 99)

(1) Trojan.Linux.Generic.183294 (B)
(D) A Variant Of Linux/Xorddos.D

@ Trojan.Linux.Generic.183294

@ HEUR:Trojan-DDoS.Linux.Agent.g
(1) GenericRXIA-ROICAB83472F26F
@ DoS:Linux/Xorddos!rfn

@ Trojan.Linux.DnsAmp.c (CLASSIC)
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https://www.virustotal.com/gui/file/c7b9c2d1c89732219cb3fbc40f75675e19206aa13959c1a8046d58ec26a09477/community
https://www.virustotal.com/gui/file/c7b9c2d1c89732219cb3fbc40f75675e19206aa13959c1a8046d58ec26a09477/community

Code reuse in modern malware dev

Miner #1 MD5 : a4ae6d3308ba52770bfof8aad429e2a6c VT 47/70
Miner #2 MD5 : 35¢c0Qele371d0de3d069da88242071t4c2 VT 48/70

1966008 : 0LUSEATUY7FQebKtTrYP/GILBgMFEZ2844DYIv8ZFbImQpRTUsL10w8 : IsFUYJUKtTrYSILBgMFEZ2844DYIVvEZF9

Large portion of code reuse Large portion of code reuse
\ 4 \ 4

196608 : 0Oey+QJcyXwLxUKtTrYP7GILBgMFEZ2844DYIv8ZFbImQpRTUs L10wW8 : YNYXUKtTrYSILBgMFEZ2844DYIv8ZFbIm

Ssdeep similarity (miner #1, miner #2) = 0.82
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Ransomware and miners

When code reuse becomes a fashion
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Mirail, Agent lesla, and so on

Mirai and its siblings
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Agent Tesla families (sparse clusters)
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Recap the workflow

Searching the graph for a new binary hash is faster and
have better coverage then any third-party validation

In-home validation approach remove uncertainty of V1
result interpretation

Presented workflow implemented in production and fed to
Alibaba Cloud Security products
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One guestion: is ssdeep essential?

= A short answer: no, any fuzzy hash can work with this approach
= A longer answer:

- Fuzzy hash and its corresponding similarity function like LZJD can
replace ssdeep

- Machine learning models like learn-to-hash for fuzzy hash would work

- Non-fuzzy hash but component analysis like Intezer’s Genetic
Software Mapping* can probably work too

- Engineering optimization for the hash and similarity at scale is critical

Intezer webpage https://www.intezer.com/technology/
22



Key takeaways

Successful malware evolves and comes back again and again as seen today

Big companies face specific malware threats and have unique security needs.
It’s easy to outgrow even best third-party validation

Label propagation and clustering are the two major technigues in the ssdeep
graph framework at massive scale used to amplify discovery with fuzzy hash

- Ssdeep similarity is only one of many fuzzy hash similarity functions that can
be used. Please feel free to replace it with your favorite one, like LZJD

Beside polymorphic malware, code reuse in malware, fuzzy hash similarity
graph can be used to detect supply chain pollution and beyonad
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To Viruslotal with Love

Source https://commons.wikimedia.org/wiki/File:SpaceX ASDS moving into position for CRS-7 launch (18610429514).pn



https://commons.wikimedia.org/wiki/File:SpaceX_ASDS_moving_into_position_for_CRS-7_launch_(18610429514).png
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