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END OF JOKER’S STASH

“we wish all young and
mature ones cyber-
gangsters not to lose
themselves in the pursuit of
easy money. Remember,
that even all the money in

the world will never make

you happy”

2021-01-15
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Joker goes on a well-deserved retirement. Joker's Stash is closing.

When we opened years ago, nobody knew us. Today we are one of the largest cards/dumps marketplace.

Unfortunately, or fortunately - nothing lasts forever. It's time for us to leave forever.

We will leave the Stash opened for 30 more days, until 2021-02-15, so all Stash users can spend accounts balances.

On 2021-02-15 we will wipe all our servers and backups and Joker will fade to dark, forever.

And mark my word: WE WILL NEVER EVER OPEN AGAIN! Do NOT trust possible future imposters!

After 2021-02-15 there will be no more Joker and no more Joker's Stash.

Dear partners of Stash - vou can be sure, that before we leave forever, you will get all payouts, contact me you know how.

We are also want to wish all young and mature ones cyber-gangsters not to lose themselves in the pursuit of easy money.
Remember, that even all the money in the world will never make you happy and that all the most truly valuable things in this life are free,



WHERE ARE CARDS SOLD?
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SPECIALIZED FORUMS
AND CHATS



PRODUCTS — HOW ARE THESE OBTAINED?

* Dumps - payment card information

* Point-of-Sales (PoS) malware: dump process memory, extract track data,
exfiltrate stolen information

e Skimmers

ATM skimmer




PRODUCTS — HOW ARE THESE OBTAINED?

* CVVs - also known as “cards”
* Phishing pages;
* Digital skimmers;
* Leaked databases;

* Information-stealing malware. / —
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HOW BUYERS CASH OUT?

e Card-present fraud
* Uses counterfeit cards created with dumps

* Card-not-present fraud
* Employs CVVs data



THE CARD
SHOP
ECOSYSTEM




METHODOLOGY

* How to identify and select important shops?

Advertisement in forums (threads and sponsorship);

Reactions and feedbacks;

Telegram channels + subscribers (plus);

Marketing actions;

Shop's structure.



TIMELINE: WHAT HAPPENED SINCE JS' CLOSURE?

o Rescator closure o Joker's Stash closure o Rescator return

: Late 2019/early 2020 : February 15, 2021 : August 2021
1 1 1

1 1 1
| January 15, 2021 | Llate May 2021 | February 2022

The seizure of
Joker's Stash closure notice All World Cards creation Ferum Shop, SkyFraud, Trump's
Dumps, and UAS Shop



Bitcoin, Litecoin, Dash, and Cryptocheck;

Free registration; add balance within 5 days.

Checkers ($0.5 per check).

SSN / Date of Birth lookup service (offline).

Free tools: bins lookup, zip lookup, trackl generator.
Education Blog, Knowledge Base, Tutorials

and Guides + FAQ + Rules

)

DUMPS
Prices: USS3 - USS269.6

CVVs
Prices: USS8.4 - USS84
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off Live filtering. Warning! Slows down page loading.

Bins:

Bins (8 digit):

Bank:

Bank Country:

Card Number:

[] Bin%

[] 527690
[] 424840
[] 527690
[] 528546

Search by 8 digits is available for
users with a rating of 5 crab and
above. About rating

- all - v

-all - v

Search by last 4 digits is available for
users with a rating of 2 crab and
above. About rating

Type  Debit/Credit Subtype

&3 CREDIT MNIA
VR CREDIT MNIA
&3 CREDIT MNIA
&3 CREDIT MNIA

Country:

State:

City:

ZIPs:

Exp Date

K24

HA26

XKi24

XKi24

Trackl

- all -

- all -

- all -

Billing
zip

Code

201

201

201

201

Type:

Credit/Debit:

Subtype:

Code:

Country

L

I

L

Address

CO; Aurora

Base:

- all - w - all -
Exp Date:
all - o 03/22
Price Range:
- all - V -all -
Trackl O
- all - o
PIN ]
refundable only [
billing zip O
EDD+pin © O
Bank Base
Nis (BEE); non refundable Llama
Nis () Barge
I [%); non refundable Llama
REGIONAL BANKS ASSOCIATION OF JAPAN (| & ); non refundable Doc

Price

16.80%

5366 %

16.80%

4095 %

Cart



THREAT ACTOR PROFILE — BRIAN KREBS (NOT THE JOURNALIST)

o=
%o e First seen: 25/03/2015
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e Omerta, Club2CRD,
Blackhat Carding,

CardVilla, BPC SQUAD

Forums

7

Brian Krebs

A

Communication e Forums
el e Shop tickets

-




BRIAN KREBS

02-02-2017, 13:32
Brian Krebs Hello, cybercrooks!

Dumps

Would you like to buy dumps and credit cards with cvw2 from the legendary Brian Krebs? In my shop you will find fresh firsthand dumps & cards at a great price!

Join Date: Feb 2017 What you can buy:

Posts: 1,605

« Dumps with Track 1 & Track 2 and billing zip code
FAEpAEIEL » Credit Cards with CWVV2
Balance: 0. « Social Security Numbers and Date of Birth lookups

What makes me different:

« Auction that allows you to reserve, bid and outbid others who want to purchase exotic BINs

« Free gift/dump for everyday shoppers

« Social Security Number & Date of Birth lookup service to change PIN or approve large transactions for the dumps & cards you buy
« Dumps with billing zip codes

« Lottery where anyone can win large amount of money

« 3 crab rating is fixed for old school and high deposit customers

« Fully automated loan/credit request system

Shop domains:

« hitps://briancrabs.at
« htips://briancrabs.de
« hiips://briancrabs.cm
« hitips://briancrabs.vc
« hiips://briancrabs.mx

« hiips://briansclub.cm
« hiips://briansclub.mx




BRIAN KREBS

Offline

Last Visitors




IS BACK

Bitcoin only;

Free registration.

Checkers: dumps and CCs (S0.5 per check);

Wholesale — dump packages;
For VIP customers updates available for 1 hour

earlier.

@

DUMPS
Prices: US$6.07 - USS$62.37

CVVs
Prices: USS10 - USS36



Country CC type
| Al v | anjusa | Al v | All| Visa | Master
Zips & Bins Bank & State & City
01111, HJ4111 Bank: | Al v |
state: | Al v
City: | Al v |

380282, 376282

-

CC mark

Save money and buy packs at wholesale prices. Pay less - get more. Go to Wholesale section of the shop!

O Bin

O 431947

Card Debit'Credit Mark Expires

Vim VISA DEBIT CLASSIC 072023

ALLIED IRISH
BAMKS PLC

DEBIT PREFAID 0712023

O 533621 ")

MASTERCARD
FECFLES TRUST
COMPANY

Country State City
I 1 Ireland Cublinlé DUBLIM 16
[#) Canada QC Montreal

[An v
All | Gold | Flatinum
Base
| Al v |
Zip Phone VBV Birthday Base
D16x2W4 AIrASIA
H3B 2M3 Yes Usa JK4

DebitiCredit

oeeiT [ crEDIT

Additional
[ Expiring 03122

[] Phaone
[J VBV []girthday

Exp. date (1312)

s

Price Cart
245 +
245 +




THREAT ACTOR PROFILE - LEGENDARYRESCATOR

A

LegendaryRescator

2
=2

Forums

Communication

methods

-

e First seen: 29/11/ 2014
¢ Club2CRD, BlackBones,

Darknet Forums, Blackhat Carding,
BPC SQUAD, Cardvilla, Enclave and
others

e Forums
¢ Shop tickets



INACTIVE CARD SHOPS

* Organized closure: early warnings, justification;
* Seized by law enforcement;

 Exit scam.



FERUM

* English-language card shop active since 2013;

* |t used to include a banner ad for competitor Trump's Dumps,
possibly indicating a link between the two shops;

* Seized by the Russian Ministry of Internal Affairs in early February
2022.



FERUM CVVS SECTION

Filter:

BINs: Country: State: City: Zip: Type: Base:

3) | | | | [Any [Any

Search | Reset |

Cards found: 4445757

559601 QT 05/21 GOODWILL City state zipcode INDIA OLD $6.90 |:|
BASES
2017

65218317 12/24 City state zipcode INDIA OLD $6.90 D
BASES
2017

4838123 11/24 City state zipcode INDIA OLD $6.90 D
BASES
2017

BOT123gFrwssmms 01/23 K City state zipcode INDIA OLD $6.90 D
BASES
2017

60738647 e 02/24 PUSHPA City state zipcode INDIA OLD $6.90 |:|
BASES
2017

4363030 01/22 City state zipcode INDIA OLD $6.90 l:‘
BASES
2017

Blueliv ® is a registered trademark of Leap in Value S.L. in the United States and other countries. All brand names, product names or trademarks belong to their respective owners. No disclosure allowed. © LEAP IN VALUE S.L.
ALL RIGHTS RESERVED



Aug 2, 2021

6% ALL WORLD

CARDS

We publish 1,000,000 bank cards for public access.
The validity is about 20%. All material from 2018-2019.
Fields: CC_Number Exp CVV Name Country State City Address Zip Email_Phone

An action of unprecedented generosity from AllWorld.Cards

Checking the validity of 98 random cards

Checked: 98 of 98
Valid: 26 (27%)
Total cost: 12.90%

The password for the archive is the Tor domain.

AW _cards e Reputation: = yin; statistics

User Lists w




CARD SHOPS SCAM

* Thousands of phishing cards shops with typosquatting domains
similar to popular card shops.

* Whois registry “March 2022.
* All phishing card shops have listed the same fake cards.

* "Receive card" section downloads clipboard hijacker malware.



OJDUMPS  >cw

€ News

=3 CVWV
Dumps with pin
&3 Dumps no pin Bin + Zip
SRS
@ Receive card

Subtype

EXP

Name

Country

State

Bank

Cart (0)  Clear Cart

Email

DOB SSN MMN Price Buy

&3
Cach)
)
&3
&3
(D
[ Av0 ]
Eano)
(A
()




CLIPPER MALWARE DOWNLOAD LINK

Wait 1 confirm network

Download panel control




FIGHTING CARD FRAUD

* Implement EMV 3-D Secure (3DS2) protocol;
* Stay on top of the latest standards (e.g. PCI DSS v4.0);
* Keep all hardware and software up to date;

* Active scanning for skimming equipment and devices at ATM.



CONCLUSIONS

* The card shops landscape is highly fluctuating, as it is impacted by
momentum.

* The importance of continuously monitoring the status of the
landscape.

* Future trends: card-not-present > card present.

* Scamming is a part of the ecosystem, taking advantage of the
fluctuating scenario.



QUESTIONS?

beatriz.pimenta@blueliv.com

Beatriz Pimenta Klein

lidia.lopez@blueliv.com

Lidia Lopez Sanz

HX BKX
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