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Carlos Rubio Ricote
Malware reverse engineer

Currently at: Threatray
Formerly: Blueliv, S21sec, Panda Security...
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http://reversingminds-blog.logdown.com/
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Malware reverse engineer

Currently at: Threatray
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Twitter: @DOORT_RM
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What is Qbot?

Historically known as a banking trojan / credential harvester

Active since 2007
Modular framework

Currently one of the most prevalent malware (Distributed by TA551,
TA570, TA571, TA577...)

Continuous development

N
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Qbot Version Timeline (2013-2022)

201.1186 30053600.231 323.45 324.388 32808478 402.68
201.81 300.1800.237 321.31 15823.5 324.393 401.147 402.1 403.2
300.19300.2 300.1012 667 332A0B18 4plAamm12
300.390.19 300.1019 323.12324.375 325.35 401.51 402.28
300.2 300.549 30 .10‘9 323.33 B24.38| 25,7 402.343
300/300.2101 300.102 3.32 324,37 325.37 401.6: 2.318
300.195%| 300 300.1017 323/125 33R4A8S53 401.29 2.13
201.834 300.1 0. 323,96 324.399 401.15 402.115
201.122300.9680.236 1322.7 323.47 324.39 401.138 403.
201.1066 30@06.228 323.36 324.386 3288B.72 402.363
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What is Qbot?

(tech view)
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Historically composed by 2 elements
STAGER (exe)
MAIN DLL (dll)

Qbot STAGER Qbot MAIN/HOOK
(EXE) (DLL)
MAIN DLL is embedded into stager’s resources

g S

RESOURCES

STAGER goals
Installation
Persistence
Main DLL injection
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MAIN DLL also has artifacts in its resources
CC config
Script for malware updates
Antisession Webinjects

Qbot STAGER Qbot MAIN/HOOK

MAIN DLL goals &3 O
Network traffic interception
Steal creadentials
Lateral movements
Run commands periodically
Handle received commands from the CC

—
’ .

RESOURCES RESOURCES
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Qbot code evolution

2013-2022
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Disclaimer

Based in our telemetry
Missing changes

We are not covering all changes in this talk
Time
Whitepaper / Blog

Transformation to more advanced and modular malware
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Qbot STAGER
(EXE)

Qbot MAIN/HOOK
(DLL)

Version: 201.X

~Jun 2013

~ Release date
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Qbot version:

201.X

~Jun 2013
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_ QBOT ARTIFACTS 201.X
QbOt(:;é‘)G = QbE)[t)II_VII_,)MN Weblnjects

CC Config

I

RESOURCES TABLE RESOURCES TABLE
RES_BUTTON 3 RES BUTTON_1
RES_BUTTON_2

RES_BUTTON 4
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InitCoreData

detect VM

Qbotinstalled?

enum all users
user
available?
get user

install
create persistence
execute installed sample

terminate
process

XZ THREATRAY

install it as
service

create injection -

thread

listen message
loop

get message

QBOT STAGER 201.X

get main d injection thread
from resources

list all running
processes

remaining
processes?

main dll Signal events
injection for all injected
processes

ctrl event
created?

stop thread?

create
iexplorer

end thread

COPYRIGHT © THREATRAY 2022
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init core data
suspend Trusteer RapportGP (IBM)
suspend all threads
hook ResumeThread

check protected exe

global
initializations
hook the rest of
the API iexplore.exe
outlook.exe
is iniected i firefox.exe
is injected in opera.exe
target skype.exe
process? msnmsgr.exe
yahoomesseng
er.exe
msmsgs.exe
wscntfy.exe
resume all threads R
create gbot
main thread
create ctrl
events

XZ THREATRAY

init ctrl events

sync stager

CCinit

IESessPipeServerlnit (thread)
CheckStartupKey (thread)
add cron events

stop gbot DLL?

uninitalizations get all cron events

remaining event?

sleep

reached time?

process event

QBOT MAIN DLL 201.X

CRON
EVENTS

cc_main
getip
nbscan
ckkill
uploaddata
instwd

nattun
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Qbot version:

_______________________________ 300.X

s ~Nov 2015

- Main DLL Execution mode
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QBOT STAGER 300.35

InitCoreData
detect VM
detect AV

Qbotlnstalled?

process
integrity
level?
=LOW >LOW
IsUserNTSystem?
try to run enum all users VES * O
itself with | |
higher
in?egrity | CopyToTemp | RunMelnTrusted
| | ! Exe
Eve | Run new copy |
user
available?
terminate
CEC LB process
install

create persistence
execute installed sample

XZ THREATRAY
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Run explorer.exe

Self injection

XZ THREATRAY

install it as
service

create injection | .-

thread

load MAIN DLL
(cc mode)

listen message
loop

get message

terminate
process

get MAIN DLL
from resources

encrypt dll in mem

injection thread

list all running
processes

remaining
processes?

decrypt dll
in mem

MAIN DLL
injection
(hook
mode)

encrypt dll
in mem

create
iexplorer

Signal events
for all injected
processes

ctrl event
created?

stop thread?

end thread

QBOT STAGER 300.35

.. RunMelnTrustedExe

COPYRIGHT © THREATRAY 2022
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QBOT STAGER 300.35

e .. RunMelnTrustedExe

get MAIN DLL
from resources

install it as A encrypt dll in mem injection thread
Run explorer.exe service ; :
Self injection R : ) .
create injection = .- : list all running
thread § processes
load MAINDLL | = ; remaining
(cc mode) : processes?

listen message

loop decrypt dli :
" : in oy Signal events

\
v

iexplorer stop thread?
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decrypt strings
init core data

execution mode?

CC HANDLER

HOOK
Y

check protected exe

global initializations
hook the rest of the API
suspend Trusteer
RapportGP (IBM)
suspend all threads
hook ResumeThread

resume all threads

create gbot

main thread

create ctrl
events

XZ THREATRAY
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QBOT MAIN DLL 300.35

init ctrl events

sync STAGER

CCinit

IESessPipeServerlnit (thread)
CheckStartupKey (thread)
add cron events

stop gbot dllI?

uninitalizations get all cron events

remaining event?

sleep

reached time?

process event

CRON
EVENTS

cc_main
getip
nbscan
ckkill
uploaddata
instwd

nattun
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MAIN DLL Execution mode

QBOT 200.X QBOT 300.X

INJECTED _IN_TARGET PROC InjectedInTargetProcess(MODULEBASENAME);
teerThreads(
)

_18B16AES();

]

sub_leeale
init tcp

I_TARGET_PROC

QbotMainThread(1);
rentsAndControlThread();

adDll();
s
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. Qbot version:

~ 300.257

~April 2016
- CC List

N
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BOT ARTIFACTS 300.257
Qbot STAGER Qbot MAIN Q
(EXE) (OLL) Weblnjects
CC Config
4 CC Server list
RESOURCES TABLE RESOURCES TABLE

IDB_BITMAP1 IDB_BITMAP3
IDB_BITMAP4

IDB_BITMAP2

IDB_BITMAP5
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decrypt strings
init core data

execution mode?

check protected exe

global initializations
hook the rest of the API
suspend Trusteer
RapportGP (IBM)
suspend all threads
hook ResumeThread

resume all threads

create gbot

main thread

create ctrl
events

XZ THREATRAY

init ctrl events

sync stager

CCinit

IESessPipeServerlnit (thread)
CheckStartupKey (thread)
add cron events

stop gbot dllI?

uninitalizations get all cron events

remaining event?

reached time?

process event

QBOT MAIN DLL 300.257

CRON
EVENTS

cc_main
getip
nbscan
ckkill
uploaddata

instwd

sleep

nattun
ExtlpCheck

grab_saved i
nfo

COPYRIGHT © THREATRAY 2022
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STAGER
run_as_exe_installer modified

QBOT >300.X QBOT >300.257

T
L

IIII'IT Drlw.-T\r'l.-..- H

ew function
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QBOT >300.X

[ !Stringl
|| (LODWORD(

MAIN DLL

Added the DGA as secondary option if it can not obtain the

CC list from its resources

4 24+ .
, int), int

XZ THREATRAY

QBOT >300.257

if ( sub_le@1CBSe(sString, !

, int, int), int a3)

COPYRIGHT © THREATRAY 2022
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Qbot version:

300.549

~Feb 2017

Plugin support
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Qbot STAGER
(EXE)

RESOURCES TABLE
IDB_BITMAP10
IDB_BITMAP11

IDB_BITMAP12

XZ THREATRAY

Qbot MAIN
(DLL)

RESOURCES TABLE
IDB_BITMAP4
IDB_BITMAP2

IDB_BITMAP5

CC Config

CC Server list

Qbot HOOK x86
(DLL)

RESOURCES TABLE

> IDB_BITMAP3

QBOT ARTIFACTS 300.549

e |

>

Qbot HOOK x64
(DLL)

RESOURCES TABLE

IDB_BITMAP3 -

COPYRIGHT © THREATRAY 2022 32



Run from
explorer.exe

or
iexplorer.exe

XZ THREATRAY

install it as
service

create injection .-

thread

load MAIN DLL

listen message
loop

get message

terminate
process

get main dll
from resources

encrypt dll in mem

list all running
processes

remaining
processes?

select HOOK
DLL version

decrypt dll
in mem

hook dIl
injection

encrypt dll
in mem

create
iexplorer

injection thread

Signal events
for all injected
processes

ctrl event
created?

stop thread?

end thread

QBOT STAGER 300.549
RunMelnTrustedExe

COPYRIGHT © THREATRAY 2022
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QBOT MAIN DLL 300.549

init ctrl events main thread
SynC Stager CRON

CCinit :

: EVENTS
IESessPipeServerlnit (thread) :
CheckStartupKey (thread)

add cron events cc_main
- StartAllPlugins
init core data Ha -
getip
create gbot " stop gbot dil? nbscan
main thread - :
ckkill
create ctrl ; .
S . uninitalizations get all cron events uploaddata
- instwd
remaining event?
sleep nattun
ExtlpCheck

reached time?

grab_saved._i
nfo

N process event
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QBOT HOOK DLL 300.549

init core data

windbg.exe
ChromeUpdate.exe
msdev.exe
dbgview.exe
ollydbg.exe
ctfmon.exe
Proxifier.exe
nav.exe

check protected exe

global initializations
install hooks
suspend Trusteer
RapportGP (IBM)

resume all threads
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MAIN DLL
Plugin support

d 19h

d 1

d offset cmd_wgetexe h

d 1ah

d 1

d offset] emd_plugin_install h
d 1Bh

d 1

d offset cmd_plugin_cn_h

d 1Ch

d 1

d offset cmd_plugin_off_h

d 1Dh

d 1

d offset cmd_plugin_uninstall_h
d 1Eh

d 1

d offset cmd_plugin_reset_h
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MAIN DLL
The fields in the config are renamed to numbers to hide their meaning
This is applied not only to the fields in the hardcoded config but also to any field in the

config

QBOT >300.257 QBOT >300.549
cc_server_port=16763
cc_server_pass=iJKcdgJé7dcj=""* " """~ 22=66.96.133.9:help:eT5TerAcnFe6-:
ftphost_1=66.96.133.9:help:eTZ7__"_.7_C . 23=174.123.38.58:1og@thebrainregistry.com:4B~""" ~° "7 u:
ftphost_2=196.12.12.88:1og@zica.co.zm:} "~°7 "7° 24=61.221.12.26:1ogger@ostergift.com:34 7"~~~ s:
ftphost_3=91.199.120.147:logs@ix1030cf.ix1.es:1.2227 2 177 25=67.222.137.18: logger@grupocrepusculo.net:p4: ="~ 7" " R:
ftphost_4=50.87.114.63:cpanel@itsolution-1b.com: =™ =7 "~ 52112352%332'61'1°gger@trusseduP'com'Rc HV

1dr=0
worm_disabled=1
ctstmp=1469457173
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Qbot version:

324.X

~Jan 2020
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Qbot STAGER
(EXE)

RESOURCES TABLE

307

XZ THREATRAY

Qbot MAIN
(DLL)

RESOURCES TABLE

310

308

311

CC Config
CC Server list

Qbot HOOK x86
(DLL)

[ W]
A

F =SOURCES TABL -

9

QBOT ARTIFACTS 324.X

Qbot HOOK x64
(DLL)

AESOURCES TABLE

9

COPYRIGHT © THREATRAY 2022
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QBOT STAGER 324.X

InitCoreData
detect VM
detect AV

check if it is running
from installation

path
process
integrity
level?
IsUserNTSystem?
try to run enum all users
itself with |
higher
integrity CopyToTemp | AV Detected |
tevel Run new copy NO )\ YES
user | R e
available? RunMelnTrusted | : >| StartQbotThread |
Exe2 |
k listen message
terminate P SUCCESS FAIL | loop
get user process |
install get message

create persistence
execute installed sample

XZ THREATRAY
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MAIN DLL
Managed the webinjects as Plugin

QBOT >300.257

X2 THREATRAY

]

e,

WORKDIRECTORY

crc32("plugin_hook™)

0x2deb8b96

QBOT >324.X
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Qbot version:

401.X

~Nov 2020
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Qbot MAIN

Qbot STAGER (DLL) QBOT ARTIFACTS 401.X
(EXE) _
RESOURCES TABLE
308
R".SOURCES TAb E 311
307
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Current Major version 403
From version >=401

They have join in same binary the STAGER and the MAIN DLL

This new binary is a DLL which does the persistence and communication with the C2
All previous functionalities has been moved to Plugins

Webinjects
Password grabber
Proxy

Hidden VNC

XZ THREATRAY
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Qbot STAGER
(EXE)

Qbot STAGER
(25

Qbot STAGER
(25)

Qbot STAGER + MAIN
(DLL)

Qbot MAIN/HOOK
(DLL)

Qbot MAIN
(DLL)

Qbot MAIN
(DLL)

Version: >401.X

~ Nov 2020

Version: 201.X

~Jun 2013

Qbot HOOK x86
(DLL)

Version: >324.X

~ Jan 2020

Qbot HOOK x64
(DLL)

Version; >300.549

~ Feb 2017

~ Release date
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Qbot STAGER

THREATRAY

Functions

300

250

200

15

=]

10

=]

0

)
¥ T
B a0

0\‘) 'l- @. ) "~,,

0 o%° 49
0" AN ; R
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Version
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Qbot STAGER

XZ THREATRAY

Functions

300

250

200

=
w
=]

100

K~

Only DLL. Joined MAIN DLL and

. 201.810
. 201.122°
. 300.35
300.96
300.257
300.549

300.1019
321.310

Integrity level logic Hook dll
Self injection for moved to
Plugin
MAIN dll
split + Code
Plugin obfuscatio
support
| | | |
AD 9 o] ] tl ] A9 AQ 19 gl 2% 41 M g L9 A 3 > 1 0
‘%*P"'n A7 07 o ,500."@‘3,\0 > -51'1\.9'},-\6 R LI e S B T
Wersion

COPYRIGHT © THREATRAY 2022

Ly



Metadata -> Insights
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Affiliate ID/ Version | Timestamp

Affiliate ID Version
112 81
834
400
12 128
13 1598
72 36
73 386
1 855
10 PAK]

XZ THREATRAY

Timestamp

22 January 2018 17:23:46 (
30 January 2019 17:43:09 (
17 March 2020 16:17:44 (
8 February 2021 11:02:19 (
18 February 2021 14:02:49 (
12 December 2021 18:25:30 (
15 February 2022 11:01:24 (
9 March 2022 15:46:32 (
4 April 2022 7:42:58 (
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Samples Affiliate ID

XZ THREATRAY

sp .

alaly}

Before 2020

2021-2022

2020-2021

abcC

2022

JAVAN

obama

COPYRIGHT © THREATRAY 2022
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Samples Affiliate ID - All

obama
S p e biden
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Relevant Affiliate IDs

spj

: : i i : : : : i i i : obama
biden
cl-ntoﬂ—
| | | | | | | | | | | | | lﬂ*l | | |
stpr
ciullinan
| Al

ar

01/18 0415 0718 10/18 01/18 04419 07/19 1019 01/20 0420 0720 10420 01/21 04421 0721 10/21 01/22 04/22
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Qbot Affiliate ID / Version | Timestamp

clinton - ® o o ° o
biden - (<] (<} ® (<} o (o}
obama 4] ° o0 o o ao (0] (0] oo
abc (] e eoeo
tr A o0 [} [ ] e o0 ® o (o} (o] o] (e} (o} @ 0
notset - (e [ ] o0 ) @ o (o]

o

o
2

A N ) ] N 2 1% 12 > 0l ) o 1 \J X N .S 1 1% yL > 03 3
1010,0 1010.0 101’0,0 1610,& ’LQ’LQ,‘\, 107'0:\’ 1()7)’0 107},0 107},0 107}’0 107},0 1’07:&‘0 107},0 197},0 ,L()'LX‘Q 101},'& 107},& 101,\’,‘& 1@},0 1011,0 107:1”0 g 7},0 ,L(ﬂ:ro

32514 EEm 325.59 mm 401.62 . 401.138 . 402.1 s 402.68 1 402.318 m 402.363 w4031 s 403.509
BN 325.42 . 401.29 s 401.78 . 401.194 . 402.12 Bam 402.115 am 402.343 am 403.2 m 403.491 m 403.549
32543

v TH R EAT'{ _\Y COPYRIGHT © THREATRAY 2022 53



Conclusion

NN #
V THREAT}-\Y COPYRIGHT © THREATRAY 2022 54



Qbot Version Timeline (2013-2022)

201.1186 30053600.231 323.45 324.388 32808478 402.68
201.81 300.1800.237 321.31 15823.5 324.393 401.147 402.1 403.2
300.19300.2 300.1012 667 332A0B18 4plAamm12
300.390.19 300.1019 323.12324.375 325.35 401.51 402.28
300.2 300.549 30 .10‘9 323.33 B24.38| 25,7 402.343
300/300.2101 300.102 3.32 324,37 325.37 401.6: 2.318
300.195%| 300 300.1017 323/125 33R4A8S53 401.29 2.13
201.834 300.1 0. 323,96 324.399 401.15 402.115
201.122300.9680.236 1322.7 323.47 324.39 401.138 403.
201.1066 30@06.228 323.36 324.386 3288B.72 402.363
3 %) ) 3 L) ) \J © | ol o \ ] ] o o o A3 2%
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