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Forums as information sharing platforms




Forums as transactional platforms

TOProBAA MNIOLWAAKA

E?S AOCTYMbI: cetwn, rdp, wenne, ftp, sql-inj, DB's
MALWARE: BpegoHochl, KpUnT, MHXKeKThbl, 0/1day aKcnbi
@ CMAM: paccbinki, oTKAUKM, 6a3bl, mail-gamnbi
KAPOWHT: cc, 3anuBkl, BeweByxa, 6aHku, ctadpd

TPAD: TpaduK, 3arpyskun, MHCTaNb]

it CEPBEPbDI: xoctunr; VPN, proxy, socks

KOLUE/IbKW: nnaTteXkHble cucTeMbl, pasnok, o6mMeH BantoT
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Countless forums in the criminal
underground




Restricted access




The “myth” of the elite, private forum
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American Behavioral Scientist
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Benoit Dupont!, Anne-Marie C6té!, Jean-lan Boutin?,
and José Fernandez?

Abstract

This article explores the social and market dynamics of Darkode, an invitation-
only cybercrime forum that was dismantled by the FBI in July 2015 and was
described by a U.S. Attorney as “the most sophisticated English-speaking forum
for criminal computer hackers in the world.” Based on a leaked database of
4,788 discussion threads, we examine the selection process through which 344
potential new members introduced themselves to the community in order to
be accepted into this exclusive group. Using a qualitative approach, we attempt
to assess whether this rigorous procedure significantly enhanced the trust
between traders, and therefore, contributed to the efficiency of this online illicit
marketplace. We find that trust remained elusive and interactions were often
fraught with suspicion and accusations. Even hackers who were considered
successful faced significant challenges in trying to profit from the sale of malicious
software and stolen data.



Dataset

* Exploratory research project

* 1 private forum with >60,000 members and >1,000,000 posts
e 1 public forum with >185,000 members and >345,000 posts
 Threads between June 1512020 and February 101 2021

* Analysis of malware offers
* 86 from the public forum
136 from the private forum



Distribution of the type of malware
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Data exfiltration
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Targeted infrastructure
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Publication date of malware
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Price comparison of malware
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Main differentiators between public and
private forums

 Few differences in regards to the quality, creation date of malware for
sale

* Private forums enable the creation of established profiles on private
forums

* Messages asking not to attack Russia in private forum

* High sense of impunity
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Conclusion

* Need more validation of the differences in public vs private forums
* Ethical considerations make it harder to study private forums

* Private forums may be too exclusive
 Too few partners to conduct business with

* Private forums may not be private enough
* Sale of 0day exploits through personal networks
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