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ProxyLogon



Quick overview of the Vulnerabilities

•ProxyLogon: CVE-2021-26855 + CVE-2021-26857 + 
CVE-2021-26858 + CVE-2021-27065

•When chained: Pre-auth Remote Code Execution

•On-premise Microsoft Exchange 2013, 2016 and 
2019



Timeline

Earliest ITW 
exploitation 
by Hafnium

Vulnerability 
reported to 
Microsoft by 
Orange Tsai

More APTs started 
exploiting the 
vulnerability

3 Jan 2021

5 Jan 2021

3 Mar 202128 Feb 2021

2 Mar 2021

Microsoft released 
an out-of-band 

patch for Exchange

Mass 
exploitation of 
the RCE started



Microsoft patch release

Statistics







How are these vulnerabilities used?

CVE-2021-26855

CVE-2021-26857
CVE-2021-26858
CVE-2021-27065

Webshell
ChinaChopper

C:\inetpub\wwwroot\aspnet_client\aspnet.aspx
C:\inetpub\wwwroot\aspnet_client\client.aspx
C:\inetpub\wwwroot\aspnet_client\caches.aspx
[…]



ChinaChopper

•Offline Address Book
• Ex: C:\inetpub\wwwroot\aspnet_client\aspnet.aspx



On a few selected servers…

https://<server>/aspnet_client/aspnet.aspx
Command in POST

parameter

Command execution
Drop executables, collect 

mailboxes, etc. 



In-the-wild reality



In-the-wild reality

•> 10 APT groups

•Multiple threat actors on the same mail servers

•Pre-auth vulnerability = mass-scanning



HAFNIUM?

• First to exploit the vulnerability

• It is likely that none of the 10 APTs that we’ve seen 
exploiting the vulnerability in March are Hafnium

• Refer to MSTIC blogpost for details about this threat actor
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TICK - Details

• Main actions observed:

• Webshell: 
C:\inetpub\wwwroot\aspnet_client\aspnet.aspx

• Implant:

• Delphi backdoor
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ReGeorg

PlugX

NDISProxy



LuckyMouse - Details

•Main actions observed:
• Nbtscan in C:\ProgramData\

• ReGeorg webshell

•SysUpdate/Soldier backdoor
• Modular implant

• DLL search order hijacking

• Payload in memory only
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Calypso

Intent TargetingSince

2017



Calypso RAT

PlugX

WhiteBird



Calypso - Details

• DLL search-Order hijacking: 

• netcfg.exe

• CLNTCON.exe

• iPAQDetetion2.exe 

• Implants used: PlugX & WhiteBird
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Websiic

Intent TargetingSince

2021



Websiic backdoor



Websiic - Details

• Main actions observed:

• First stage: 
• C:\inetpub\wwwroot\aspnet_client\google.aspx

• C:\inetpub\wwwroot\aspnet_client\google.log

• access.log encrypted configuration

• Second stage (loader):
• C:\Program Files\Common Files\microsoft shared\WMI\iiswmi.dll
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Winnti Group

Intent TargetingSince

2012



Winnti malware
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Winnti Group - Details

• Main actions observed:
• Webshells in:

• C:\inetpub\wwwroot\aspnet_client\caches.aspx

• C:\inetpub\wwwroot\aspnet_client\shell.aspx

• Implants used:

• Winnti loader

• PlugX RAT

• Spyder backdoor

• Mimikatz and password dumping tools
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Tonto Team - Details

•Main actions observed:
• Webshell in: 
C:\inetpub\wwwroot\aspnet_client\dukybySSSS.aspx

• Powershell downloader

• Implants used:
• Bisonal

• ShadowPad
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ShadowPad

Tonto Team
Winnti Group

RedEcho

TA428
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TICK
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Fishmonger
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“Opera” Cobalt Strike

Intent TargetingSince

2021? 2021 *



Cobalt Strike



“Opera” Cobalt Strike - Details

• Webshell in 
<Exchange_install_directory>\FrontEnd\HttpPr
oxy\owa\auth\RedirSuiteServerProxy.aspx

• PowerShell script to download Cobalt Strike

• DLL search-order hijacking on opera_browser.exe
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Mikroceen

Gh0st RAT



Mikroceen - Details

•Main actions observed:
• Webshell in: 
C:\inetpub\wwwroot\aspnet_client\aspnet_regiis.aspx

<install_dir>\FrontEnd\HttpProxy\owa\auth\aspnet_error.aspx

C:\inetpub\wwwroot\aspnet_client\log_error_9e23efc3.aspx

• Mikroceen RAT

• Custom proxy: 
calcx.exe  300 194.68.44[.]19 c:\users\public\1.log <private_IP>:3128

• Mimikatz
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DLTMiner

Intent TargetingSince

2019 *



DLTMiner - Details

• Active March, 4 & March, 5 only

• PowerShell downloader

• Mimikatz + Lateral movement 

• Access to the exploit or hijack of webshells?





Just the tip of the iceberg?



One day before Orange Tsai’s presentation



ProxyShell



Quick overview of the Vulnerabilities

•ProxyShell: CVE-2021-34473 + CVE-2021-34523 + 
CVE-2021-31207

•When chained: Pre-auth Remote Code Execution

•On-premise Microsoft Exchange 2013, 2016 and 
2019



How are these vulnerabilities used?

CVE-2021-34473
CVE-2021-34523 CVE-2021-27065

Malicious PST file

C:\inetpub\wwwroot\aspnet_client\aspnet.aspx
C:\inetpub\wwwroot\aspnet_client\client.aspx
C:\inetpub\wwwroot\aspnet_client\caches.aspx
[…]

!BDN 
0x2142444E



ProxyNoShell: alternative exploitation path v1

CVE-2021-34473
CVE-2021-34523 New-ExchangeCertificate

Malicious 
certificate request

.aspx.req



ProxyNoShell: alternative exploitation path v2

CVE-2021-34473
CVE-2021-34523

New-Mailbox
New-RoleGroupMember
Add-Mailbox permissions

Mailbox with full 
access permissions



Timeline

ProxyShell
discovered 
by Orange 

Tsai

Security updates 
published by 

Microsoft

Unsuccessful 
ProxyShell

exploitation 
attempts

2021-04

2021-04
2021-05

2021-08-02

2021-08-03

2021-08-12

2021-08-21

Orange Tsai’s 
presentation at 

BHUSA

First 
ProxyShell

exploitation 
observed

CISA alert released



Statistics



In-the-wild reality



Aug. 12th Aug. 13th Aug. 24th Aug. 31st Sep. 9th

ApplicationUpdate

SparklingGoblin

RedFoxTrotTA428

TA410



ApplicationUpdate cluster

• Not currently tied to any known threat actor



ApplicationUpdate cluster - Details

• Main actions observed:

• createhidetask.exe

• ApplicationUpdate.exe

• Staging server:
http://www.registerservicesinfo[.]com/favicon.ico
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TA410 - Details

•Main actions observed:
• PlugX loader: 
C:\programdata\Microsoft\DRM\SbieDll.dll

• Log file: 
C:\users\hellokety.ini

• LookBack – modified libcurl.dll

• C:\windows\temp\phx3e1zd\phx.dll



LookBack

•screenshot

https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity/

https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity/
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TA428 - Details

•Main actions observed:
• .NET and VMProtected loaders:
C:\Windows\SYSTEM32\wlbsctrl.dll
C:\inetpub\wwwroot\wlbsctrl.dll
C:\windows\ime\wlbsctrl.dll

• Payloads:
C:\windows\ime\tempbk.dat
C:\Windows\ime\ime.bak
C:\windows\help\tmp.dat
C:\Windows\Help\tmp.log
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InstallUtil loaders

Cobalt Strike
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SparklingGoblin - Details

•Main actions observed:

• InstallUtil-based .NET loader:
C:\Users\Public\mscorswv.dll
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RedFoxtrot - Details

•Main actions observed:

•ShadowPad
C:\Windows\inf\Termservice\mscoree.dll

•C2: dsgf.chickenkiller[.]com





Mitigations



Patch

Change credentials

Remove webshells – Investigate 
malicious activity

Avoid internet-exposed OWA
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