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My 2015 Slide



Google Trends: Ransomware





2016 A special ransomware year



Why is ransomware so successful?
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• Started	by	organized	crime	with	affiliate	programs

• Open-source	code	available

• Buying	ransomware-kits	is	easy

• Ransomware-as-a-Service	programs

• Customer	Satisfaction



Open-Source Code Example
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Ransomware for Dummies



Ransom Negotiations
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Research



Different Approaches….

• SSDeep
• Imp-hash
• Static	analysis
• Dynamic	analysis
• Memory	analysis
• Machine	learning



Machine Learning Approach

• Extract	features
• Research	best	models	by	using	different	ML	algorithms
• Use	models	as	classifier	for	ransomware	set



Machine Learning Approach - Tools

Unpack	Files	with	
in-house tool Extract	features Classifier Model	&	select	

algorithm
Evaluate	
results

Worked	to	a	certain	amount	for	PE	files,	but	than	PowerShell	and	other	code	
appeared…



Cryptowall v3 – Let’s Look at API Calls



API Calls, Commands, and Patterns



Memory Analysis Approach

• Create	a	baseline	memory	print	of	the	analysis	machine
• Execute	ransomware	sample	
• Take	memory	dump
• Compare	memory	dump	with	baseline
• Analyze	results
• Execute	X	times	for	ransomware	family
• Use	other	ransomware	families	and	analyze	results
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Ransomware Interceptor
• Event	based	scanner	that	detects	ransomware	before	
file	encryptions	and	system	damage

• Intercepts	file	writes	and	memory	injection
• Ransomware	detection	module

Free	and	in	pilot	phase:
http://www.mcafee.com/hk/downloads/free-tools/interceptor.aspx



Fightback Begins



Demystifying the Problem



Pipeline
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July	25,	2016:							Shade	ransomware	

July	28,	2016:							Chimera	ransomware	

August	23,	2016:			Wildfire	ransomware

So	far	so	good



Another New Option
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Option	A	– Pay	the	bad	guys

Option	B	– Lose	your	data

Option	C	– _______

Decryption	Tools



Someone Is Not Happy

нет!!	
I	told	you..
The	C2	is	
gone…



Someone Is Not Happy



The Future



DEMO: Home Router
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Ransomware on the Road



How to Use a CAN Bus Hacking Device





Future	developments

What to Expect Next? 

• Nowadays	we	spot	a	lot	of	“wannabees”	who	
try	to	copy	the	big	guys

• Current	mass	volume	attacks	will	change	to	
spear-ransomware	attacks

• From	Bitcoins	to	…?
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