
DESKTOP-Group – The Saga continues
BOTCONF 2024 – LIGHTNING TALK



C:> whoami /all

• Tom Ueltschi

• Swiss Post CERT / SOC / CSIRT since 2007 (soon 17 years!)

• Focus & Interests: Malware Analysis, Threat Intel, Threat Hunting, 
Red / Purple Teaming

• Member of many trust groups & infosec communities

• FIRST SIG member (malware analysis, red teaming, CTI)

• Twitter: @c_APT_ure  ||  @SwissPost_CERT



BotConf speaker history

• 2013 - My Name is Hunter, Ponmocup Hunter

• 2014 - Ponmocup Hunter 2.0 – The Sequel

• 2015 - LT: Creating your own CTI (in 3 minutes.. or 5 ☺)

• 2016 - Advanced Incident Detection and Threat Hunting using Sysmon (and Splunk)

• 2017 - LT: Sysmon FTW! ☺

• 2018 - Hunting and detecting APTs using Sysmon and PowerShell logging 

• 2019 - DESKTOP-Group - Tracking a Persistent Threat Group (using Email Headers

• 2022 - LT: Advanced Persistent Speaker ☺ (DESKTOP-Group)

• 2023 - LT: DESKTOP-Group or OPERA1ER

• 2024 - CFP rejected→ Lightning talk again ☺



• 2018 – started tracking DESKTOP-Group @ SwissPost (over 5 years ago!)

• 2019 – first talk @ BotConf

• 2020 – second talk @ Reversing2020 (online)

• 2021 – Group-IB & Orange-CERT wrote Threat Report (yet unpublished)

• 2022 – SWIFT adds «DESKTOP-Group» alias to a TA they track & publish

• Nov 2022 – Group-IB published OPERA1ER Threat Report («Playing God without permission»)

• 2023 – Key figure of DESKTOP-Group arrested in INTERPOL «Operation Nervone»



https://www.interpol.int/en/News-and-Events/News/2023/Suspected-key-figure-of-notorious-cybercrime-group-arrested-in-joint-operation

https://www.interpol.int/en/News-and-Events/News/2023/Suspected-key-figure-of-notorious-cybercrime-group-arrested-in-joint-operation


https://www.interpol.int/en/News-and-Events/News/2023/Suspected-key-figure-of-notorious-cybercrime-group-arrested-in-joint-operation

https://www.interpol.int/en/News-and-Events/News/2023/Suspected-key-figure-of-notorious-cybercrime-group-arrested-in-joint-operation


THE END ?? ☺

*.ddns.net domains (VT: 1st seen)

• bestsuccess (2020-09-10)

• nightmare** (2022-11-21)

• donelpacino (2023-04-03)

AveMaria / WarZone RAT

Remcos RAT



bestsuccess 2023-10-08

 nightmare** 2023-08-29

 donelpacino 2023-10-20

LuminosityLink RAT

STRRAT (Java)

AsyncRAT

NOT

THE END 



UUID: d779bc29-0c4b-4a0f-8886-b486e7c6d668



https://twitter.com/c_APT_ure/status/1179062052150743040 

https://twitter.com/c_APT_ure/status/1179062052150743040


Thanks for accepting my LT!!

• Twitter: @c_APT_ure

• Blog: http://c-apt-ure.blogspot.com/

http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html
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