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BotConf speaker history

2013 - My Name is Hunter, Hunter

2014 - Hunter 2.0 — The Sequel

2015 - LT: Creating your own CTI (in 3 minutes.. or 5 ©)

2016 - Advanced Incident Detection and Threat Hunting using Sysmon (and Splunk)
2017 - LT: Sysmon FTW! ©

2018 - Hunting and detecting APTs using Sysmon and PowerShell logging

2019 - DESKTOP-Group - Tracking a Persistent Threat Group (using Email Headers
2022 - LT: Advanced Persistent Speaker © (DESKTOP-Group)

2023 - LT: DESKTOP-Group or OPERA1ER

2024 - CFP rejected ® - Lightning talk again ©



Who is "DESKTOP-Group"?

hile analyzing the first malware laden attack mails during February 2018. For the next three years,
\ yaigns) from this TA, but during 2021 it became harder to link malware mails back to them with
high confidence.
The first public presentation "DESKTOP-Group — Tracking a Persistent T i (using Email Headers)" was at BotConf 2019. Slides (PDF) are

available from my Github repo.

In 2020, | also presented about this TA at ReversingLabs #Reversing2020 online conference. A video (starts around 14:30m) and PDF slides are also

In 2019, | started sharing on Twitter about this TA, later starting to use the hashtag #DESKTOPgroup.

2018 — started tracking DESKTOP-Group @ SwissPost (over 5 years ago!)

2019 — first talk @ BotConf

2020 — second talk @ Reversing2020 (online)

2021 — Group-IB & Orange-CERT wrote Threat Report (yet unpublished)

2022 — SWIFT adds «DESKTOP-Group» alias to a TA they track & publish

Nov 2022 — Group-IB published OPERA1ER Threat Report («Playing God without permission»)
2023 — Key figure of DESKTOP-Group in INTERPOL «Operation Nervone»



25 interpolint/en/News-and-Events/News/2023/Suspected-key-figure-of-notorious-cybercrime-group-arrested-in-joint... W

INTERPOL Whoweare Crimes Howwework  Ourpartners Whatyoucando News Wanted persons

Suspected key figure of notorious cybercrime
group arrested in joint operation

5 July 2023

Home > News and Events > 'ws > 2023 > Suspected key figure of notorious cybercrime group arrested in joint operation

lneration Nervone has dea

ABIDJAN, Céte d’lvoire — Over the last four years, a highly-organized criminal organization has targeted financial institutions and mobile banking
services with malware, phishing campaigns and large-scale Business Email Compromise (BEC) scams.

Known as OPERA1ER, with aliases such as NX$MS, DESKTOP Group and Common Raven, the group is believed to have stolen an estimated USD
11 million - potentially as much as 30 million - in more than 30 attacks across 15 countries in Africa, Asia and Latin America.

A detailed overview of OPERA1ER’s methods was published by Group-IB and Orange S.A. in November 2022. Following extensive cooperation,
INTERPOL, AFRIPOL, Group-IB and Céte d'lvoire’s Direction de I'Information et des Traces Technologiques (DITT) are announcing the arrest of a
suspected senior member of the group, dealing a significant blow to their criminal activities.

5 July 2023



https://www.interpol.int/en/News-and-Events/News/2023/Suspected-key-figure-of-notorious-cybercrime-group-arrested-in-joint-operation
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— How it happened

The group’s illicit e-mail campaigns were first detected by Group-IB in 2018_ when they recognized spear phishing ocperations responsible for
spreading malware such as remote access tools.

Under the auspices of Operation Nervone, INTERPOL's Cybercrime Directorate, Group-IB, and third-party stakeholder Orange exchanged intelligence
which helped track the group’s behaviours and identify a probable location for their activities.

Additional information was provided by the United States Secret Service’s Criminal Investigative Division and Booz Allen Hamilton DarkLabs
cybersecurity researchers, confirming a number of leads.

In early June, authorities in Céte d’lvoire were able to arrest a key suspect linked to attacks against financial institutions across Africa.
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According to the INTERPOL's 2022 African Cyberthreat Assessment Report, cybercrime 1s a growing threat in the West Africa region, with victims

located worldwide. Operation NERVONE underscores INTERPOL's commitment to proactively combat the threat of cybercrime in the region.

Operation Nervone was backed by two key INTERPOL initiatives: the African Joint Operation against Cybercrime and the INTERPOL Support

Frogramme for the African Union in relation to AFRIPOL, funded by the United Kingdom's Foreign, Commonwealth & Development Office and
Germany’s Federal Foreign Office, respectively.
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The following is just some short analysis, why | assess that DESKTOP-group is again and still active after the arrest of a
key figure from their group via INTERPOL Operation Nervone.

So far, at least the following 3 DDNS domains have been re-used in attacks that were previously used by DESKTOP-

group since 2020.
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Related Events

DESKTOP-Group research - correlation event (work in progress...)

Event ID 205312
uuID d779bc29-0c4b-4a0f-8886-b486e7cod662 1B
Creator org SwissPost

Protected Event &&= Event is in unprotected mode
[experimental) @

Tags @ |DESKTOP-group %" x | @ FNRECNN %" x|
Date 2023-12-22
Threat Level = Medium

Analysis Ongning - - -
Distribution

i i ] = - - ™=
Distribution P : All communities
Published AW 2024-04-19 16:42-48

altachnology.
#Attributes 1216 (0 Objects)

Firstrecorded change  2023-12-22 003400 | HAtIributes 1216 (0 Objects)
Last change 2024-04-19 16:42:11

Modification map

Sightings 0o »

Correlation Enabled {dizable)

UUID: d779bc29-0c4b-4a0f-8886-b486e7c6d668




ﬁ TomU | I'm still here... til the end .

@c APT ure

| guess it's official now. Will be presenting my (still ongoing research) about

= &

Welcome and registration

FOESKTOP-taroup® - Tracking a Persistent Threat Group (using Emall Headers)
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https://twitter.com/c_APT_ure/status/1179062052150743040

Thanks for accepting my LT!!

* Twitter: @c_APT ure

* Blog: http://c-apt-ure.blogspot.com/



http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html
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