
Advanced Persistent Speaker ☺
BOTCONF 2022 – LIGHTNING TALK





BotConf speaker history

• 2013 - My Name is Hunter, Ponmocup Hunter

• 2014 - Ponmocup Hunter 2.0 – The Sequel

• 2015 - LT: Creating your own CTI (in 3 minutes.. or 5 ☺)

• 2016 - Advanced Incident Detection and Threat Hunting using Sysmon
(and Splunk)

• 2017 - LT: Sysmon FTW! ☺

• 2018 - Hunting and detecting APTs using Sysmon and PowerShell logging 

• 2019 - DESKTOP-Group - Tracking a Persistent Threat Group (using Email 
Headers







• 2018 – started tracking DESKTOP-Group @ SwissPost

• 2019 – first talk @ BotConf

• 2020 – second talk @ Reversing2020 (online)

• 2021 – Group-IB & Orange-CERT wrote Threat Report (yet unpublished)

• 2022 – SWIFT adds «DESKTOP-Group» alias to a TA they track & publish



Thanks for accepting my LT!!

• Twitter: @c_APT_ure

• Blog: http://c-apt-ure.blogspot.com/

http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html

