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acd.exe

‘ AutolT script launched by IExpress - xuzfhxy.exe x1ltlfu.gla

Create persistence folder

xuzfhxy.exe Move files

Create scheduled task

x1l1ltlfu.gla

Copy .NET RegSvcs.exe
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to user directory
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sayp.jee
Decrypt payload with
RC4

Inject into RegSvcs.exe
copy with Process
Hollowing technic
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Malware dev use code copied from this repository but ..
https://github.com/BlizD/AutoIT/blob/master/RC4.au3

Dll5tructSetData (SCod=E . ET?’TEE}

Local SBuffer = Dllatracttreatet te[" & Binarv@hen{(sData) & "] "
DllstructSetData(sBulflf=sr, . :E;t‘}

VlItJalPIDtECtﬂDllDtIJCtGEtPtIﬂeh A B

D11Call {("u=ser32.dll"™, "none", "CallWindowProc" “:.““ sBurffes "ptx™, DllStructGetPrr |

sButrfer), ”;:T“, BinaryLen(SData) "
FAIL !!
Use of str instead of wstr

Local SE=t



https://github.com/BlizD/AutoIT/blob/master/RC4.au3

Raw extracted binary key - 30 UTF1l6 encoded char

C5 C1 10 61 93 31 A1 26 3B EA 9F BE F2 D7 6B 44 8F 39 8D 25 63 52 78

6B D8 C2 25 37 43 66 3B 1E B4 CA 94 6D 37 B1 37 C3 BE 4D 99 79 38 ET
87 18 OF /6 4A 99 CA 3B FB E9 7C F9 D5 6A

Resulting RC4 encryption key after conversion with
“str” - 30 ANSI char

Hewkey

{DOpF3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F3F

yes.. over a 30 bytes key,
NB: AutoIT put 3F which is in fact ¢?°



Thanks !
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