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Same block of comments with a size of 304 kB 
inserted more than 400 times inside original 
script.

Compression algorithm will remove all repeated 
blocks and thus explain this compression ratio 
of around 100. Simple but quite effective !



IExpress

CAB File

Encrypted

payload

Obfuscated

AutoIt script

AutoIT legit

interpreter

xuzfhxy.exe

xlltlfu.gla

sayp.jee

AutoIT script launched by IExpress → xuzfhxy.exe xlltlfu.gla

1 C:\Users\<user>\unpcw\
Create persistence folder

2
..\xuzfhxy.exe
..\xlltlfu.gla
..\sayp.jee

Move files

3
cmd /c schtasks /create /sc 
minute  /mo 5 /tn unpcw
«xuzfhxy.exe xlltlfu.gla»

Create scheduled task

4
../RegSvcs.exe → copied to →
C:\Users\<user>\xuzfhxy.exe 

Copy .NET RegSvcs.exe 

to user directory

5
Decrypted payload is saved in 
memory

Decrypt payload with

RC4

6

API Call flow: CreateProcessW, 
GetThreadContext, 
WriteProcessMemory, 
SetThreadContext, ResumeThread

Inject into RegSvcs.exe 

copy with Process 

Hollowing technic



FAIL !!
Use of str instead of wstr

Malware dev use code copied from this repository but …
https://github.com/BlizD/AutoIT/blob/master/RC4.au3

https://github.com/BlizD/AutoIT/blob/master/RC4.au3


Raw extracted binary key - 30 UTF16 encoded char

Resulting RC4 encryption key after conversion with 
“str” - 30 ANSI char

yes… over a 30 bytes key, 29 bytes are just useless !!
NB: AutoIT put 3F which is in fact ‘?’ 



Thanks !
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