
FakeCTF : Introducing malware 
analysis to l33t haxx0rs

Masterfox



Masterfox
Tom Mounet

#2> whoami

entropy.land/cv
fakenews.sh



#3> NorzhCTF intro

Hack Quest CTF format
The airport is under attack !

Please help us



#4> How it went

It ain’t much, but it’s honest work

● 1636 users registered

● 919 teams registered
○ More Smoked Leet Chicken (4th)

○ Bootplug (7th)

● 23 challenges available

● 5 challenges not flagged

● 42 hours

● 24,85/25



#5> Malwalker

Malwalker
1. Extract configuration of one sample

2. Automate configuration extraction

3. Emulate malware

4. Access the panel admin interface

5. Send hidden uninstall order



#6> Malwalker

FakeCTF
The bank 🐖 is under attack !

Pentest + Forensic … Malware analysis



#7> Malwalker

Come join us
June 17th

Vannes, France



Thanks
✉ ctf.team.fakenews@gmail.com

    @MaestroZorro_


