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DDX — Detection, Detonation
and Config Extraction

Konstantin Klinger, Sr. Security Research Engineer
Lightning Talk @ Botconf 2022, Nantes, 28" April 2022




Status Quo / Problem Description

e E-Mail is still number one entry point for actors

- URLs
- Attachments
- Malwareless Scams / Email Fraud

e Complex attack chains with multiple steps until actual malware/payload is
dropped are hard to automate, but not impossible
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TA2721 sends PDF attached Bit[.]ly URL Redirected to User downloads Bandook malware
phishing email to email embedded in fileshare URL password-protected installed on host
PDF for file RAR archive
download

Link to blogpost with all details: hitps://www.proofpoint.com/us/blog/threat-insight/new-threat-actor-uses-spanish-language-lures-distribute-

seldom-observed-bandook

proofpoint.


https://www.proofpoint.com/us/blog/threat-insight/new-threat-actor-uses-spanish-language-lures-distribute-seldom-observed-bandook

DDX — Detection, Detonation and Config Extraction
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TA2721 sends PDF attached Bit[.]ly URL Redirected to User downloads Bandook malware

phishing email to email embedded in fileshare URL password-protected installed on host
PDF for file RAR archive
download
COTIZACION REFRITODO INTERNACIONAL, C.A P . . man -
@ v smsre: & et | © s | > ronra | [ Exhibits behavior characterisitic of Bandook (Config Extracted)
;Zc Sun 6/20/2021 10:26 PM Process ID 3060

;OI\EZAC\ON REFRITODO INTERNACIONAL, CApdf C2: r3panJOCIUb
B, o Kt i, C2: http://ladvsa.club/Hayauaia/
ERSS—————— C2: http://localhost:9991/KBL/
R Port: 7893

AES_CFB_Key: HuZ82K83ad392jVBhr2Au383Pud82AuF
AES_CFB_IV: 0123456789123456
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Bonus: Network Signatures (Post Exploitation)
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+ ET OPEN is a free ruleset!
» Everything reported by a 3rd party or found in OSINT is in OPEN or will get moved to
OPEN once found in OSINT
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Questions?
Feel free to reach out to us
/me: @kk_onstantin (kklinger@proofpoint.com)

/threat research: @threatinsight
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