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About

» Largest tracker of 
security reports
» Botnets 

» Malware

» Phishing

» And more
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About

» Almost 200 sources 
ingested daily
» VirusTotal

» Phishtank

» Blacklists

» Antivirus vendors
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Quick Stats
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4.6+
Million

26.2+
Million

Security EventsIP Addresses



Web Interface - Events Timeline
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IP Reputation Examples

» https://cymon.io/112.78.7.162

» https://cymon.io/198.50.209.4

» https://cymon.io/84.241.182.218
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Open API

» We currently offer free API 
access for testing

» Contact me for details
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http://docs.cymon.io



Firewall RBL

» Dynamic block list
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DGA Analysis

» Detect malware 
domains
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https://cymon.io/dga



Technology Stack

» Django (Python)

» Node.js

» Docker

» Amazon AWS
» RDS

» Redis

» DynamoDB

» Elasticsearch
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Google Chrome Plugin
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github.com/eSentire/cymon-interceptor



Integration with Threat Lab
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www.threatlab.io


