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Overview
What we’ll be going through in this presentation

1. Who are we: what do we do 

2. Introduction to Ponmocup 

3. Ponmocup: A framework build up of components 

4. Delivery: Zuponcic 

5. Core 
5.1.  Anti-analysis: A big success 
5.2.  Installation  
5.3.  Core functionality: Unique per victim

6. Plug-ins 
6.1.  Monetisation 
6.2.  Finding interesting targets 
6.3.  Collecting router information 
6.4.  Collecting SIP agent information 
6.5.  Printer exploit - a big mistake 

7. Network traffic 

8. Closing statements



Ponmocup: a giant hiding in the shadows

Yonathan Klijnsma
Senior Threat Intelligence Analyst

1. Introduction: Who are we and what do we do

Maarten van Dantzig
Threat Intelligence Analyst

Threat intelligence

Security Operations

Incident response

Malware analysis
Security Research

3



Ponmocup: a giant hiding in the shadows 2. Introduction to Ponmocup

2. Introduction to Ponmocup
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Introduction to Ponmocup: Attribution

2. Introduction to Ponmocup

•  Multiple operators 

•  Russian speaking (possibly of Russian origin) 

•  Technically sophisticated
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Introduction to Ponmocup: Goals & impact

2. Introduction to Ponmocup

•  Long running operation 

•  High victim count 

•  Multi-purpose framework 

•  Financially motivated
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Introduction to Ponmocup: Size

2. Introduction to Ponmocup
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Introduction to Ponmocup: Size

2. Introduction to Ponmocup 8
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3. Ponmocup: a framework build up of components
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Ponmocup: a framework build up of components

Component Purpose
Delivery Spreading method

Installer Persistent installation of Ponmocup

Initiator Starts Ponmocup in memory

Loader Locates and decrypts payloads

Main module Persistent component

Plug-ins Adds functionalities for specific tasks

Back-end infrastructure Infrastructure used to control targets

3. Ponmocup: a framework build up of components 10
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Ponmocup: a framework build up of components

3. Ponmocup: a framework build up of components 11



Ponmocup: a giant hiding in the shadows 124. Delivery: Zuponcic

4. Delivery: Zuponcic
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Delivery: Zuponcic

4. Delivery: Zuponcic
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Delivery: Zuponcic

4. Delivery: Zuponcic
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Delivery: Zuponcic
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5. Core
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Core: Anti-analysis

•  Blacklisted processes 
•  Blacklisted usernames 
•  Blacklisted drivers 
•  Monitor checks 
•  Recently opened documents 
•  Browser history 
•  Installed programs 
•  Researchers are immediately blacklisted

5. Core 
5.1. Anti-Analysis
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Core: Anti-analysis - Fake payload

5. Core 
5.1. Anti-Analysis
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Core: Anti-analysis - Fake payload success story

5. Core 
5.1. Anti-Analysis



Ponmocup: a giant hiding in the shadows 20

Core: Anti-analysis - Fake payload success story

5. Core 
5.1. Anti-Analysis
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Core: Anti-analysis - Fake payload success story
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Core: Anti-analysis - Fake payload success story

5. Core 
5.1. Anti-Analysis
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The installer: 

- Resets system restore point 

- Disables system restore 

- Opens firewall ports for NAT traversal 

- Disables UAC

Core: Installation

5. Core 
5.2. Installation 23
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Unique artifacts:

 1:  Creation date of system directory
 2:   Volume serial number
 3:  Creation date of System Volume Information directory

"Core functionalities of Ponmocup are uniquely 
encrypted and stored differently for every target"

Core: core functionality

5. Core 
5.3. Core functionality
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HKEY_CURRENT_USER\Software\wkcxjxlv\Wjtnpgzc

•  Total size

•  Main module

•  Plug-in(s)

 1:  Creation date of system directory
 2:   Volume serial number
 3:  Creation date of System Volume Information directory

Core: core functionality

5. Core 
5.3. Core functionality



Ponmocup: a giant hiding in the shadows

HKEY_CURRENT_USER\Software\uhawfiuh\AOihdaw

•  Total size

•  Main module

•  Plug-in(s)

 1:  Creation date of system directory
 2:   Volume serial number
 3:  Creation date of System Volume Information directory

Core: core functionality

5. Core 
5.3. Core functionality 26
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HKEY_CURRENT_USER\Software\zzxjuev\Xjtocgc

•  Total size

•  Main module

•  Plug-in(s)

 1:  Creation date of system directory
 2:   Volume serial number
 3:  Creation date of System Volume Information directory

Core: core functionality

5. Core 
5.3. Core functionality 27
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Installation: Unique artifacts - success story

5. Core 
5.3. Core functionality
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Installation: Unique artifacts - success story

5. Core 
5.3. Core functionality
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Installation: Unique artifacts - success story

5. Core 
5.3. Core functionality
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5.3. Core functionality
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6. Plug-ins
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Plug-ins

6. Plug-ins

Plug-ins are used by Ponmocup to provide functionalities for specific 
tasks 

Ponmocup has 25 plug-ins which share more than 4000 different 
versions
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Plug-ins: A lot of different aspects

6. Plug-ins

Antivirus killer
Bitcoin wallet grabber

FTP credential stealer
Socks proxy

SIP scanner

Router scannerFacebook cookie stealer

System information
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Plug-ins: ‘PIN’ groups

6. Plug-ins

Antivirus killer
Bitcoin wallet grabber

FTP credential stealer
Socks proxy

SIP scanner

Router scanner
Facebook cookie stealer

System information
‘PIN’ 1 ‘PIN’ 2



Ponmocup: a giant hiding in the shadows 346. Plug-ins 
6.1. Monetization

6. Plug-ins 
6.1.  Monetization
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Plug-ins: monetization

6. Plug-ins 
6.1. Monetization

Main funding of the Ponmocup operation: 

- Advertisement fraud 
• Based on keywords 
• Continuously
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6.1. Finding targets

6. Plug-ins 
6.2.  Finding targets
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Plug-ins: Finding targets

•  Parsing browser history

•  Checking CRC32 checksums on target

•  Exfiltrate URL's of interest

6. Plug-ins 
6.1. Finding targets
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Plug-ins: Finding targets - Banking

Based on domains

•  treasury.pncbank.com
•  bankline.rbs.com
•  bbva.es
•  online.citibank.com
•  secure.bankofamerica.com

6. Plug-ins 
6.1. Finding targets

 Based on URLs

•  /wireapproval
•  /wireinitiation
•  /wireManager
•  /wiretransaction
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Plug-ins: Finding targets - Investment / Trading

•  us.etrade.com

•  trade.loginandtrade.com

•  trademonster.com

6. Plug-ins 
6.1. Finding targets
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Plug-ins: Finding targets - Intelligence

•  risk.nexis.com           
•  ss2.experian.com         
•  lppolice.com             
•  geico.com
•  dmv.org           
•  drivingrecords.com       
•  web2.westlaw.com         
•  inteligator.com 

6. Plug-ins 
6.1. Finding targets
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Plug-ins

6. Plug-ins
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6.1. Collecting router information

6. Plug-ins 
6.3.  Collecting router information
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Plug-ins: Collecting router information

•  Scans gateway for common router ports 

•  Exfiltrates response from each service 

•  Includes full router page source

6. Plug-ins 
6.1. Collecting router information
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6.1. Collecting SIP agent information

6. Plug-ins 
6.4.  Collecting SIP agent information
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6.1. Collecting SIP agent information

Plug-ins: Collecting SIP agent information

•  Scans local subnet for active devices 

•  Sends SIP requests: 
•  OPTIONS 
•  REGISTER 

•  Exfiltrates responses
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6.1. Printer exploit - a big mistake

6. Plug-ins 
6.5.  Printer exploit - a big mistake
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Plug-ins: Printer exploit - a big mistake

•   MS10-061 

•   Stuxnet 0day 

•   First used in 2012

6. Plug-ins 
6.1. Printer exploit - a big mistake 47
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Plug-ins: Printer exploit - a big mistake

6. Plug-ins 
6.1. Printer exploit - a big mistake 48
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Plug-ins: Printer exploit - a big mistake

6. Plug-ins 
6.1. Printer exploit - a big mistake 48
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7. Network traffic
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Network traffic: Some IP magic

7. Network traffic
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Network traffic: Success story

7. Network traffic 51
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Network traffic: Success story
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Network traffic: Domain seperation

7. Network traffic
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Network traffic: HTTP Beacons

•  Encrypted data is serialized in cookie header 

•  Per component different encryption 

•  Random URL (commonly seen URL structures)

7. Network traffic 53
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Network traffic: HTTP Beacon example

7. Network traffic 54
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8. Closing statements
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Closing notes

• 7 year running campaign 

• More than 15,000,000 victims 

• Currently 500,000 active victims 

• Large scale information collection (dragnet)

8. Closing statements
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Tom Ueltschi 

Denis O’Brien 

Fabien Perigaud

8. Closing statements

A thanks goes out to:
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Thanks for listening!
Full report: 

             f0x.nl/ponmocup 

IOCs: 
github.com/fox-it/ponmocup 

Sinkhole: 
             - Abuse.CH 
             - Shadowserver 
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